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Aerohive K-12 Education Deployment Guide 
Part 3: Ethernet Switching 
  

 

This is the third part in a series of guides explaining how to plan, configure, install, and maintain Aerohive products 
within common K-12 education environments. The scope of the deployment encompasses a school district office 
and three types of schools—elementary schools, middle schools, and high schools—with particular emphasis on the 
high school, which is the pilot site for the others. This guide covers the configuration of the device template and 
port types for the switches in all the schools in the district. The office deployment for the school district headquarters 
will be covered in a separate series. 

The basic configuration described here is sufficient for Aerohive switches to provide secure and stable access to all 
the types of wired clients that will use the network. Other guides in this series cover planning, wireless access, high-
density radio profiles to support wireless online testing, and additional features that increase the accessibility, 
control, and visibility of applications and services on the network. 

Note: The network described in this series of deployment guides consists of Aerohive APs and switches. It explains 
how to configure them in a unified network policy through HiveManager Classic, the Aerohive central 
management system. However Aerohive APs can work with non-Aerohive switches and Aerohive switches can 
work with non-Aerohive APs. Simply read the parts of this series that apply to the device types in your deployment 
and skip the rest. 

The settings in this guide are based on HiveManager Online Classic 6.6r1 and HiveOS 6.6r1 for all Aerohive devices. 
(HiveManager Classic 6.6r1 can manage devices running HiveOS 6.6r1 as well as those running earlier HiveOS 
versions.) 
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Introduction 
In this guide, you will learn how to configure a device template in HiveManager Online Classic for an SR2148P 
switch with different port types to accommodate Aerohive APs, infrastructure and user devices, mirrored data, 
security cameras, and uplinks. 

 

Note: HiveManager Classic is available in three forms: a hosted cloud-based HiveManager Online Classic instance, 
an on-premises physical HiveManager Classic appliance, or an on-premises HiveManager Classic Virtual Appliance 
installed on a VMware ESXi hypervisor. To learn more about each offering, see the HiveManager product literature 
on the Aerohive website.  

This guide continues the configuration of Aerohive devices within the context of an example high school, which 
serves as the pilot for all the schools in its district. It is the third part in a series of guides and follows Aerohive K-12 
Education Deployment Guide, Part 2: Wireless Access. In part 2, the wireless components of a network policy are 
explained. In this part, the configuration of Aerohive switches within the same policy is described. The network 
policy and user profiles referenced here have already been created in the previous guide.  

Because of the pivotal role that the user types, user profiles, VLANs, and subnets play in the configuration of both 
wireless and wired devices, the Network Design section, which follows immediately, repeats the information 
presented in the previous guide. The switch configuration begins after that. 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
http://www.aerohive.com/products/overview/hive-manager.html
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
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Network Design 
Key Points: Aerohive AP130, AP230, and SR2148P devices are deployed and configured to provide wireless and 
wired access to teachers, students, staff, guests, infrastructure equipment, and security cameras. 

The following Aerohive devices are deployed at the high school pilot site: 

• (4) AP130 devices for administrative offices 
• (37) AP230 devices for the rest of the school 
• (5) SR2148P switches 

There is a third-party router on the network perimeter. It provides firewall, DHCP, DNS, and NAT services. The internal 
network uses private IP addresses, which the NAT device translates to a public address before forwarding it over a 
500-Mbps fiber-optic WAN link and through a cloud-hosted web content-filtering server. 

The following table summarizes the design of the users, SSIDs, user profiles, VLANs, and subnets in the network. 

Users SSID User Profile VLAN Subnet Notes 
Teachers/Staff  
(150 users) 

802.1X 
(Auth: user name/ 
password for district-
issued and personal 
devices) 

Attribute: 110 
Firewall: No 
restrictions 
Rate limit: None 
QoS weight: 10 
(default) 

110 10.1.10.0/23 
(255.255.254.0) 
510 possible 
host addresses 
from 10.1.10.1 
to 10.1.11.254 

There are also a 
number of Active 
Directory accounts 
for substitute 
teachers so they can 
authenticate and 
access school 
resources. 

Students 
(1000 users) 

802.1X 
(Auth: user name/ 
password for district-
issued and personal 
devices) 

Attribute: 200 
Firewall: Block P2P 
applications 
Rate limit: 3 Mbps 
QoS weight: 5 

200 10.2.0.0/21 
(255.255.248.0) 
2046 possible 
host addresses 
from 10.2.0.1 
to 10.2.7.254 

By classifying clients 
by OS, you can 
apply different user 
profiles to students’ 
iPads and personal 
devices even though 
they log in with the 
same credentials on 
both. 
In this example, 
students are allowed 
to access resources 
on the school 
network from their 
personal devices. 
However, you can 
easily restrict them to 
Internet-only access 
if that is the school 
policy. 

  Students-iPad 
(1000 users) 
With client 
classification by 
OS, APs redirect 
district-issued 
iPads here. 

802.1X Attribute: 202* 
Firewall: Block P2P 
applications 
Rate limit: None 
QoS weight: 10 

200 
 

 

* A scheme was employed to match most 
user profile attributes with VLAN IDs and 
provide some insight into the IP address 
range. Because user profile attributes in the 
same network policy must be unique, 
Students-iPad (202) had to be different from 
Students (200). "202" was chosen because of 
the mnemonic "two hundred too". 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
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Users SSID User Profile VLAN Subnet Notes 
Guests 
(20 users/day on 
average; 500+ for 
special events like 
back-to-school 
nights, festivals, 
sports events, 
fund-raisers, 
graduations, and 
so on) 

PSKCWP 
(Auth: PSK with a 
captive web portal 
requiring use policy 
acceptance) 

Attribute: 999* 
Firewall: Permit 
Internet access 
only† 
Rate limit: 3 Mbps 
QoS weight: 5 

999 192.168.0.0/22 
(255.255.252.0) 
1022 possible 
host addresses 
from 
192.168.0.1 to 
192.168.3.254 

A PSK SSID encrypts 
guest traffic. It also 
prevents students, 
teachers, staff, and 
even passersby from 
automatically 
connecting to an 
open SSID. 
The PSK can be 
something obvious 
and memorable like 
the school district 
name, city, county, 
or the SSID name. 

* The Guests attribute intentionally breaks 
away from the scheme of matching user 
profile attributes with VLAN IDs to help 
identify the guest network as less secure.  
† The firewall can optionally give guests access 
to a school web server with school-related 
news and information. 

Infrastructure 
Devices 
(50 printers, Apple 
TVs, smart 
whiteboards…) 

PPSK 
(Auth: automatically 
generated PPSK; one 
key per device) 

Attribute: 120 
Firewall: No 
restrictions 
Rate limit: None 
QoS weight: 10 

120 10.1.20.0/24 
(255.255.255.0) 
254 possible 
host addresses 
from 10.1.20.1 
to 10.1.20.254 

 

Security Cameras 
(10 cameras) 

PPSK 
(Auth: automatically 
generated PPSK; one 
key per device) 

Attribute: 130 
Firewall: Permit 
access only to the 
NVR 
Rate limiting: None 

130 10.1.30.0/24 
(255.255.255.0) 
254 possible 
host addresses 
from 10.1.30.1 
to 10.1.30.254 

All security cameras 
are currently wired 
through switches, 
but there are plans 
to add outdoor 
wireless cameras 
around some of the 
campuses in the 
school district. 

Management 
(46 Aerohive APs 
and switches + a 
dozen or so other 
network devices) 

- - 1 10.1.1.0/24 
(255.255.255.0) 
254 possible 
host addresses 
from 10.1.1.0 
to 10.1.1.254 

1 is the native VLAN. 

A RADIUS authentication server and an Active Directory domain controller are in the MDF (main distribution frame) 
at each site. The Aerohive devices forward user authentication lookups to their local RADIUS server, which is at 
10.1.1.5 in the management subnet. 

A Mac mini running OS X Server provides caching services and is also in the MDF at each site. The caching server 
reduces the demand on Internet bandwidth by saving a copy of previously requested downloads of apps, books, 
and software updates from the App Store and then replying to subsequent download requests from the local server 
instead of from the App Store. More information about the caching server, including a list of supported content 
types, is available at OS X Server Support. 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
https://www.apple.com/support/osxserver/cachingservice/
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The following illustration visually summarizes how the various network components fit together: IP address spaces 
and VLANs; wired and wireless clients and network access devices; and user types. The colored circles on the map 
of the school represent Aerohive APs. Each AP is wired to an SR2148P switch in an IDF (intermediate distribution 
frame) or MDF. User traffic is forwarded either through the firewall and modem to the Internet or to a file server    

 

The radio waves indicate wireless links and the lines indicate wired ones. Guests are expected to make only wireless 
connections from handheld smart devices while all security cameras are currently wired, although there are plans 
to add wireless cameras outdoors in the future. The other user types are expected to use combinations of both. 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
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Switching: Device Template and Port Types 
Key Points: Create a device template for the SR2148P and define its various port types for use by all SR2148P 
switches throughout the school district. 

There are five port types applied to the switches on the network. Four port types are designed for the devices 
connecting to the ports: Aerohive APs, security cameras, wired infrastructure and user devices, and uplinks from 
one switch to another. The fifth type is reserved for the destination port when mirroring network traffic for diagnostic 
or auditing purposes. 

 

You apply the same device template to all the switches at the high school and, in fact, to all the switches in the 
school district. The switches connect to each other over 10-Gbps fiber optic links. 

 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
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http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
http://www.aerohive.com/330000/docs/help/english/6.6r1/hm/full/Content/config/netConfig.htm
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Port Type for Aerohive APs 
Key Points: Define the parameters of the switch ports to which Aerohive APs connect. 

The “SR-Trunk-APs” port type is assigned to Eth1/1-12 ports for Aerohive APs. The default PSE profile is applied to 
them to power the APs through PoE. 

 

To support the different VLANs that APs assign 
to user traffic through user profiles, set the 
switch port as an 802.1Q VLAN trunk port. 

All the forwarding devices (APs, switches, and 
router/firewall) use DSCP to apply QoS 
priorities consistently across the network. 

The default-pse profile provides Aerohive APs 
with 32 Watts of power in accordance with the 
802.3at amendment. 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
http://www.aerohive.com/330000/docs/help/english/6.6r1/hm/full/Content/config/com/pseProfile.htm
http://www.aerohive.com/330000/docs/help/english/6.6r1/hm/full/Content/config/portTypes.htm
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Because the “SR-Trunk-APs” port type is for 802.1Q trunk links between APs and switches, it does not support 
authentication mechanisms or user profiles. These are applied by APs before they forward traffic to the switches. 

 
Its native VLAN is 1 and it allows traffic on all VLAN IDs. 

  
Port Type for Infrastructure Devices and Users’ Devices 
Key Points: Define the ports to which infrastructure devices and faculty, staff, and students’ wired devices connect. 

The “SR-Access” port type is assigned to Eth1/13-45 ports for Ethernet wall jacks. The wired devices in this example 
configuration are not authenticated before accessing the network, as is typically the case in schools. (For a more 
secure approach, see "Alternative Approach: User Authentication on Access Ports" on p. 12.) 

 

Entering “all” does not mean you are allowing all 
possible VLANs from 1 to 4095 on these 802.1Q trunk 
ports. It means all configured VLANs in the network 
policy are allowed. In this case, allowing “all” means 

allowing VLANs 110, 120, 130, 200, 999, and 1 (native VLAN).  

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
http://www.aerohive.com/330000/docs/help/english/6.6r1/hm/full/Content/config/netConfig.htm
http://www.aerohive.com/330000/docs/help/english/6.6r1/hm/full/Content/config/netConfig.htm
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The InfrastructureDevices user profile is applied to it. The user profile for infrastructure devices has no firewall 
restrictions so it allows access to everything on the internal and external networks and is suitable for teachers/staff, 
students, and various infrastructure devices. It puts everything in VLAN 120. 

 

Alternative Approach: User Authentication on Access Ports 

To distinguish students, teachers/staff, and infrastructure devices from one another when making Ethernet 
connections, enable 802.1X as the primary authentication method and MAC auth as the secondary method. When 
connecting a computer to an Ethernet wall jack, a teacher, student, or staff member enters a user name and 
password to authenticate through a RADIUS server linked to an Active Directory domain controller. When a printer, 
Apple TV, or any other type of school-owned wired device connects to a wall jack, the device is authenticated by 
its MAC address. 

 
The Active Directory domain controller stores accounts for teachers, students, and staff in user groups and accounts 
for infrastructure devices in computer groups. For a computer group account, the device MAC address is used as 
both the user name and password. 

Teachers, students, and staff authenticate by entering 
their Active Directory user name/password credentials. 
Based on the returned RADIUS attributes associated with 
their user groups, Aerohive switches assign appropriate 
user profiles. 

Switches authenticate infrastructure devices by 
MAC address and assign appropriate user profiles 
based on the returned RADIUS attributes associated 
with their computer groups. 

To ensure that only one device per Ethernet port 
connects, clear Allow Multiple Hosts (Same VLAN). 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
http://www.aerohive.com/330000/docs/help/english/6.6r1/hm/full/Content/config/portTypes.htm
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Note: Although Aerohive APs can apply L7 firewall and QoS policies, Aerohive switches cannot. Therefore, only APs 
will apply the L7 firewall policy blocking peer-to-peer applications in the student user profile. Students with Ethernet 
connections to switches can still use these applications on the network.  

 

When infrastructure devices connect, they 
authenticate by MAC address and are assigned 
to their user profile. 

Teachers, students, and staff enter their user 
name/password credentials when connecting their 
wired devices and are assigned to their user 
profiles. Although the Students user profile 
includes a client classification policy, it will 
never take effect because iPads are only wireless. 

http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-1-Planning.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-2-Wireless-Access.pdf
http://www.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-4-High-Density.pdf
http://docs.aerohive.com/330000/docs/guides/Aerohive_Ed-K-12-DeployGuide-5-Bonjour-Gateway.pdf
http://www.aerohive.com/techdocs
http://www.aerohive.com/330000/docs/help/english/6.6r1/hm/full/Content/config/netConfig.htm
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Port Type for Mirroring 
Key Points: Dedicate a port to which the switch mirrors traffic for analysis when you are troubleshooting or testing. 

The “SR-Mirror” port type is assigned to Eth1/46, making it the destination to which you want to mirror data from one 
or more other ports for diagnostic purposes. You can send a copy of all frames that are being sent or received 
through another physical port or group of ports. You can also filter the traffic you want to mirror by one or more 
source VLANs. 

 
When you want to mirror traffic, connect a port analyzer to Eth1/46. Click Additional Port Settings, specify which 
ports to monitor and which types of traffic by direction and VLAN, and then click Save. For example, if you want to 
mirror outbound student traffic, which is in VLAN 200, on all ports connected to APs, configure the Additional Port 
Settings dialog box as follows: 

 
After that, click SR-Mirror in the Port Types section of the network policy, clear the Shut down ports check box, and 
then click Save. 

Shut down the mirror port (Eth1/46) when not in use. 
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Port Type for Security Cameras 
Key Points: Configure the parameters of the switch ports to which security cameras directly connect.  

The “SR-Camera” port type is assigned to Eth1/47-48 ports for security cameras. It does not require any 
authentication because those ports connect directly to security cameras. It always assigns traffic from the cameras 
to Aerohive QoS class 5 for video. 

 
The SecurityCameras user profile is applied to the SR-Camera port type. All traffic is assigned to VLAN 130. 

 

No user authentication is required because the 
cameras are cabled directly to the switch. 

All traffic from the cameras is classified 
and prioritized as video traffic. 
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Port Type for Uplinks 
Key Points: Configure the port through which the switch forwards the outbound traffic it receives. 

Finally, the “SR-Uplink” port type is assigned to Eth1/49-52 ports for uplinks from switch to switch and then to the 
router/firewall. 

 
Its native VLAN is 1 and allows all VLANs to traverse these ports. 

 
The configuration for switches is complete. You will apply this device template to all the SR2148P switches at all the 
schools in the district. Save the network policy to preserve the configuration. The next part in this series is Aerohive K-
12 Education Deployment Guide, Part 4: High-density Radio Profiles. 

802.1Q VLAN trunk ports are required for the switch 
uplinks to support the VLANs assigned in user profiles. 
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