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Aerohive 5.1r4 Release Notes 

Release Versions: HiveOS and HiveManager 5.1r4 

Platforms: AP100 Series, AP300 Series, BR100, BR200 Series, HiveOS Virtual Appliance, 

HiveManager Physical and Virtual Appliances, HiveManager Online 

Release Date: December 18, 2012 

These are the release notes for HiveOS 5.1r4 firmware and HiveManager 5.1r4 software. These releases include 

support for ID Manager. They also have a few changes in behavior and two addressed issues, which are 

summarized in later sections. Major known issues are described in the "Known Issues" section near the end of this 

document. 

IMPORTANT NOTICES 

HiveManager 5.1 only manages routers running HiveOS 5.1 

To upload a configuration to routers, HiveManager 5.1 requires that all routers be running HiveOS 5.1. You can 

use HiveManager 5.1 to upload new HiveOS images to routers, but you cannot upload configuration changes 

until the routers are running HiveOS 5.1. HiveManager 5.1 supports HiveOS image uploads to APs running HiveOS 

3.4r1 or later. 

Upgrading HiveManager/GuestManager to HiveManager 5.1 will delete GuestManager 

From 5.1r1, GuestManager has no longer been bundled as a component in the HiveManager image file. If you 

are currently running HiveManager and GuestManager from the same image file on a single appliance and 

you upgrade to HiveManager 5.1r1 or later, your GuestManager instance and its configuration will be lost. 

Follow these steps to upgrade HiveManager to 5.1 without losing GuestManager and its configuration: 

Back up GuestManager and HiveManager Configurations, and Re-initialize the GuestManager Database 

1. Log in to your existing GuestManager, and back up your current GuestManager configuration to a local 

device such as your management system. 

2. As a safety precaution, also back up your HiveManager configuration. 

3. Re-initialize the GuestManager database, which clears the configuration and removes the license. (In the 

CLI shell, enter 3 for “Advanced Product Configuration” > 1 for “Configure GuestManager” > 2 for “Re-

initialize GM Database”.) 

Transfer GuestManager Configuration to a New GuestManager Virtual Appliance 

4. Log in to the Aerohive Support site, download GuestManager Virtual Appliance from the software 

download area, and then install it on a server.  

5. Log in to the newly installed GuestManager (login name: admin; password: aerohive), and copy the system 

ID that appears in the license prompt. To request a new license, call Aerohive Support for assistance or 

open a case through the Support portal, and supply the system ID. 

6. Log in to the new GuestManager again, enter the license you received, and then import the configuration 

that you backed up in step 1. 

Upgrade HiveManager 

7. Upgrade HiveManager to 5.1r1 or 5.1r2. At this point GuestManager and HiveManager will be separated 

and both of your configurations will be restored. 
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 Although HiveOS 3.4r4 was the last release for the HiveAP 20 series, HiveManager 5.1r3 can continue to 

manage all Aerohive platforms running releases from HiveOS 3.4r1 to 3.4r4. However, you must push full 

configuration updates to them because some commands have been removed which would cause delta 

configuration updates to fail. HiveManager can support full and delta configuration updates to APs running 

HiveOS 4.1, 5.0, and 5.1. 

New Features and Feature Enhancements 

Several new features and feature enhancements have been introduced in the HiveOS and HiveManager 5.1 

releases. You can read summaries of these features and enhancements below. If there are no entries listed for a 

particular release, no new major features or feature enhancements were added in that release. 

ID Manager: Cloud-managed and deployed, ID Manager provides a secure, simple way to manage guest 

registration for network access. ID Manager features include a self-registration kiosk as part of a 

customizable, easy-to-use guest interface offering credential delivery by email, print, unlimited SMS, and 

Twitter notifications. Directory integration and authentication proxy features allow the use of corporate 

credentials for admin logins across registered domains. The management interface provides detailed 

reporting, logging, and configuration options.\ 

New Features and Enhancements in the 5.1r3 Releases 

The following are the new features and feature enhancements in the HiveOS and HiveManager 5.1r3 releases. 

New and Enhanced HiveOS 5.1r3 Features 

USB Modem: Aerohive routers and APs functioning as routers now support the Verizon Novatel USB 551L wireless 

modem. 

HiveOS Virtual Appliances as GRE Tunnel Terminators: A HiveOS Virtual Appliance functioning as a Layer 2 VPN 

gateway can be a GRE tunnel terminator for identity-based tunnels. This allows you to tunnel client traffic 

from the internal network to one or more HiveOS Virtual Appliances in the DMZ, and then route it on to the 

Internet from there. Clients receive their network settings from a DHCP server in the DMZ and are 

completely blocked from accessing the internal network.   

New Features and Enhancements in the 5.1r2 Releases 

The following are the new features and feature enhancements in the HiveOS and HiveManager 5.1r2 releases. 

New and Enhanced HiveOS 5.1r2 Features 

Free Bonjour Gateway: Aerohive provides a free Bonjour Gateway package that includes a HiveManager Online 

account entitled to manage two Bonjour Gateway virtual machines. 

Device Registration Code: You can now revoke device registration codes that have previously been assigned or 

activated. This is a simple way to invalidate a registered device if it becomes compromised, lost, or stolen. If 

the device is connected to HiveManager at the time that its registration code is revoked, HiveManager 

resets the configuration on the device to its default settings. If the device is configured as a VPN client, 

HiveManager also deletes its VPN credentials on the VPN gateway so that it can no longer establish a VPN 

tunnel with the gateway. 
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TeacherView HTTP Proxy: TeacherView now supports the use of HTTP proxy servers that operate on ports other than 

port 80. Previously, TeacherView only supported port 80. The addition of HTTP proxy server support allows 

more flexibility when configuring the port on which the HTTP proxy server accepts requests. Both 

HiveManager and HiveManager Online support HTTP proxy servers for TeacherView. 

Full Platform Support for Meshing: All Aerohive APs running 5.1r2 can mesh with each other regardless of their OUIs. 

In recent previous releases, there have been restrictions about which APs could form wireless backhaul links 

with other APs based on platform-specific OUIs and HiveOS versions (for details, see the 4.1r5 and 5.1r1 

release notes). With HiveOS 5.1r2, those restrictions have been removed. 

CLI Command Execution Delay: You can delay the execution of CLI commands for a period of time by first entering 

exec delay-execute [ <number> ]. You can then enter as many commands as you like until you later enter 

no exec delay-execute. After that, the device will execute all the commands you entered during the 

execution delay period. By default, the device waits five seconds after exiting the delay period before 

executing the commands, but you can change that wait interval by entering a number from 1 to 60 

(seconds) in the optional <number> setting. 

This command is useful when remotely changing the mgt0 IP address and default gateway because you 

must enter two separate commands and changing either one before the other causes the device to lose 

its network connection. To change these settings remotely without losing network connectivity, enter the 

following: 

exec delay-execute 

interface mgt0 10.1.1.5 255.255.255.0 

ip route default gateway 10.1.1.1 

no exec delay-execute 

 While the command execution delay period is in effect, it is not possible to enter any commands starting with 

the following keywords: exit, ping, probe, quit, show, and wizard. Also, the exec-delay execute 

command cannot be entered again until an ongoing command execution delay period has ended. 

MDM Enrollment for Mac OS: Aerohive devices can now assist a JSS (JAMF software server) in enrolling Apple 

devices running either iOS or Mac OS. Previously, Aerohive devices only queried the JSS about the 

enrollment status of clients if they were running iOS, limiting JSS enrollment support to just iPods, iPhones, 

and iPads. With the addition of Mac OS support, Aerohive devices can assist in the enrollment of Apple 

computer systems as well. 

OS Detection Improvements: You now have the ability to modify the DHCP Option 55 parameters within 

HiveManager. You can modify or import a custom list of DHCP Option 55 parameters, effectively defining 

the operating systems that are recognized by the Aerohive devices. In addition, while logged in with super 

user privileges, you can also specify the operating system and DHCP options for any operating systems that 

appear in HiveManager as unknown. In such cases, HiveManager lists the OS as unknown and provides a 

link that you can click to specify the operating system information. 

New and Enhanced HiveManager 5.1r2 Features 

HiveManager Support of External Database Servers: You can separate the HiveManager database from the 

appliance on which the HiveManager GUI is running when using HiveManager as a standalone appliance. 

By doing so, you can increase the storage capacity for the management of large numbers of devices. 
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HiveManager HA: You can increase the availability of your management system by placing two HiveManager 

appliances in an HA pair. A new streamlined workflow has been introduced to make the HA setup easier 

than ever. 

Image and Configuration Upload Improvements: The maximum number of concurrent HiveOS image updates is no 

longer restricted among VHMs on HiveManager Online and on HiveManager appliances hosting VHMs. 

Each VHM has its own queue, and HiveManager applies round-robin scheduling to provide fair 

opportunities for all VHMs to push HiveOS image updates. 

Expanded Platform Support for the Locate Device Tool: You can now use the Locate Device utility to alter the 

indicator LED on all Aerohive APs and routers except the AP320 and AP340. In the case of Aerohive routers, 

you can cause the indicator LED to blink slowly or quickly (or remain steady) in amber or white; AP LEDs 

have more color choices. Previously, only the AP110, AP120, AP330, and AP350 indicator LED behavior 

could be manipulated in this way. 

DHCP Client Address Allocation: If you have an Aerohive router acting as DHCP server, you can now view the 

addresses that the router leases to client devices through the Utilities > Diagnostics > Show DHCP Client 

Allocation tool on the Monitor page. 

New Features and Enhancements in the 5.1r1 Releases 

The following are the new features and feature enhancements in the HiveOS and HiveManager 5.1r1 releases. 

New Hardware Platforms 

AP121 and AP141 Access Points: The AP121 and AP141 are 802.11n wireless access points designed for greater 

throughput and range. They provide dual concurrent 802.11b/g/n and 802.11a/n radios for 2x2 MIMO 

(Multiple Input Multiple Output) antenna configurations. When you enable 802.11n high-throughput options 

such as wide-channel mode (40-MHz channels), A-MPDU and A-MSDU packet aggregation, short guard 

interval, and MCS15 data rates, they can provide a PHY data rate up to 300 Mbps per radio. The AP121 has 

internal antennas, and the AP141 has detachable external antennas. Both models have an RJ-45 

10/100/1000 Ethernet port, a serial console port, and a USB modem port (reserved for future use). These 

devices can be powered from an 802.3af standard PoE (Power over Ethernet) power injector or from an 

AC/DC power adapter. 

 AP121 and AP141 devices can only mesh with other AP121 and AP141 devices running HiveOS 5.1r1. 

However, they can mesh with different Aerohive devices that are running HiveOS 4.1r5. 

New and Enhanced HiveOS 5.1r1 Features 

Bonjour Gateway: Bonjour is a protocol that Apple devices use to advertise available services within a 

VLAN/subnet. Aerohive devices can function as Bonjour Gateways and forward service advertisements 

across VLAN/subnet boundaries. Services in one VLAN or subnet then become available to users in other 

VLANs/subnets. You can specify which VLANs the Bonjour Gateways scan and which services they share 

with other Bonjour Gateways. 

Device Registration Code for Routers: You can require administrators to enter a device registration code when 

deploying routers remotely before HiveManager will be allowed to manage them. Doing so prevents 

unauthorized users from intercepting routers and using the auto provisioning feature to gain access to the 

corporate network. 
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Router Advertisement of Static Routes: You can set static routes on routers and enable their advertisement to the 

VPN gateway, which can in turn distribute them to other devices on the corporate network and to routers 

at other sites connected through VPN tunnels. 

Policy-based Routing: Aerohive routers now support the ability to forward traffic through separate paths according 

to the user profile that is applied to the traffic. Creating a policy-based routing rule allows you to consider 

the nature of the user traffic and make intelligent routing decisions—including exceptions—based on such 

considerations. Moreover, you can also control through which WAN interface the router forwards the 

traffic, and each egress interface can have its own independent rule. 

BR100 as an AP: You can set a BR100 in AP mode, so that it has HiveOS functionality similar to that of an access 

point rather than that of a router.  In AP mode, the device operates at Layer 2, only using an IP address for 

its mgt0 interface for management purposes. Its WAN/ETH0 port functions like the eth0 port on an AP, and 

its four LAN ports (ETH1-ETH4) must function in either bridge-access mode when connecting to a single-

VLAN network or in bridge-802.1Q mode when connecting to a network with multiple VLANs. 

Increased Functionality on the CVG: When the CVG (Cloud VPN Gateway) was introduced, it could function as a 

Layer 3 VPN gateway. From 5.1r1, you can configure it to function as a RADIUS authentication server, 

RADIUS relay agent, or a Layer 2 VPN gateway. 

MDM Enrollment: Aerohive devices deployed in an Apple environment can assist a JSS (JAMF software server) in the 

management of smart mobile devices. An Aerohive device checks the OS on each client requesting 

network access, and if it is iOS, the Aerohive device queries the JSS about the enrollment status of the 

client. If it is not enrolled, the Aerohive device then redirects the client to the JSS for enrollment before 

permitting it to access the rest of the network. 

Dual-Band WIPS Scanning on Single-Radio Devices with Daul-Band Support: The AP110 and BR200-WP each has a 

single dual-band radio, which can operate in either the 2.4 GHz or 5 GHz band. When you enable rogue 

detection, the device now performs background scanning of all the available channels in its region—

including DFS channels—in both bands. This helps the Aerohive device detect rogue APs regardless of 

which band they are using. 

Automatic Switching from 4G (LTE) to 3G (EV-DO) Networks: Aerohive routers (including AP330 and AP350 devices 

configured as routers) support automatic switching between a 4G/LTE network and 3G/EVDO network 

when a Verizon Pantech UML290VW-G wireless USB modem is functioning as the WAN interface. 

Increased Wireless USB Modem Support: The number of wireless USB modem models that Aerohive routers support 

has increased. In addition to the AT&T Momentum (Sierra Wireless AirCard 313U), AT&T Shockwave (Sierra 

Wireless USBConnect 308), and Verizon Pantech UML290 models, you can now use the following wireless 

USB modems: 

 AT&T Shockwave (Sierra Wireless AirCard 308U, 310U, 312U, 319U, 320U, and 326U) 

 Huawei E220, E1752, and UMG366 

User Profile Assignments from Returned RADIUS Attribute Values: A new method for assigning user profiles based on 

returned RADIUS attributes has been added. When a RADIUS server returns a specified attribute such as 

Filter-ID attribute (11) or another custom-defined one for an authenticated user, the Aerohive device can 

then map the text in the value field payload to the name of a local RADIUS user group. From there, the 

device matches the attribute defined for the user group with the attribute of a user profile, and assigns that 

user profile to the authenticated user. 
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Inclusion of the Operator Name Attribute in RADIUS Requests: You can enable Aerohive RADIUS authenticators to 

insert an operator name attribute in the Access-Request and Accounting-Request messages they submit to 

RADIUS authentication servers. This attribute contains the domain name suffix, typically assigned by DHCP, 

of the Aerohive RADIUS authenticator and helps identify the source of the requests. Knowing the location of 

a request can assist the RADIUS authentication administrator when troubleshooting authentication issues.  

To include an operator name attribute in RADIUS requests: 

1. Open a network policy with SSIDs or router LAN ports using 802.1X authentication to Configure 

Interfaces & User Access.  

2. Click the name of the RADIUS settings object in the Authentication column for the SSID or LAN profile 

that you want to modify, expand Optional Settings (not supported by RADIUS Proxy), and then select 

Inject Operator-Name Attribute.  

3. Save the RADIUS settings and network policy, and then upload the modified configuration to the 

devices. 

Client OS Detection through DHCP Snooping: Aerohive devices can use OS detection to determine what types of 

clients are connected to them, and Aerohive has added DHCP snooping as another method of client OS 

detection (the existing method examines HTTP user agent IDs to identify client OS types). The Aerohive 

device “snoops” DHCP request packets by checking Option 55 (requested parameter list), which contains 

parameters that are unique to each client OS. Because DHCP snooping happens much earlier in the 

connection process than the other OS detection method, Aerohive devices can assign clients to VLANs 

based on their device types as they get their network settings. DHCP snooping results are displayed in the 

Client OS column on the Monitor > Clients > Active Clients, Wireless Clients, and Wired Clients pages. 

New and Enhanced HiveManager 5.1r1 Features 

Management Network as a Network Type: In addition to the existing types of network objects “Internal Use” and 

“Guest Use”, there is a new type called “Management”. It is designed for the management network on 

which an Aerohive router communicates with Aerohive APs and requires that DHCP and DNS services are 

enabled. Note that you can also use a network object defined as “Management” in the SSIDs and Router 

LAN Ports section, which allows APs to connect to the router through those interfaces. 

Topology Folders: You can use folders to organize buildings and floors and other folders within a hierarchical 

structure. This helps with the management of multiple sets of Aerohive devices, and also provides a useful 

tool for generating reports on the aggregated client activity and throughput for all the devices in a 

particular folder. (Note that the concept of folders replaces that of maps in this release. A folder can 

function like a container of objects or it can contain a background image and function as a map.) 

Reporting Enhancements: Several significant enhancements have been made to the reports in HiveManager. The 

reports have been relocated from the Monitoring section in the GUI to their own separate section. There is 

a new Network Summary report that summarizes major statistics about bandwidth usage, client activity, 

SSID usage, SLA compliance, and Tx, Rx, and CRC errors across the network. The Network Summary report 

can make use of the “folders” construct used in the topology section to organize sets of Aerohive devices 

to create reports for devices per folder, per building, and per floor. 

User Manager: Customized Email Templates: In addition to the customization of print templates, you can now 

customize email templates that are used when sending users their PSKs and network access information. 

You can add company-specific formatting, network connection instructions, and any other needed 

information. 

HiveManager GUI Ease-of-Use Enhancements: There have been numerous changes to the GUI to improve its 

usability. 
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Features and Behavior Changes in HiveManager Enterprise and Express Modes 

Most of the new features and behavior changes in 5.1 are only available in HiveManager when it is operating in 

Enterprise mode. The following table summarizes the features and behavior changes that HiveManager supports in 

Enterprise and Express modes. 

Features and Behavior Changes Enterprise 

Mode 
Express Mode 

ID Manager Yes Yes 

Bonjour Gateway Yes No 

Device registration code for routers Yes No 

Router advertisement of static routes Yes No 

Policy-based routing Yes No 

BR100 as an AP Yes No 

Increased functionality on the CVG Yes No 

MDM Enrollment Yes No in 5.1r1 

Yes in 5.1r2 

WIPS on both bands of a single-band radio Yes Yes 

Automatic switching from 4G (LTE) to 3G (EV-DO) networks Yes No 

Increased wireless USB modem support Yes No 

User profile assignments from returned RADIUS attribute 

values 
Yes No 

Inclusion of operator name attribute in RADIUS requests Yes No 

Topology folders Yes Yes 

Reporting enhancements Yes Yes 

Management options profile required in network policies Yes Yes 

Inclusion of user profile attributes in RADIUS requests Yes No 

Private PSK server support on the BR200 Yes No 

Spectrum signatures supported on the AP330 and AP350 Yes Yes 
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Changes to Behavior and Appearance 

The following changes were introduced in the 5.1r4 releases: 

 ID Manager now supports the following languages: 

 Chinese (Simplified) 

 English 

 French 

 German 

 Portuguese (Brazilian) 

 Spanish (Castillian) 

 The wording on the Library SIP Test page was modified to clarify the test objectives. The testing itself remains unchanged; 
only the wording in the GUI was revised. 

 ID Manager now uses a new icon to indicate a RadSec server. 

 In the QoS Setting section in a network policy, Aerohive devices apply classifier and marker maps to traffic traversing various 
interfaces and SSIDs based on the traffic categorization methods that you select. The behavior is the same as in previous 
releases; only the wording has been changed to clarify the behavior. 

The following changes were introduced in the 5.1r3 releases: 

 MyHive: Although you still create admin groups in HiveManager Online, you can now only create individual HiveManager 
administrators in the Admin Account Manager in MyHive. 

 HiveManager: The adaptive clear channel assessment option was removed from the radio profile configuration. 

 The layout and design of the HA section in the HiveManager GUI has been simplified. 

 In 5.1r3, you can only disable an HA pair if the application and database servers are on the same node. If they are on different 
nodes, you must first use the switchover function to move the active application server to the node with the active database 
server before HiveManager permits you to disable HA. When you do disable it, then the node with the active application and 
database servers becomes a standalone HiveManager while the other node becomes inoperative. To return functionality to the 
second node, make a console connection, and select the enter the following in the CLI: 

3 Advanced Product Configuration 

1 Configure HiveManager 

13 Customize the Common Image 

1 Make this machine HM+DB 

The following changes were introduced in the 5.1r2 releases: 

 HiveManager now supports mobile device management for SSIDs configured in Express mode. 

 The maximum power on a BR200 for PSE has been increased from 40 to 44 watts. Note that even with the increased power 
capacity, a BR200 still supports two powered devices on 802.3af or a single powered device at 802.3at. 

 If a managed device loses CAPWAP connectivity with HiveManager after an unsuccessful image or configuration upload 
attempt, HiveManager stops trying to complete the upload after a timeout period elapses. That timeout period has been 
reduced from 15 minutes to 3 minutes. 

 AP121 has replaced the AP350 as the default AP in the planning tool. 

 In the network summary report, “Wifi0” and “Wifi1” have been replaced with “2.4 GHz” and “5 GHz” respectively, and the “Top 
20 Clients by Bandwidth Usage” chart has been changed to “Top 20 Clients by Data Usage”. 
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The following changes were introduced in the 5.1r1 releases: 

 The default VLAN for the predefined management network changed from 4094 in HiveOS 5.0 to 1 in HiveOS 5.1r1. In addition, 
the predefined management network name changed from the default hive name to “QS-MGT-172.18.0.0”. 

 The default VLAN for the predefined user network changed from 1 to 2. In addition, the predefined user network name changed 
from “QS-172.28.0.0/16” to “QS-USR-172.28.0.0”. 

 The above changes only occur with new VHMs. If you upgrade, your current settings will remain 

unaffected, although the network names will automatically be changed. Aerohive recommends changing 

the VLAN IDs for these networks to match the new default settings. 

 HiveManager requires that DHCP be enabled for a management network. 

 Network policies now require a management options profile. To support client OS detection for mobile device management and 
reporting, the default management options profile, which has DHCP snooping enabled, is automatically selected. When 
upgrading to 5.1r1 and a network policy does not reference a management options profile, HiveManager automatically selects 
the default profile and enters a note about the configuration change in the upgrade log. 

 The AP170 can only be used as an outdoor AP and cannot be changed to indoor mode. During the upgrade to 5.1r1, it will 
automatically be changed to outdoor mode if necessary. 

 Aerohive devices include the user profile attribute in all messages sent to RADIUS accounting servers, which can prove useful 
for the RADIUS admin when tracking network usage by user groups. 

 The BR200 can function as a private PSK server. 

 A private PSK SSID now supports default and authenticated user profiles. When upgrading, HiveManager makes the following 
changes and lists them in its upgrade log: 

 For existing wireless+routing network policies with a single user group and user profile assigned to a private PSK SSID, 
that user profile is designated as the default user profile. 

 For existing wireless+routing network policies with multiple user groups and user profiles assigned to a private PSK 
SSID, make the first one in the list the default user profile and make the others authenticated user profiles 

 For existing wireless-only network policies with a private PSK SSID, HiveManager applies its default user profile (with 
attribute 0) as the default. 

 When a private PSK SSID with self-registration is selected, HiveManager limits the number of user groups that can be selected 
for the SSID to one. This ensures that all self-registering users receive private PSKs from that group and are assigned a 
corresponding user profile. In previous releases, an SSID could reference multiple private PSK user groups, which made user 
profile assignment less deterministic than it is now. 

 The AP330 and AP350 support spectrum signatures to identify device types causing interference. 

 HiveManager sets the wifi1 interface in access mode by default. 
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Automatically Discovering the CAPWAP Server 

Aerohive devices (APs, routers, and CVGs) and HiveManager communicate with one another through CAPWAP 

(Control and Provisioning of Wireless Access Points). The devices act as CAPWAP clients and HiveManager acts as a 

CAPWAP server. Aerohive devices can form a CAPWAP connection with HiveManager in any of the following ways: 

 When Aerohive devices are in the same Layer 2 broadcast domain as a HiveManager appliance or HiveManager Virtual 
Appliance, the devices broadcast CAPWAP Discovery Request messages to discover HiveManager and establish a secure 
connection with it automatically. 

 Aerohive routers and CVGs cannot use the CAPWAP broadcast method to discover HiveManager. 

 If there is no HiveManager in the same broadcast domain but the devices can reach the HiveManager Online redirection 
server—and serial number entries for the devices have already been added to the HiveManager Online ACL (access control 
list)—then they can form secure CAPWAP connections with the redirection server. From there, an administrator can assign 
the connected devices to a VHM (virtual HiveManager) at the MyHive site or to a HiveManager appliance—virtual or 
otherwise—at another site. 

 Finally, the Aerohive devices and a local HiveManager might be in different subnets and the devices either cannot reach 
HiveManager Online or they can but they are not listed in the ACL (perhaps because they are not included in any HiveManager 
Online account). In this case, the devices cannot discover HiveManager by broadcasting CAPWAP Discovery Request 
messages, nor can they reach the redirector. So that the devices can form a CAPWAP connection to HiveManager, you can use 
one of the following methods to configure them with the HiveManager domain name or IP address or configure them so that 
they can learn it through DHCP or DNS settings. When devices have the IP address of the CAPWAP server, they then send 
unicast CAPWAP Discovery Request messages to that address. 

 Make an HTTP connection to the IP address of your Aerohive router. (You can learn its address by connecting your 
management system as a DHCP client to one of its LAN interfaces and checking the default gateway.) Log in using admin 
and aerohive as the name and password. You can then use the NetConfig UI to set the HiveManager IP address.  

 Make a wireless Telnet or SSH connection to an AP through a virtual access console or, if the device has a console port, 
use a serial connection to log in to the CLI and enter the IP address of the CAPWAP server with the following command: 
capwap client server name <string> 

 Configure the DHCP server to supply the domain name of the CAPWAP server as DHCP option 225 or its IP address as 
option 226 in its DHCPOFFER. (If you use a domain name, the authoritative DNS server for that domain must also be 
configured with an A record that maps the domain name to an IP address for the CAPWAP server.) Aerohive devices 
request DHCP option 225 and 226 by default when they broadcast DHCPDISCOVER and DHCPREQUEST messages. 

 The IP address of the CAPWAP server must be accessible from the Aerohive device VLAN. If you need to 

change the DHCP option number (perhaps because another custom option with that number is already in use 

on the DHCP server), enter this command with a different option number for the variable "<number>": 
interface mgt0 dhcp client option custom hivemanager <number> { ip | string } 

If HiveManager continues to use its default domain name ("hivemanager") plus the name of the local domain 

to which it and the devices belong, configure an authoritative DNS server with an A record that resolves 

"hivemanager.<local_domain>" to an IP address. If devices do not have an IP address or domain name 

configured for the CAPWAP server and do not receive an address or domain name returned in a DHCP option, 

then they try to resolve the domain name to an IP address. 

When an Aerohive device goes online for the first time without any specific CAPWAP server configuration 

entered manually or received as a DHCP option, it progresses through the cycle of CAPWAP connection 

attempts shown below. (Note that the "HiveManager" in the upper semicircle can be either a physical 
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HiveManager appliance or HiveManager Virtual Appliance, and that the AP shown can be an access point, 

router, or CVG.) 

 

If the device forms a CAPWAP connection with the Aerohive redirection server and its serial number has been 

entered in an ACL, the redirection server automatically redirects its CAPWAP connection to the corresponding 

HiveManager Online VHM (virtual HiveManager). The redirection server does this by sending the device the 

HiveManager domain name or IP address as its new CAPWAP server and the name of the appropriate VHM. If the 

device is currently using HTTP, the redirection server includes the configuration needed for it to continue using it. 

Similarly, if the device is configured to access the public network through an HTTP proxy server, the redirection 

server saves the relevant settings on the device so it will continue using the HTTP proxy server when connecting to 

HiveManager. 

If the redirection server does not have the device serial number, then the ACL on the server ignores the CAPWAP 

connection attempts, and the device repeats the connection cycle shown above. 

  

HiveManager 

HiveManager 

Online 

If the first two searches for a local HiveManager produce no results, the device tries 

to contact HiveManager Online at redirector.aerohive.com:12222. If the redirection 

server has a serial number for that device in its ACL (access control list), it responds 

and they form a secure CAPWAP connection. If the device cannot make a CAPWAP 

connection to HiveManager Online on UDP port 12222, it tries to reach it on TCP port 

80. If that proves unsuccessful, the device returns to its initial search through a DNS 

lookup and repeats the cycle. 

  
3 

  

The device tries to connect to 

HiveManager using the default 

domain name "hivemanager. 

<local_domain>:12222", where 

<local_domain> is the domain 

name that a DHCP server supplied 

to the device and 12222 is the UDP 

port number. If a DNS server has 

been configured to resolve that 

domain name to an IP address, the 

device and HiveManager then form 

a secure CAPWAP connection on 

port 12222. If the device cannot 

make a CAPWAP connection to 

HiveManager on port 12222, it tries 

to reach it by using TCP port 80: 

hivemanager.<local_domain>:80. 

  
1 

  If the DNS server cannot resolve 

the domain name to an IP 

address, the device broadcasts 

CAPWAP Discovery Request 

messages on its local subnet. If 

HiveManager is on the local 

network and responds with a 

Discovery Response message, 

they perform a DTLS (Datagram 

Transport Layer Security) 

handshake to establish a secure 

CAPWAP connection with each 

other. 

  
2 
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Troubleshooting the Initial CAPWAP Connection to HiveManager Online 

As explained in the previous section, when you connect an Aerohive AP, router, or CVG to the network and power 

it on, it first tries to connect to a local HiveManager. If it cannot do that, the device automatically tries to connect 

to the redirection server. This server checks if the serial number of the device is listed in its ACL—which should be the 

case as Aerohive enters the serial numbers of newly purchased devices in the appropriate ACL as part of the sales 

process. If the ACL contains the device serial number, the redirection server then redirects it to the correct 

HiveManager Online VHM, where the device appears on the Monitor > Devices > All Devices page. Log in to your 

MyHive account, click HiveManager Online and navigate to the All Devices page. If you do not see the device 

listed there, take the following steps to resolve the situation: 

 Depending on network conditions and firewall policies, it can sometimes take up to ten minutes for an Aerohive 

device to connect to the redirection server and be redirected to the HiveManager Online VHM to which it 

belongs. Be sure to give the device enough time to complete the connection process before proceeding. 

1. Click Redirector > Monitor > HiveAP Access Control List, and check if the device serial number is listed there. 

2. If the serial number is absent from the ACL, do the following: 

2.1 Click Enter, type the serial number, and then click Save. 

 If an error message appears stating that the serial number already exists in the system, contact 

Aerohive Technical Support for assistance.  

2.2 Check if the device now appears on the Monitor > Devices > All Devices page in HiveManager Online. 

Remember that it might take up to ten minutes for it to complete the connection process. 

2.3 If the device still does not appear on the All Devices page, power off the device, wait five seconds, 

power it back on, and then check the All Devices page again.  

2.4 If the device still does not appear on the All Devices page, check that the device can access the 

Internet and that any firewall between it and the redirection server allows outbound traffic using either 

UDP 12222 or TCP 80. 

If the device connects and appears on the All Devices page in your HiveManager Online VHM, you 

have successfully resolved the issue and can stop troubleshooting. If not, continue to the next step. 

3. If the serial number of the device is listed in the ACL on the redirection server but the device does not appear 

on the All Devices page in HiveManager Online, first follow steps 2.3 and 2.4 (if you have not already done so). 

If it still does not appear, the device might be redirected to the HiveManager Online home system, which can 

occur if the CAPWAP server name on the device was accidentally misconfigured. To reassign it your VHM, do 

the following: 

3.1 In HiveManager Online, click Configuration > Auto Provisioning > SN Management > Scan SN, type the 

14-digit serial number for the device, and then click Save. After that, click Close to close the Imported 

Serial Numbers dialog box. 

3.2 On the Auto Provisioning page, click New, enter the following, and then click Save: 

Enable Auto Provisioning: (select) 

Device Model: Choose the appropriate model from the drop-down list. 

Device Function: Choose the type of functionality for the device: AP or Router. 

Apply to devices with the following identification: (select) 

Select the serial number that you just entered in the previous step and click the right arrow ( > ) to 

move it from the Available Serial Numbers column to the Selected Serial Numbers column. 
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3.3 Reboot the device to reset its CAPWAP state to Discovery. When it contacts the redirection server this 

time, HiveManager Online will apply the access control defined in the automatic provisioning 

configuration and redirect the device to your VHM. 

Upgrading HiveManager Software and HiveOS Firmware 

Aerohive supports upgrading to the 5.1r4 HiveManager software and HiveOS firmware from the HiveManager and 

HiveOS 4.0r1 releases or later. If your systems are running images earlier than 4.0r1, follow the steps in the 4.0r1 

Aerohive release notes to upgrade HiveManager software and HiveOS firmware to 4.0r1 first before upgrading 

them to 5.1r4. 

 GuestManager is no longer a component of the HiveManager software image file. When upgrading 

HiveManager to 5.1r4, any existing GuestManager instance will be lost. For information, see the important 

notices at the beginning of these release notes. 

Step 1: Upgrade 4.0r1 or later  5.1r4 

When upgrading HiveManager software and HiveOS firmware to 5.1r3, upgrade HiveManager first and then the 

Aerohive devices second. The upgrade procedures for HiveManager in standalone and HA modes are outlined 

below. 

From  To 

HiveManager 4.0r1 or 

later 
 

Upgrade to HiveManager 5.1r4. 
HiveManager 5.1r4 

HiveOS 4.0r1 or later  

Use HiveManager running HiveManager 5.1r4 to 

upgrade managed devices to HiveOS 5.1r4. 

HiveOS 5.1r4 

1. Back up your database as a safety precaution (Home > Administration > HiveManager Operations > Back 

Up Database). 

Upgrading a Standalone HiveManager Appliance 

2. Save the following files to a directory on your management system or SCP server: 

5.1r4 HiveManager software file 

5.1r4 HiveOS firmware files for all the managed device platforms being updated 

3. Log in to HiveManager running 4.0r1 or later, upload 5.1r4 HiveOS firmware files, and then upload the 5.1r4 

HiveManager software file. When the upload is complete, HiveManager automatically reboots to activate 

its new software. 

4. Log back in to HiveManager, which is now running 5.1r4, and upload HiveOS 5.1r4 from HiveManager to all 

managed devices, and then reboot them to activate their new firmware. 

Upgrading an HA Pair of HiveManager Physical or Virtual Appliances 

1. Save the following files to a directory on your management system or SCP server: 

5.1r4 HiveManager software file 

5.1r4 HiveOS firmware files for all the managed device platforms being updated 

2. Log in to HiveManager running 4.0r1 or later, and convert the two HA nodes back to standalone 

appliances. 
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3. Upload the 5.1r4 HiveOS and HiveManager software files to the HiveManager appliance that was the 

former primary node. When the upload is complete, HiveManager automatically reboots to activate its 

new software. 

4. Log in to the GUI on the former secondary HA node, and update it to HiveManager 5.1r4. 

5. Make an SSH console connection to the HiveManager appliance that was formerly the secondary node, 

and enter the following in the CLI shell (within 30 days of disabling HA): 

3 Advanced Product Configuration 

1 Configure HiveManager 

3 Re-initialize HM Database; and then enter Y when asked to continue with the re-initialization 

6. Log back in to the HiveManager appliance that was the primary HA node and reform the HA pair. 

7. Upload HiveOS 5.1r4 from HiveManager to all managed devices, and then reboot them to activate their 

new firmware. 

Step 2: Reload the HiveOS Configurations 

1. Check that the firmware upgrade is complete (see Monitor > Devices > Device Update Results). 

2. Upload the full configurations from HiveManager to the devices, and then reboot them to activate the 5.1r4-compatible 
configurations. 

 HiveManager running HiveManager 5.1r4 can support hives running HiveOS 4.0r3 through 5.1r4. Based 

on the HiveOS version that the members of each hive are using, HiveManager generates different 

configurations. Therefore, it is necessary to activate the HiveOS 5.1r4 firmware on managed devices 

before updating their configurations so that the updated configurations will use the new 5.1r4 format. 

Documentation 

Technical documentation for installing and configuring HiveManager, APs, and routers is available in the Aerohive 

Deployment Guide. There are also configuration guides for some features and a hardware reference guide. 

You can find extensive feature coverage in the online Help for all Aerohive GUI-based management appliances. 

There is also Help for all the HiveOS CLI commands. To use the Help when working in the CLI, enter "keyword-

SPACE-?"; for example: qos ? In addition, there are online CLI reference guides that provide the syntax and 

explanations for every command. They also include information on accessing the CLI through console, Telnet, and 

SSH connections, tips on using the CLI, and some keyboard shortcuts. The reference guides are available through 

links in the HiveManager Help system and from the link at the bottom of this page. 
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Known Issues 

The following are known issues at the time of the HiveOS and HiveManager 5.1r4 releases. 

Known Issues in HiveOS 5.1r4 

20113 When an AP is operating as a mesh point with a wireless interface in dual mode (that is, it is functioning in 

both access and backhaul modes concurrently) for more than eight hours, it might stop transmitting 

traffic on its wireless backhaul link. 

WA (Workaround): Reboot the AP, or disable the wireless interface in dual mode and then enable it 

again.  

19044 Although a routing policy is set to tunnel all traffic or to tunnel all with exceptions, the router still allows 

outbound traffic to the Internet if the VPN tunnel is not established. 

18080 An Aerohive router does not apply the same user profile to traffic that an AP forwards to it from a client 

connected to one of its Ethernet ports in bridge-access mode. 

18053 MDM (mobile device management) enrollment does not work with Apple TVs because they cannot 

complete the enrollment process. 

WA: Connect Apple TVs through SSIDs that do not have MDM enabled. 

18023 After a wireless USB modem has been functioning normally in a BR100 for extended period of time, the 

modem might become logically disconnected from the router even though it is still physically connected 

to it. 

WA: Physically disconnect the USB modem from the router and then reconnect it. 

18002 When using an AT&T Momentum (Sierra Wireless AirCard 313U) USB wireless modem on a BR200 to 

connect to the wireless network with Direct IP, the modem can become locked in a “Carrier: Off” state if 

eth0 is physically connected to the network but has no IP connectivity. 

WA: Physically disconnect the USB modem and then reconnect it to the router. 

17970 A BR100 in AP mode cannot process 802.1X authentication for a new client connected to a LAN port for 

five minutes after a previously authenticated client disconnects. 

17911 When reporting the noise floor, the signal readings that an AP120 reports can fluctuate across a wider 

range than actually occurs in the background. 

17737 An AT&T Shockwave wireless USB modem can become unresponsive after an extended period of use. 

WA: Reset the modem by disconnecting and then reconnecting it to the router. 
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16266 The application of an HTTP ALG on an Aerohive device is incompatible with any Websense solution 

except the web security feature that you can set on Aerohive routers and disrupts HTTP traffic proxied to a 

Websense server. 

WA: Disable the HTTP ALG, but note that doing so removes the ability of TeacherView to identify URLs that 

students visit. 

15523 If you define an SSID with private PSK self-registration and the wireless + routing network policy does not 

contain a network object using VLAN 1 with a subnetwork that has a DHCP server enabled, the clients of 

unregistered users will be unable to get network settings through DHCP. 

WA: Because private PSK self-registration always assigns unregistered user clients to the default user 

profile, which puts them in VLAN 1, the network policy must also include a network object that binds a 

subnetwork with a DHCP server enabled to VLAN 1 so that clients assigned to that VLAN can get their 

network settings through DHCP. 

15474 With its default configuration, an AP mesh point cannot join the hive and then connect to the network 

using a BR100 as its portal because the BR100 wifi0 interface is in access mode. 

WA: Deploy the BR100 first and set its wif0 interface in dual mode so that it can provide network access to 

users and a wireless backhaul link for APs. 

14603 If you enable OSPF route advertisements on both the eth0 and eth1 interfaces of the CVG, traffic from 

hosts in the corporate site might be routed through the CVG to the public network instead of taking a 

different path. 

WA: Only advertise routes on one interface, either eth0 or eth1. 

Known Issues in HiveManager 5.1r4 

19295 When a client whose OS type was determined through DHCP snooping to be “unknown” roams to 

another AP, HiveManager changes the OS type it displays from “unknown” to blank because APs do not 

include DHCP option 55 information in their roaming cache updates. 

19141 Although some clients with the same OS might send different DHCP parameters, multiple different DHCP 

option 55 lists cannot be mapped to the same client OS type. 

19081 You cannot import a list of client OS types into one VHM if it contains an OS type that already exists in 

another VHM.  

18618 HiveManager allows you to upload a network policy that has the Bonjour Gateway feature enabled to a 

BR100 although that platform does not support Bonjour Gateway functionality. 

18067 A HiveManager operating in Express mode cannot manage a CVG functioning as a Layer 2 VPN 

gateway and erroneously displays any CVG that has formed a CAPWAP connection with it as an AP110. 
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16866 If you move a CVG to a new ESXi server, the MAC address of its eth0 interface changes. As a result, 

HiveManager can no longer recognize it as the same one and instead treats it as a new CVG. 

WA: Move the CVG in such a way that the original eth0 interface MAC address does not change, or 

delete the existing CVG entry from HiveManager and then add the new CVG after the move is complete. 

15225 For a VHM on a physical HiveManager appliance or HiveManager Virtual Appliance, it is not possible to 

auto provision devices by specifying their subnetworks. 

WA: Use device serial numbers. 

15224 HiveManager does not include user profiles that are only used for user profile reassignment but are not 

referenced by an SSID or LAN object when uploading a configuration to APs. 

WA: Reference the user profile in an SSID or LAN object so that HiveManager will include it when 

uploading a configuration to its APs. 

15162 Although Wi-Fi statistical reports show data at one-minute intervals accurately, they do not normalize the 

data for ten-minute intervals, which causes the data to appear exaggerated in the charts. 

 

Addressed Issues 

The following are addressed issues in the HiveOS and HiveManager 5.1 releases. If no entries are listed for a 

particular release, no known major issues were addressed in it. 

Addressed Issues in HiveOS 5.1r4 

20631  Although some Aerohive devices were configured to send only certain RADIUS traffic through a VPN 

tunnel, they forwarded all RADIUS traffic through it. 

20172 When running HiveOS release 4.1r5, some APs would reboot randomly. 

20169 A wifi interface in backhaul mode sometimes stopped transmitting when configured in dual or mesh 

mode. 

20142 The signal-to-noise ratio indicated in the list of active clients did not match the signal-to-noise ratio 

indicated when displaying the station output. 

20118 The wifi interface bound to the 5 GHz radio did not detect low buffer events properly. 

19986 Irregular beacon intervals caused some clients to interpret beacons as lost because they did not appear 

when expected, resulting in those clients spontaneously roaming to another AP. 
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19979 Packets returning through a VPN were not reaching their destination after the VPN client AP was running 

for several hours. 

19831 Changing the device 5 GHz radio mode from dual to access caused some AP330s to halt. 

19813 Devices running HiveOS version 5.1r3 were reporting incorrect channel utilization values. 

19812 When the usb0 interface was in backhaul mode, an Aerohive router sometimes incorrectly reported its 

usb0 interface IP address as its NAS IP address, rather than reporting its mgt0 IP address. 

19767 When HiveOS Virtual Appliance interfaces were configured to operate in promiscuous mode in VMware, 

OSPF did not advertise routes correctly. 

19598 BR200 would not properly advertise Apple services in some configurations. 

19594 Certain power or low memory conditions would case some APs to halt. 

19570 When more than four SSIDs were configured on an AP, some devices, such as scanners and phones, 

would lose wireless connectivity because of improperly scheduled beacon frames. 

19560 In some cases, AP350s were reporting inappropriately high radio link health. 

19549 Some beacons were sent at intervals that did not match the beacon interval setting. 

Addressed Issues in HiveOS 5.1r3 

19637 When devices were configured to perform WIPS with semi-automatic mitigation, they did not 

automatically report rogue clients. 

19564 Aerohive devices performing WIPS did not report the WPA encryption used by rogue APs to HiveManager. 

19085 Clients lost Internet connectivity after roaming between AP330s that were configured with multiple default 

routes. 

18937 HiveOS 4.1r5 and 5.1r2 did not block downgrading Aerohive devices with the two newest OUIs—9C-5D-12 

and F0-9C-E9—to earlier HiveOS releases that do not support these OUIs, but HiveOS 5.1r3 does. 

18753 A static power setting for wifi0 on AP120 running 5.1r1 was not reported accurately in ACSP (Advanced 

Channel Selection Protocol). 
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Addressed Issues in HiveOS 5.1r2 

18955 When checking the MDM (mobile device management) enrollment status for a large number of clients, 

an AP was sometimes unable to process the responses from the JSS (JAMF Software Server) correctly to 

determine if a device was enrolled and allowed out of the walled garden. 

18928 Hive members occasionally experienced difficulty forming mesh links. 

18889, 

18226 
Permanent private PSK users created and activated through User Manager would not be available on an 

AP after a reboot if a full or delta configuration had not been pushed to the AP prior to its reboot. 

18472 The AP330 ignored LLDP advertisements. 

18444 When a BDD (Bonjour Dedicated Device) received service updates from a remote BDD that was in a 

different subnet but the same VLAN, the local BDD did not publish the remote services on any of its locally 

learned VLANs. 

18238 If IP tracking was enabled on a router that connected to a network requiring registration through a 

captive web portal, IP tracking failed and the WAN Network Settings page would appear to users trying 

to access the network through the router. 

18175 SNMP: APs reported the operational status of eth1 as up even though no cable was connected to it. 

18137 The router had to be rebooted for it to recognize the Pantech USB modem. 

18117 HiveManager did not accurately display the network health of an AP connected to an Ethernet port on a 

router. 

18115 Aerohive DHCP servers did not provide the TFTP server IP address and boot file name to PXE clients when 

DHCP options 66 and 67 were set. 

18089 HiveManager erroneously displayed the device mode of a BR200 device as a mesh point instead of a 

portal. 

18050 It was possible to set a static IP address on the Eth0 interface of a router while it had an active PPPoE 

connection. 

17969 When an SSID had MDM (mobile device management) enabled and used HTTP user agent IDs instead of 

DHCP snooping for client OS detection, Aerohive devices redirected all types of clients to enroll on the JSS 

(JAMF software server). 

17917, 

17140, 

17136 

When a router used IP tracking to monitor WAN connectivity, the status LED did not accurately reflect 

changes in the state of its WAN interface. 
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17793 When the eth0 interface on a router was configured with a static IP address, netmask, and default 

gateway, the default route was not added to the policy-based routing table until that status of the WAN 

interface changed. 

17706, 

17705 
Improvements were made to strengthen the security of SSH and web access to Aerohive device 

management interfaces. 

Addressed Issues in HiveOS 5.1r1 

18236 When a router used the USB wireless modem as its WAN interface, it occasionally displayed the WAN 

Network Settings page to users attempting to browse the Internet. 

18083 If the tunnel interface on a CVG went down, routers would be unable to rebuild their tunnels to it. 

17490 It was not possible to use device registration when automatically provisioning AP330 and AP350 devices 

and converting them from APs to routers. 

17423 TeacherView: When a class had a large roster, the teacher was unable to log in to the TeacherView GUI. 

17302, 

17209 
Aerohive devices responded to SNMP queries with erroneous information regarding traffic volume and 

client airtime usage. 

17270, 

16872, 

16743, 

16691 

AP100 and AP300 series devices occasionally restarted or experienced high CPU usage after extended 

periods of use. 

17195 Aerohive devices did not support more than 7250 private PSK rotations. 

16893 Aerohive devices did not prevent upload attempts of HiveOS image files containing special characters, 

which would cause the upload attempts to fail. 

16885 Instead of supporting 9999 private PSK users, BR200 series routers limited the maximum to 4096. 

16863 The CVG erroneously showed its Ethernet interface operating at half-duplex and 10 Mbps in the output of 

the  

show interface { eth0 | eth1 }  command. 

16726 Native Windows 7 RADIUS supplicants did not fail over to a backup RADIUS server after the primary server 

became unreachable. 

16577 When CDP was enabled on Aerohive APs that were connected to Cisco switches running an older version 

of CDP code, users could sometimes be disconnected from the APs. 
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15910 AP300 series devices configured as L2 VPN servers were prone to restart after extended periods of use. 

15732 The CVG deployment with both eth0 (WAN) and eth1 (LAN) interfaces in the same subnet was not 

supported. 

15210 When a MAC DoS event occurred and an AP was configured to disconnect the offending station and 

ban it from forming future associations, the AP disassociated the station but did not ban it from 

reassociating. 

16885 Instead of supporting 9999 private PSK users, BR200 series routers limited the maximum to 4096. 

15388 The BR100 could not reassign the VLAN on its LAN ports in trunk mode, so it could not support Ethernet 

phones, which typically boot up in one VLAN and then switch to another after receiving their 

configuration through DHCP or BOOTP. 

Addressed Issues in HiveManager 5.1r4 

21987 Some administrators logged in to the MyHive Partner Portal were unable to see previously configured 

topology maps in HiveManager. 

21511 Mobile device management feature did not provision some Apple devices to be correctly redirected 

after OS detection. 

20484 When running MyHive Partner Portal 2.2r3, some filtered searches yielded incorrect results. 

20471 HiveManager could not ping the license server while an HTTP proxy server was in use. 

20349 In some instances, partner administrators who logged in to their VHM were able to access the VHM 

accounts of other partners. 

20317 Aerohive partner administrators logged in to the MyHive Portal could not create VHM instances after 

upgrading to MyHive Partner Portal 2.2r3. 

19545 Some VHM move or restore actions were not completing properly because they were exceeding the idle 

timeout limit. 
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Addressed Issues in HiveManager 5.1r3 

19452 Topology maps with portrait-oriented background images did not retain the positions of AP icons. 

19344 HiveManager allowed you to create a user profile named “all”, “al”, or “a”, although HiveOS rejected it. 

19342 When a client associated with an AP but was unable to get an IP address, the AP reported the client 

information to HiveManager as being on channel 0 and HiveManager presented it as a wired client.  

19304 If an admin for a VHM changed the name of a client OS type, it changed the name globally for all virtual 

systems on the HiveManager appliance, including the home system. 

19104 If you sorted items by Interface IP Address on the Device Update Results page, HiveManager did not sort 

them properly in ascending or descending order. 

19103 If you sorted items by Host Name on the Device Update Results page, HiveManager sorted them by 

Update Finish Time instead. 

18606 HiveManager changed the attribute numbers for admin groups if there were no VHMs when it was 

upgraded to 5.1r1. 

Addressed Issues in HiveManager 5.1r2 

19077 Setting the time zone on the Welcome to Aerohive HiveManager page did not change the time zone for 

HiveManager. Only the time zone setting on the Home > Administration > HiveManager Settings page 

had any effect. 

18906 Band steering and load balancing became disabled in radio profiles after upgrading to HiveManager 

5.1r1. 

18904 Users could access the network through the open self-registration SSID after completing the self-

registration process but before reconnecting to the private PSK SSID with their newly registered 

passphrase. 

18704 When viewing VPN tunnel details for a CVG in one VHM, VHM administrators could see routers listed from 

other VHMs. 

18662 It was not possible to upgrade HiveManager when using some versions of Chrome or Safari on Mac OS X 

because you could not choose a local image file with those browsers. 

18568 After upgrading a HiveManager Online account, VHM administrators were sometimes still directed to the 

HiveManager server with the earlier version of their account. 
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18506 After upgrading a HiveManager Online account, the entitlement key information was sometimes missing 

and VHM administrators would be prompted to enter a valid key upon login. 

18450 It was not possible to edit the system and audit log entry expiration settings on the Home > Administration 

> HiveManager Settings page when the admin session expiration was set as Never. 

18440 For read-only administrators, the operations above maps in the Topology section were disabled, but the 

pop-up menus that appear when right-clicking walls, perimeters and planned APs were still accessible 

and configurable. 

18413 When running the compliance report in the Reports > Security section, the report rated the HiveAP login 

passwords as “very weak” even if a very strong password was set in the “Home > Global Settings” section. 

18321 Although the Enable HTTPS option was cleared when creating a self-registration captive web portal for a 

private PSK SSID, the option would still be selected when the configuration was viewed later. 

18264 It was not possible to restore a backup of the HiveManager database when using Chrome on an Apple 

computer. 

18255 HiveManager did not check that the netmask on a subinterface matched the one configured in the 

DHCP server option. 

18182 Due to the interval between reports of client events that managed Aerohive devices sent to 

HiveManager, HiveManager was not able to generate a report on the maximum number of concurrent 

clients by SSID until an Aerohive device had been connected to HiveManager for at least 30 minutes. 

18177 Express mode: The justification and scroll bars on the login and success customization pages for a captive 

web portal were not displayed correctly when accessed from the Guided Configuration. 

Addressed Issues in HiveManager 5.1r1 

18256 HiveManager did not upload the complete configuration for a captive web portal on an Ethernet 

interface to its managed devices. 

17981 HiveManager did not upload the complete configuration for Ekahau location services to its managed 

devices. 

17877 User Manager operators were able to access the Configuration and Monitor sections in the HiveManager 

GUI by clicking the update device notification message. 

17655 HiveManager did not save the correct IP address range entered for an IP firewall policy. 

17557 The start and end times for private PSK users became incorrect after Daylight Saving Time took effect. 

17506 It was not possible to upload a configuration to managed devices if DNS server settings were configured 

for Aerohive VPN clients. 
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17485 HiveManager Online was sometimes unable to push configurations and properly display CAPWAP status. 

17461 Different default RSSI validity periods for Aerohive location servers on different platforms caused the 

configuration audit to show a mismatch for AP100 series devices. 

17449 If a user name contained “@”, the user could not be authenticated against user databases on Aerohive 

devices. 

17441 After upgrading to 4.1r3, it was not possible to push configurations to managed devices if the 

configuration included any RADIUS objects. 

17334 Heat maps and the interfaces of managed devices were not displayed correctly in exported Aerohive 

Planning Reports. 

17237 When running HiveManager Online in Express mode, it was not possible to save email settings. 

17196 Changing the HiveManager host name was not reflected in the GUI until it was rebooted. 

17172 Upgrading HiveManager from Express to Enterprise mode caused the AAA user directory settings to be 

lost. 

17027 HiveManager sometimes did not display the wifi1 channel and power levels due to a mismatch between 

the fields reported by HiveOS and the fields displayed by HiveManager. 

17026 When there were more than 1000 entries in a user OU in Active Directory, HiveManager was unable to 

display all the entries and would not display the User Profile field, making it impossible to map an OU to a 

user profile. 

16988 Changing the base URL for the HiveManager Help in the Help > Settings dialog box could affect one’s 

ability to download the Cloud VPN Gateway VMware file from Monitor > All Devices > Update > 

Download VA image for VPN Gateways. 

16963 If the private PSK user start time was later than the current time set on HiveManager, incorrect key lifetimes 

and user start times would be generated. 

16962 When there were more 500 managed devices, it was not possible to enter a client MAC address in the 

Client Monitor tool when the Client Location and Associated Device were both set as All. 

16893 It was not possible to upgrade a HiveOS image if the image file name included special characters such as 

[ ] { } & | \ 

16823 If you included a space after the last digit when entering an IP address in an IP Address field, 

HiveManager pushed the address with that space to its managed devices, causing the configuration 

upload to fail. 

16453 If an admin attempted to view an SSID that was disabled for a specific device, HiveManager displayed a 

“Permission denied” error message. 
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Addressed Issues in ID Manager (December, 2012) 

20275 HiveManager would sometimes upload the default ID Manager authentication proxy configuration to 

devices that were not configured to use ID Manager RedSec authentication or authentication proxy 

servers. 

20124 When ID Manager synchronized accounts with Salesforce, it used the incorrect time, which caused 

MyHive to report that some accounts being created already existed. 
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