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The Bonjour Protocol and Bonjour Gateways 

Bonjour is the Apple term for Zero Configuration Networking, or Zeroconf. Zeroconf ensures that each device that 

connects to a network can obtain an IP address and domain name and can then discover services available on its 

local network. The host can obtain an IP address from a DHCP server, a manual configuration, or—as a fallback 

option if either of the first two methods are not used—by using link-local addressing to assign itself an address. It can 

then receive a globally unique domain name from a DNS server or it can assign itself a locally unique domain name 

in the Zeroconf namespace using multicast DNS to claim a name and then announce it to other devices on the 

local network. After that, the host can advertise services it is running and detect services running on other devices in 

its local network. 

Bonjour works well for devices communicating within a single subnet/VLAN; however, hosts in one Layer 2 

broadcast domain cannot discover services advertised within another Layer 2 broadcast domain. Aerohive Bonjour 

Gateways provide a mechanism for detecting service advertisements and then relaying them across Layer 3 

boundaries to other Bonjour Gateways in different subnets/VLANs. With this approach, hosts can make use of 

services available in their own local network and in other subnets/VLANs. A basic deployment showing all the free 

Bonjour Gateway package components is shown in Figure 1. 

 

Figure 1 Free Bonjour Gateway package components in relation to each other on a network  

 For a Bonjour Gateway to provide access to services across subnet/VLAN boundaries, the hosts on the network 

cannot have link-local IP addresses. They must be using DHCP or static addresses so that traffic can be routed 

between them. 

This document explains how to register for a free Aerohive Bonjour Gateway package, activate your Aerohive 
HiveManager Online Free Bonjour Gateway cloud-based management account, and log in. After that, it provides step-

by-step instructions about how to download a HiveOS Virtual Appliance image file and install two instances of it on 

one or two ESXi hypervisors. It then describes how to configure it to scan specific VLANs for services, filter the 

services that you want the gateways to share with each other, and monitor how the gateways are functioning. 
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Registering and Logging in 

This section explains how to register for a free Aerohive Bonjour Gateway package and log in to your HiveManager 

Online account. If you have already done this, you can proceed to Setting up Bonjour Gateways. 

1. Open a web browser and visit http://info.aerohive.com/Free-Bonjour-Gateway-Info.html to sign up for a free 

Aerohive HiveManager Online Bonjour Gateway account. 

Within a few minutes, Aerohive sends a notification email with a link to activate your free account. You then 

have seven days from the time of the notification to perform the activation. 

2. Click the link in the email to activate your account. 

Aerohive displays an acknowledgement that your account has been successfully activated in a browser 

window and then sends a second email with login instructions, activation code, and additional information. 

3. Click the link in the email or copy and paste it in a web browser. At the login prompt, enter your email address 

as your admin name and the password in the email, and then click Log in. 

You will most likely see a security warning about the site certificate at this point. This is normal because Aerohive 

uses its own CA certificate to sign the HiveManager Online server certificate that it uses to authenticate itself. 

Using its own CA certificate as the signing certificate will cause a warning to appear unless you previously 

installed the Aerohive CA certificate in your browser to verify it.  

4. Accept the certificate, and click Continue to this website, or a similar message that your browser displays. 

The Aerohive End User License Agreement appears.  

5. If you agree with it, click Agree to complete the login. 

6. In the Welcome to Aerohive Hivemanager dialog box that HiveManager displays, change your login password 

and set the time zone where you are located, and then click Continue.  

 When HiveManager automatically provisions your HiveOS Virtual Appliance as a Bonjour Gateway (see p. 

13), it will automatically assign the login password you entered here for your HiveManager Online account 

to the Bonjour Gateway as well. Later, if you log in to the Bonjour Gateway CLI through the ESXi console 

interface, use this password instead of the default password (aerohive). 

This completes the registration and login process. Your HiveManager Online account is activated and ready to 

manage the HiveOS Virtual Appliances that you will deploy next. 
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Setting up Bonjour Gateways 

With the free Aerohive Bonjour Gateway package, your account license entitles you to manage two HiveOS Virtual 

Appliances as Bonjour Gateways. You can download the AH_HiveOS_VA.ova (Open Virtual Appliance) file from 

the HiveManager GUI and deploy one instance on a VMware ESXi hypervisor running on a physical device on your 

corporate network. You can deploy the same AH_HiveOS_VA.ova file on the same ESXi hypervisor or on another 

one running on a different server. The key point to remember is that the two Bonjour Gateways must be in different 

subnets/VLANs from one another so that they can share services across Layer 3 network boundaries. 

Consider the following two example scenarios. In the first case, there is a single Bonjour Gateway on an 802.1Q 

trunk link for two VLANs. The native (untagged) VLAN is not shown. It detects the multicast Bonjour service 

advertisements in each VLAN and then shares them on the other VLAN (see Figure 2).  

 

Figure 2 Single Bonjour Gateway on a trunk link 

The Bonjour Gateway is not involved with routing traffic between hosts in the two VLANs. That must be done by the 

routing infrastructure on the network. In this case, the switch would forward inter-VLAN traffic to the firewall, which 

can then route it to the correct destination. The Bonjour Gateway simply shares service advertisements that it learns 

in one VLAN by retransmitting those same advertisements in the other VLAN. 

http://www.aerohive.com/techdocs
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The second example builds on the first. There is an additional subnet/VLAN with a printer advertising the 

_printer._tcp. service. By deploying a second Bonjour Gateway on that network link, it automatically forms a 

neighbor relationship with the first Bonjour Gateway so that they can share services with each other. A group of 

Bonjour Gateways that share service information in this way is called a realm (see Figure 3). 

 

Figure 3 Two Bonjour Gateways 

The ESXi hypervisor is a server dedicated to running VMs (virtual machines), and VMs are containers that can run 

their own operating systems and execute applications. If you do not already have VMware ESXi deployed, you can 

obtain free ESXi software from www.vmware.com/products/vsphere/esxi-and-esx/overview.html, where you can 

register for a free account and download ESXi 4.1 or later. 

Although the HiveOS Virtual Appliance is 32-bit Linux, ESXi requires hardware that is 64-bit capable (Core 2 family). 

Remember to enable the virtualization feature in the BIOS of each host device on which you deploy the VM. 

Consult your hardware documentation for instructions. Each virtualization host must have one or two physical 

network adapters and a minimum of 512 MB of RAM and 256 MB of disk space. 

You also need to install VMware vSphere Client on your management system and use it to access the ESXi 

hypervisor and HiveOS Virtual Appliance. Computers running Windows support vSphere Client. The vSphere client 

must be able to reach the management interface (vmk0) of the ESXi server on the Management Virtual Network 

and the mgt0 interface of the HiveOS Virtual Appliance on the VM Network. 

Most likely the ESXi hypervisor is located physically in a data center. Logically, however, it must be connected to the 

same VLANs as the devices whose services you want it to detect. If you want it to scan multiple VLANs for services, 

make sure that it is on an 802.1Q trunk link that permits those VLANs.  

http://www.aerohive.com/techdocs
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Figure 4 Conceptual interior view of an ESXi hypervisor 

Installing an ESXi Hypervisor on a Server 

Follow these steps to install an ESXi hypervisor on a server or dedicated PC that meets the minimum requirements 

noted above. If you already have an ESXi hypervisor installed and configured to use a virtual network that supports 

802.1Q trunking, go to “Configuring the HiveOS VA as a Bonjour Gateway”. 

 The following procedure assumes that you have a keyboard and monitor attached to the device you intend to 

make the ESXi host. 

1. From the VMware website (see link in previous section), register for a free account, and download ESXi 4.1 or 

later. ESXi 3 does not support the HiveOS Virtual Appliance. 

2. Burn the ESXi image to a CD or DVD. You will use this disc to install the image on the virtualization host. 

3. Load the disc with the ESXi image on the host and boot it up from the disc. 

4. After accepting the end user license agreement, follow the onscreen VMware ESXi installer instructions to select 

a hard disk on which to install ESXi, set a keyboard layout preference, and define an ESXi hypervisor root admin 

password. When the installation is complete, remove the disc and reboot the system. 

5. After the system reboots, press the F2 key to log in to the ESXi Direct Control User Interface using the root admin 

password that you just set. Check if the host received its network settings through DHCP. If so, note its IP address. 

If not, configure static network settings through the onscreen interface. 

6. Moving to your management system, open a browser and make an HTTP connection to the IP address of the 

ESXi hypervisor. Click the Download vSphere Client link and download and install VMware vSphere Client on 

your Windows system. 
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Creating and Activating Virtual Networks and Mapping Network Settings 

By default, ESXi has two virtual networks: Management Network and VM Network. Both networks are bound to the 

vSwitch0 virtual switch, which in turn connects to the vmnic0 physical adapter. The interface for the ESXi hypervisor 

is bound to the management network. The interfaces of the virtual machines that you deploy—such as the HiveOS 

Virtual Appliance—can be bound to the VM Network. If the virtualization host on which you are running the ESXi 

hypervisor has another physical adapter (vmnic1), you can create another virtual network and virtual switch and 

connect them to the vmnic1 adapter. You can then bind VM interfaces to the new network. For the HiveOS Virtual 

Appliance, you only make use of its ethernet0 interface, which you connect to the VM Network.  

1. Launch VMware vSphere Client, enter the IP address that you defined for the ESXi hypervisor, and then log in to 

the ESXi hypervisor with the root admin credentials you set in the previous section. 

2. Highlight the server in the left panel, and then click Configuration > Networking. 

 

3. Click Properties for Standard Switch: vSwitch0. The vSwitch0 Properties dialog box appears. 

4. Select VM Network, and then click Edit. The VM Network Properties dialog box appears. 

5. Set the VLAN ID as All (4095), and then click OK to close the VM Network Properties dialog box. Then click Close 

to close the vSwitch0 Properties dialog box. 

http://www.aerohive.com/techdocs
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 The connecting switch determines the VLANs on which it will forward traffic to vmnic0/Switch0/VM Network. 

Deploying a HiveOS Virtual Appliance on the Hypervisor 

Use the following steps to download and deploy the .ova file on the ESXi hypervisor. An .ova file contains a virtual 

machine that is prepackaged and ready for deployment. 

1. You can download the HiveOS Virtual Appliance Log .ova file by clicking the link in the email you received from 

Aerohive after registrering or by logging in to HiveManager, clicking Monitor > Devices > Bonjour Gateways > 

Update > Download HiveOS Virtual Appliance, and then saving the file to a directory on your management 

system. By default, the file name is AH_HiveOS_VA.ova and its file size is about 30 MB. 

 If the extension on the file you download is .tar instead of .ova, simply change it to .ova after saving it. 

2. Launch VMware vSphere Client, enter the IP address that you defined for the ESXi hypervisor, and then log in 

with the root admin credentials you set in the previous section. Click File > Deploy OVF Template. 

 
The Deploy OVF Template wizard launches. 

3. Navigate to the location of the AH_HiveOS_VA.ova file that you downloaded, select the file, click Open, and 

then click Next. 

4. Verify the template details, and then click Next. 

5. Specify a name for the .ova template, such as Bonjour Gateway 1, and then click Next. 

6. Select the disk format in which you want the virtual disks to be stored. You have three choices:  

 Thick Provision Lazy Zeroed: When you select this option, the HiveOS Virtual Appliance claims the entire 

amount of configured hard disk space from the virtualization host; however, it does not immediately 

overwrite sectors with zeroes if it is not currently using them. As a result, any preexisting data occupying the 

claimed sectors might be recoverable from the host. 

http://www.aerohive.com/techdocs
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 Thick Provision Eager Zeroed: When you select this option, the HiveOS Virtual Appliance claims the entire 

amount of configured hard disk space from the virtualization host and immediately overwrites all 

allocated—but as yet unused—sectors with zeroes. This option will take longer during the initial deployment. 

 Thin Provision: When you select this option, the ESXi hypervisor allocates only enough host disk space to the 

HiveOS Virtual Appliance for it to start, leaving the rest of the disk space for other virtual machines to use if 

needed. Note that one disadvantage to this approach is that the HiveOS VA  might run more slowly as it 

reclaims disk space as needed. 

Aerohive recommends selecting either of the thick provisioning options for better performance. Although thin 

provisioning is useful for space-demanding VMs, the HiveOS Virtual Appliance requires about 100 MB of storage, 

so space will not typically be an issue. After you make your selection, click Next. 

7. Check that the virtual switches you created are properly mapped to the VM Network: Ethernet0  VM Network 

and Ethernet1 (unused)  VM Network. If the mapping is correct, click Next. 

 
 The vSphere Client displays a warning that the two source networks are mapped to the same host 

(destination) network. You can ignore this warning because you will not be using the Ethernet1 interface. 

http://www.aerohive.com/techdocs
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8. Confirm your selected options, select Power on after deployment to start the HiveOS Virtual Appliance, and 

then click Finish. 

9. To configure a second HiveOS Virtual Appliance as a Bonjour Gateway, repeat the above steps to deploy the 

.ova file again but name it something else, such as Bonjour Gateway 2. The two virtual appliances must be in 

different subnets/VLANs. You might be able to accomplish this by using multiple network adapters and virtual 

switches and networks on the same ESXi hypervisor or by using two hypervisors in different subnets/VLANs. 

Configuring the HiveOS VA as a Bonjour Gateway 

In this section, you use the Initial Setup Wizard to configure network settings for the HiveOS Virtual Appliance, 

activate its license, and retrieve an automatically provisioned Bonjour Gateway configuration from your 

HiveManager Online account. 

1. From the VMware vSphere Client, expand the ESXi icon in the left navigation panel, select the HiveOS Virtual 

Appliance icon under it, and then check in the Getting Started tab if the HiveOS Virtual Appliance is powered 

on. If not, click Power on the Virtual Machine. 

 
2. Click the Console tab, click inside the Console window, and then press the ENTER key to view the login prompt. 

Log in by entering admin and aerohive for the login name and password.  

3. When the initial setup wizard appears, type 2 and press the ENTER key to select 2. Enter the activation code. 

http://www.aerohive.com/techdocs
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By default, the HiveOS Virtual Appliance is a DHCP client. Therefore, there is no need to configure its network 

settings unless you want to configure static settings manually.  

4. When prompted to choose to use an HTTP proxy server to reach the license server, enter either yes or no 

depending on your network environment.  If you enter yes, then follow the instructions in the wizard to 

configure its domain name or IP address, port number, and login credentials if the proxy server requires 

authentication. 

After completing the HTTP proxy server settings section, the wizard prompts you to enter the activation code 

included in the email that you received from Aerohive after signing up for the free Bonjour Gateway. 

5. Enter the four- or five-character activation code that you received in the email. The HiveOS Virtual Appliance 

contacts the Aerohive license server, which validates the code and then assigns a serial number and MAC 

address to the HiveOS VA so that the redirector can point it to your instance of HiveManager Online. When 

prompted, reboot the HiveOS VA to activate its new serial number and MAC address. 

 

 If the HiveOS Virtual Appliance cannot reach the license server and you want to return to the beginning of 

the wizard, press CTRL-r. You can also return to the wizard later by entering the following command: 
wizard startup 

After the HiveOS Virtual Appliance reboots, it then forms a CAPWAP connection to your HiveManager Online 

account. HiveManager automatically provisions the HiveOS Virtual Appliance with a configuration defining it as 

a Bonjour Gateway. The HiveOS VA then reboots a second time to activate that configuration. After that, it 

immediately begins functioning as a Bonjour Gateway. 

6. Log in to your HiveManager Online account and click Monitor > Devices > Bonjour Gateways to check that the 

HiveOS Virtual Appliance has established a secure CAPWAP connection with HiveManager, which typically 

takes 5-10 minutes. If it is connected, an entry appears on the page and the hexagon and lock icons in the 

Connection column are green.  

Welcome to the Aerohive HiveOS Virtual Appliance 

Initial Setup Wizard 

Help: 

<ctrl-r> - Restart Initial HiveOS Virtual Appliance Wizard from the beginning 

Values in brackets [ ] are default values 

Type <enter> to accept the entered or default value 

Select one of the following options 

1. Configure network settings 

2. Enter the activation code 

3. Shut down 

Enter option <[1] 2 or 3>: 2 

 

Enter Activation Code 

--------------------- 

Enter the HiveOS Virtual Appliance activation code (4 to 5 chars):xxxxx 

The HiveOS Virtual Appliance serial number 1234567892011 has been installed successfully. To 

check it later, you can enter the “show-hw-info” command. 

Do you want to reboot now to activate the changes? <[yes]|no>: yes 

http://www.aerohive.com/techdocs
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7. Repeat the previous steps to deploy your second HiveOS Virtual Appliance in a different subnet/VLAN. Use the 

same activation code for both virtual appliances. 

8. After deploying both HiveOS Virtual Appliances, HiveManager configures them both as Bonjour Gateway 

neighbors in the same realm. A Bonjour Gateway that is responsible for detecting services in its local VLAN and 

then sharing them with another Bonjour Gateway is called a BDD (Bonjour Designated Device). You can see 

the Bonjour services that the two BDDs discovered and shared on the Monitor > Bonjour Services page. 

 
The realm name is derived from the lowest MAC address of the two BDDs in the realm. You can change it by 

clicking the icon to the right of the realm name. The Bonjour services listed are local to the selected BDDs. If you 

select All, then HiveManager displays all services. If you select a single BDD, then HiveManager displays only its local 

services. You can expand a service name to see more details about it. 

http://www.aerohive.com/techdocs
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Monitoring VLANs and Filtering Services 

You can control which VLANs the Bonjour Gateways scan and specify which services they share with one another 

by editing the Bonjour Gateway profile in the network policy. In this way, you can block unwanted services from 

being advertised across subnets while ensuring that hosts are made aware of other services. Note again that 

Bonjour Gateways only participate in the advertisement of services, not in their delivery, so service availability is 

ultimately still under the control of existing network firewall security rules. 

VLAN Monitoring 

To modify which VLANs the Bonjour Gateways scan for services: 

1. Click Configuration, select QuickStart-Bonjour-Policy, and then click OK. On the Configure Interfaces & User 

Access page, click QS-Bonjour-Only. 

 

2. In the Scan the following VLANs for services field, enter the VLANs that you want the Bonjour Gateways to scan. 

Enter single VLAN IDs or use hyphens to set ranges. Separate multiple entries with commas, and do not include 

spaces after the commas. For example, to scan VLANs 1-10, 20, and 30-40, enter the following: 1-10,20,30-40 

http://www.aerohive.com/techdocs
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Service Filtering 

To modify which services BDDs share with each other: 

1. If you see on the Monitor > Bonjour Services page that the BDDs have detected some local services but are not 

sharing them, you can enable the sharing of predefined services by selecting their check boxes or add new 

services to the list and select their check boxes. To add a service, enter a descriptive name for it in the Service 

field. In the Type field, enter the service name and protocol for the resource record in the following format: 

_<service>._<protocol>. For example, if there is a web server on a device that you want to share across the 

network, enter: _http._tcp. Then click Add. 

 You can use an asterisk ( * ) as a wildcard to match multiple services, such as *._*._tcp. or *._*._udp. to 

match services running on TCP or UDP. 

2. When you are satisfied, save the Bonjour Gateway profile settings. 

HiveManager returns to the Configure Interfaces & User Access section of the network policy. 

3. Click Continue to save the changes to the network policy and advance to the Configure & Update Devices 

section where you can push the configuration to the Bonjour Gateways.  

4. Select the check boxes for the Bonjour Gateways, and then click Upload. 

HiveManager transfers the configuration to the Bonjour Gateways, displaying its progress in Upload Status. 

5. After HiveManager has transferred the configuration, a Reboot option appears in the Upload Status column. To 

reboot the HiveOS Virtual Appliances separately, click Reboot for each one. To reboot them both at the same 

time, select their check boxes, and then click the Reboot button above the Devices to Update list. 

 
6. Repeat the above steps until you are satisfied with the VLAN coverage and services being shared. 

 Synchronizing the system clocks on the HiveOS Virtual Appliances is important for them to function properly 

as Bonjour Gateway neighbors and share service advertisements with each other. Be sure that they are 

using NTP, which you can set in the Additional Settings section of the QuickStart-Bonjour-Policy. 

http://www.aerohive.com/techdocs
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