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Release Versions: HiveOS and HiveManager 6.0r1

Platforms: HiveManager Online
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These are the release notes for HiveManager Online 6.0r1 software. This release supports the addition of 
several new and enhanced features, which are summarized in the following section. The known issues are 
described in "Known Issues" on page 8.

Memory Increase Required before Upgrading to HiveManager 6.0r1
Before upgrading HiveManager software on existing HiveManager physical appliances and 
HiveManager Virtual Appliances, you must first increase their memory to 3 gigabytes. For instructions 
about increasing the memory for a physical HiveManager appliance, see the instructions in Memory 
Upgrade for 1U HiveManager Appliances. For instructions about increasing the memory for a 
HiveManager Virtual Appliance, see "Increasing Memory for the HiveManager Virtual Appliance" on 
page 7.

Historical Reports Data Loss when Upgrading from 5.1 to 6.0r1
When upgrading HiveManager from 5.1 to 6.0r1, the data in historical reports cannot be migrated and 
will be lost. (Note: This is not an issue when upgrading from 5.0 to 6.0r1.) As a result, you cannot run reports 
in the Network Summary Reports section of the GUI using historical data collected prior to the upgrade, 
although you can still run reports with data collected afterward. If you must preserve your historical data, 
do not upgrade your existing 5.1 HiveManager to 6.0r1. Instead, install a new version of 6.0r1 
HiveManager Virtual Appliance.

 Although HiveOS 3.4r4 was the last release for the HiveAP 20 series, HiveManager 6.0r1 can continue to 
manage all HiveAP platforms running releases from HiveOS 3.4r1 to 3.4r4. However, you must push full 
configuration updates to them because some commands have been removed which would cause delta 
configuration updates to fail. HiveManager can support full and delta configuration updates to APs 
running HiveOS 5.0 and 5.1r1-5.1r4.

 Before upgrading HiveManager, it is always a good precaution to do a full backup of the database.
For more information: 6.0r1 New Features Guide Online Docs and Videos HiveMind 1

http://www.aerohive.com/techdocs
http://blogs.aerohive.com
http://www.aerohive.com/330000/docs/help/english/6.0r1/ref/6-0r1_HiveOS-HiveManager_NewFeatures_330096-01.pdf
http://www.aerohive.com/330000/docs/help/english/6.0r1/ref/HiveManager_MemoryUpgrade_330098-01.pdf
http://www.aerohive.com/330000/docs/help/english/6.0r1/ref/HiveManager_MemoryUpgrade_330098-01.pdf


New Features and Enhancements in the 6.0r1 Releases Aerohive 6.0r1 Release Notes
New Features and Enhancements in the 6.0r1 Releases
The following are the new features and feature enhancements in the HiveManager 6.0r1 release.

New Hardware Platforms
SR2024: This release introduces the SR2024 switch, the first in the Aerohive SR series of switches that provide 

Layer 2 wired network access. Aerohive switches are configured, managed, and monitored through the 
cloud-enabled HiveManager and run HiveOS.

The SR2024 switch provides twenty-four non-blocking 10/100/1000 copper RJ-45 Ethernet ports, eight with 
802.3af and 802.3at PoE capability. This switch also provides four 1-gigabit fiber ports, an RJ-45 console 
port, and a 3G/4G USB modem port.

If you designate one or more switch ports as WAN ports, the switch also functions as a router with full 
Aerohive router functionality.

HiveManager Appliance: This release also introduces the new 1U HiveManager Appliance with a global 
power supply, six gigabit Ethernet ports, 8 gigabytes of memory, an RJ-45 serial console port, two USB 2.0 
ports, a 500-GB hard disk drive. It supports up to 8000 Aerohive devices and provides one year of data 
retention.

New and Enhanced HiveManager Online 6.0r1 Features
Unified Network Policy Configuration: Several significant enhancements have been made to network 

policies in HiveManager 6.0r1. You can now use the same user profile in different network policies but 
have different VLANs for each one. Also, network objects are no longer bound to user profiles for use by 
router interfaces, eliminating the distinction between Layer 2 and Layer 3 user profiles. In HiveManager 
6.0r1, you map VLANs to networks at the network policy level. Instead of LAN profiles, which were used 
for configuring the LAN ports on routers, you now configure ports for both routers and switches through 
device templates and port type definitions. Finally, you can specify one or more deployment 
requirements for the network policy in any combination: wireless access, switching, branch routing, and 
Bonjour Gateway. By choosing your deployment requirements, HiveManager automatically generates 
the appropriate configuration elements for you, which helps simplify the policy configuration process.

Topology (Maps) Enhancements: The Topology section has been renamed Maps and contains both the 
planning tool and the network mapping features. Both planning and mapping functions have been 
greatly enhanced with the addition of the following features:

Google Maps: HiveManager Maps is now linked to Google Maps to give you a precise view of your 
building or campus. Use the Google Maps view to draw your building perimeters, or create your own 
perimeters from a floor plan. Goggle Maps eliminates the need to manually import area maps. 
Addresses are geocoded and maps are automatically generated. Google Maps is enabled by default 
for HiveManager Online accounts, and can also be used with HiveManager On-Premise accounts after 
they are initialized through a URL registration process. The network planning tool has been relocated 
from the Tools section of the GUI to the Maps section. HiveManager remembers zoom and pan activities 
for a map and presents the last view the next time you visit the map using the Home button.

Map Migration between HiveManager Online accounts: This release simplifies the process of moving or 
sharing maps and floor plans from one HiveManager Online account to another. You can now select a 
folder in the map hierarchy and export that folder and all its sub-folders, including background images, 
interior walls, perimeter walls, and the type, power, and channel settings of all planned APs. You can 
then import that information into another HiveManager Online account for use there.

Actual APs and devices are ignored in the export process.
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Reusable Floor Names: Unique floor names are no longer required for each building in your network 
hierarchy. Floor names are now automatically linked to their corresponding buildings. In drop-down lists, 
for example, floor names now always include the name of the building in which they are located.

Improved Internal Wall Creation: You can now clone and move internal walls for reuse on a floor plan.

Configurable Network Folder Sorting: You can now organize your network folders in alphabetical order 
or by the default method, which is the order in which they were created.

Customizable Time Format: You can now configure HiveManager to display the proper time format for your 
location. The default has also been changed from MM-DD to MM-DD-YYYY.

Network Summary Report: The Network Summary Report has been enhanced to build scheduled historical 
reports with customized report content. You can now customize report headers, footers, and logos.

New HiveManager Dashboard: This release introduces a unified dashboard for wired and wireless networks 
that provides detailed network visibility into applications, users, devices, and clients, while retaining your 
network context. The dashboard can be customized by geographic region, department, campus, 
building, floor, SSID, or user profile. Using the dashboard perspective feature, you can create multiple, 
customized network perspectives that provide specific information by application, user, client, Aerohive 
device, and a variety of other options. Use the perspective views to troubleshoot your network, identify 
user activity, and confirm that your firewall and user profiles are configured correctly. The Dashboard 
remembers your contextual filters across logins and across perspectives. Perspective reports are easily 
created using a wide variety of predefined dashboard widgets (up to ten widgets per perspective), or 
you can customize your own widgets. You can easily generate real-time and historical reports.

Configuration Object Classification: The classification of configuration object definitions has been revised to 
make their assignments and viewing easier. By default, HiveManager applies classification types to 
configuration object definitions in the following order: (1) device tag; (2) device name; (3) map name; 
(4) global. In 6.0r1, you can reorder which classification type takes precedence over another through 
an easy drag-and-drop interface. You can view the device tags that have already been created and 
assigned to devices so that you can simply choose them, saving time and avoiding potential 
misconfigurations. You can also rename classifier tags from "tag 1", "tag 2", and "tag 3" to other more 
meaningful names.

Switch Features: The following features are available on the SR2024 switch:

Layer 2 Forwarding Database: An Aerohive switch can learn MAC addresses dynamically or you can 
configure them statically. The switch saves dynamically learned addresses in its Layer 2 MAC learning 
table. By default, a MAC address remains in the table for 300 seconds (five minutes) after the last 
communication from a device. After that, the switch deletes, or ages out, the MAC address from its 
table. You can set this idle timeout from 10 to 650 seconds (almost 11 minutes), or to never time out, as 
best suits the needs of your network. You can also add static MAC addresses to the forwarding 
database manually. When you add a static MAC address, it does not age out but remains there until 
you delete it. Finally, you can configure the switch to disable learning MAC addresses on specific VLANs 
or on all VLANs.

Link Aggregation: You can configure up to eight physical ports to act as a single logical port (called a 
port-channel) on an Aerohive switch, increasing the effective bandwidth of the link and providing link 
redundancy. When you create a port-channel, the switch balances traffic across all physical ports using 
the source and destination MAC addresses of the frames as a key factor by default; however, you can 
configure the switch to load balance the traffic by considering the IP addresses and port information as 
well.

LLDP Support: Aerohive switches support transmission and reception of 802.1AB LLDP (Link Layer 
Discovery Protocol). These protocols provide a means for network switches to advertise identity, status, 
and capability information to neighboring switches and collect and retain similar information from them. 

LLDP-MED Support: Aerohive switches support the use of LLDP-MED (LLDP Media Endpoint Discovery). 
LLDP-MED allows Aerohive switches to advertise location information to VoIP phones.
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CDP Support: Aerohive switches support the reception of CDP (Cisco Discovery Protocol). CDP support 
allows Aerohive switches to receive and parse CDP frames, which allows them to coexist within a 
mixed-vendor network.

IGMP (Internet Group Management Protocol) Snooping: Aerohive switches are capable of monitoring 
IGMP transactions between multicast routers and client devices and maintaining a local table of IGMP 
groups and group members. Aerohive switches use this information to track the status of multicast clients 
attached to the switch ports so that it can forward multicast traffic efficiently. Aerohive switches support 
IGMPv3, which provides the ability for a host to request or filter traffic selectively from individual sources 
within a multicast group, is backward compatible with both IGMPv2 and the original IGMP specification.

Port Mirroring: You can configure a physical port to produce a copy of all frames that are being sent or 
received through another physical port, port-channel, or group of ports and port-channels. You can use 
port mirroring to monitor traffic out of band for intrusion detection or auditing without causing latency 
delays inherent when using in-band monitoring.

Spanning Tree Protocol: (802.1D, STP; 802.1w, RSTP) Aerohive switches support 802.1D STP (Spanning Tree 
Protocol) and 802.1w RSTP (Rapid STP). Switches use STP to establish links that have the lowest cost 
(highest bandwidth), to establish backup links where possible, and to prevent Layer 2 network loops, 
which can result in duplicate unicast frames and exacerbate broadcast storms.

Traffic Storm Control: Aerohive switches can mitigate traffic storms due to a variety of causes by tracking 
the source and type of frames to determine whether they are legitimately required. The switches can 
then discard frames that are determined to be the products of a traffic storm. Within HiveManager, you 
can configure thresholds for broadcast, multicast, unknown unicast, and TCP-SYN packets as a function 
of the percentage of interface capacity, number of bits per second, or number packets per second.

Port- and MAC-based 802.1X Authentication: Aerohive switches support robust port-based and 
MAC-based 802.1X authentication of clients. When using port-based 802.1X authentication, you can 
configure the switch to allow a single client per port, multiple clients within a single domain and VLAN, or 
multiple clients across multiple domains. When using MAC-based authentication, the switch compares 
the client MAC address with the MAC address that is in its database, and then either authenticates the 
client or denies the client access to the network. You can use both authentication modes simultaneously 
and specify which authentication mode you want to occur first.

Jumbo Frame Support: For a switch to support jumbo frames, you can set the MTU (Maximum 
Transmission Unit) for its Ethernet interfaces as high as 9600 bytes. This setting is in the Advanced Settings 
section on the device settings page.

Bonjour Gateway Enhancements: Several Bonjour Gateway enhancements have been made in this release. 
Two major enhancements are described here. First, the SR2024 can be a Bonjour Gateway when it is set 
to operate as a router. Second, you can now create filter policy rules to control which Bonjour services 
Bonjour Gateways share with each other. The filter rules use source and destination VLANs, the number 
of wireless hops away the BDDs (Bonjour Designated Devices) are from each other, and realm names to 
enforce policy.
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Changes to Behavior and Appearance
The following changes to behavior and appearance have been introduced in the 6.0r1 releases:

• Network Policy Redesign: User profiles are no longer directly bound to either a VLAN object for 
wireless-only network policies or to a network object for routing + wireless network policies. When it is 
necessary to apply a VLAN to a network object, you can do that in the VLAN-to-network mapping 
section. In addition, LAN profiles have been replaced with wired interface profiles to support a 
broader range of Ethernet port layouts and roles.

• When you expand the navigation tree in the Configuration section, it retains its expanded state 
when you navigate away and then return to that section. If you later hide the navigation tree, it 
remains collapsed until you expand it again.

• There are now two separate pages for monitoring and configuring Aerohive devices.
• Classifier tags are now called device tags.

Upgrading HiveManager Software and HiveOS 
Firmware
Aerohive supports upgrading to the 6.0r1 HiveManager software and HiveOS firmware from the 
HiveManager and HiveOS 5.0r1 releases or later. If your systems are running images earlier than 5.0r1, follow 
the steps in the 5.0r1 Aerohive release notes to upgrade HiveManager software and HiveOS firmware to 
5.0r1 first before upgrading them to 6.0r1.

Memory Increase Required before Upgrading to HiveManager 6.0r1
Before upgrading HiveManager software on existing HiveManager physical appliances and 
HiveManager Virtual Appliances, you must first increase their memory to 3 gigabytes. For instructions 
about increasing the memory for a physical HiveManager appliance, see the instructions in Memory 
Upgrade for 1U HiveManager Appliances. For instructions about increasing the memory for a 
HiveManager Virtual Appliance, see "Increasing Memory for the HiveManager Virtual Appliance" on 
page 7.

Historical Reports Data Loss when Upgrading from 5.1 to 6.0r1
When upgrading HiveManager from 5.1 to 6.0r1, the data in historical reports cannot be migrated and 
will be lost. (Note: This is not an issue when upgrading from 5.0 to 6.0r1.) As a result, you cannot run reports 
in the Network Summary Reports section of the GUI using historical data collected prior to the upgrade, 
although you can still run reports with data collected afterward. If you must preserve your historical data, 
do not upgrade your existing 5.1 HiveManager to 6.0r1. Instead, install a new version of 6.0r1 
HiveManager Virtual Appliance.

 Before upgrading HiveManager, it is always a good precaution to do a full backup of the database.
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Step 1: Upgrade 5.0r1 or later to 6.0r1
When upgrading HiveManager software and HiveOS firmware to 6.0r1, upgrade HiveManager first and then 
the Aerohive devices second. The upgrade procedures for HiveManager in standalone and HA modes are 
outlined below.

1. Back up your database as a safety precaution (Home > Administration > HiveManager Operations > 
Back Up Database).

Upgrading a Standalone HiveManager Appliance
2. Save the following files to a directory on your management system or SCP server:

6.0r1 HiveManager software file

6.0r1 HiveOS firmware files for all the managed device platforms being updated

3. Log in to HiveManager running 5.0r1 or later, upload 6.0r1 HiveOS firmware files, and then upload the 
6.0r1 HiveManager software file. When the upload is complete, HiveManager automatically reboots to 
activate its new software.

4. Log back in to HiveManager, which is now running 6.0r1, and upload HiveOS 6.0r1 from HiveManager to 
all managed devices, and then reboot them to activate their new firmware.

Upgrading an HA Pair of HiveManager Physical or Virtual Appliances
2. Save the following files to a directory on your management system or SCP server:

6.0r1 HiveManager software file

6.0r1 HiveOS firmware files for all the managed device platforms being updated

3. Log in to HiveManager running 5.0r1 or later, and convert the two HA nodes back to standalone 
appliances.

4. Upload the 6.0r1 HiveOS and HiveManager software files to the HiveManager appliance that was the 
former primary node. When the upload is complete, HiveManager automatically reboots to activate its 
new software.

5. Log in to the GUI on the former secondary HA node, and update it to HiveManager 6.0r1.
6. Make an SSH console connection to the HiveManager appliance that was formerly the secondary 

node, and enter the following in the CLI shell (within 30 days of disabling HA):

3 Advanced Product Configuration

1 Configure HiveManager

3 Re-initialize HM Database; and then enter Y when asked to continue with the re-initialization

7. Log back in to the HiveManager appliance that was the primary HA node and reform the HA pair.
8. Upload HiveOS 6.0r1 from HiveManager to all managed devices, and then reboot them to activate their 

new firmware.

From To

HiveManager 5.0r1 or later Upgrade to HiveManager 6.0r1. HiveManager 6.0r1

HiveOS 5.0r1 or later Use HiveManager running HiveManager 6.0r1 to 
upgrade managed devices to HiveOS 6.0r1.

HiveOS 6.0r1
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Step 2: Reload the HiveOS Configurations
1. Check that the firmware upgrade is complete (see Monitor > Devices > Device Update Results).
2. Upload the full configurations from HiveManager to the devices, and then reboot them to activate the 

6.0r1-compatible configurations.

Increasing Memory for the HiveManager Virtual Appliance
Before you can upgrade a HiveManager Virtual Appliance to 6.0r1, you must increase the memory for it 
within the ESXi hypervisor to 3 gigabytes. To increase its memory, follow these steps: 

1. From the vSphere Client on your management system, log in to the ESXi hypervisor hosting the 
HiveManager Virtual Appliance whose memory you want to increase.

2. Select the name of the HiveManager Virtual Appliance, and then click Power Off the virtual machine. 
3. Right-click the HiveManager Virtual Appliance name, and then click Edit Settings.
4. On the Hardware tab, click Memory, change the value in the Memory Size field to 3 GB, and then click OK.

HiveManager running HiveManager 6.0r1 can support hives running HiveOS 5.0r1-5.1r4 and 6.0r1. 
Based on the HiveOS version that the members of each hive use, HiveManager generates different 
configurations. Therefore, it is necessary to activate the HiveOS 6.0r1 firmware on managed devices 
before updating their configurations so that the updated configurations use the new 6.0r1 format.
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5. With the name of the HiveManager Virtual Appliance still selected, click Power on the virtual machine. 
6. After the HiveManager Virtual Appliance is powered back on, click the Console tab, click in the console 

window, and log in to the HiveManager CLI shell. 
7. Enter 3 - 2 - 2 to navigate to Advanced Product Configuration > Configure VM Params > Change VM 

Params, and then enter 1024 (for 1 GB).
8. Reboot the HiveManager Virtual Appliance to apply this setting. (You can navigate back to the home 

menu, and enter 4 for Reboot Appliance.)
9. After the HiveManager Virtual Appliance finishes rebooting, check that it recognizes its increased 

memory size by returning to the console window, logging back in to the HiveManager CLI shell, and 
entering 2 - 5 (Display System Information > Display Hardware Information). Check that the MemTotal 
value is approximately 3,000,000 KB to complete the memory upgrade procedure.

Documentation
Product documentation is still in progress at the time of these releases and is not yet available. However, the 
Aerohive New Features Guide, the instructions for increasing the memory for physical HiveManager 
appliances, as well as Help for HiveOS CLI commands are ready. To use the CLI Help, enter 
"keyword-SPACE-?" for example: qos ? In addition, there are online CLI reference guides that provide 
the syntax and explanations for every command in the CLI. They also include information on accessing the 
CLI through console, Telnet, and SSH connections, tips on using the CLI, and some keyboard shortcuts.

Known Issues
The following are known issues at the time of the HiveManager 6.0r1 release.

Known Issues in HiveOS 6.0r1
24338 When multiple SR2024 switches detect the same MAC address, HiveManager loses the client 

information associated with that address.

24265 An STP topology change on the switch deletes the MAC addresses from both the MAC address 
table and the status of whether devices are authenticated or not. This causes a fifteen second 
delay in forwarding data. After this time, the switch resumes normal forwarding.

24230 An SR2024 in switch mode does not communicate the user profile ID of hosts connected to it 
upstream. Because the switch does not communicate the user profile ID, an upstream Aerohive 
router does not apply the user profile settings as expected.

WA (Workaround): Assign a user profile to the port on the router that is physically connected to 
the switch.

24031 SR2024 switches do not support the NetConfig UI.

21279 An SR2024 in router mode can advertise a maximum of 100 routes (rather than 127) to the 
Aerohive Layer 3 VPN gateway at headquarters. 

20139 An SR2024 in router mode does not apply QoS to the traffic it routes.
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Known Issues in HiveManager 6.0r1

P/N 330095-01, Rev. A

24605 When an SR2024 acts as a router, you cannot configure the wireless USB modem through the 
Interface and Network Settings section on its device settings page. 

24604 When an SR2024 is configured as a router, HiveManager does not automatically configure NAT 
(network address translation) for its WAN interface. 

24356 Predefined and admin-defined reports (Reports > Inventory) do not include SR2024 switches. 

24332 In the Monitor section, you cannot distinguish between ports that are available (but not 
configured) and ports that are shut down. Both port states are red.

24281 In the System Details section of the Monitor > Devices > Routers > router_name page, 
HiveManager displays the external WAN IP address that an upstream NAT device applies to an 
SR2024 instead of the IP address of the WAN interface itself.

23940 A network policy referencing an SR2024 device template in which the 1/25 – 1/28 ports are 
configured as members of an aggregate port cannot be successfully uploaded to a switch.

23840 When there are APs and switches behind a branch router, the APs and switches might have user 
profiles that the branch routers does not. As a result, if you upload a tunnel policy with rules 
referencing those user profiles to the router, it cannot apply them.

WA: Configure user profiles that are referenced in tunnel policy rules on the branch router.

23744 From the Monitor > Devices > Switches page, port types are assigned colors seemingly arbitrarily. 
Initially, ports of the same type have the same color. However, the color of an existing port type 
changes when you add a new port type. Also if you configure several port types, colors assigned 
to the ports types can repeat.

22965 Configuring switch ports in a device template and assigning them as "Access" or "Phone & Data" 
does not also configure the port as a Spanning Tree edge port.
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