
Aerohive 6.0 New Features Guide
This guide describes the new features and feature enhancements introduced in the HiveOS and 
HiveManager 6.0 releases, primarily in the areas of configuration usability, reporting and dashboard, 
topology, Bonjour Gateways, StudentManager, and support for the new SR2024 platform.

New Features and Feature Enhancements
Several new features and feature enhancements have been introduced in the 6.0 releases. You can read 
summaries of these features and enhancements below. Major features are covered in more detail in 
individual sections later in this guide. For more information about known and addressed issues for the 6.0 
releases, refer to the Aerohive 6.0r2a Release Notes.

New Hardware Platforms
SR2024: The SR2024 switch is the first in the Aerohive SR series of switches that provide Layer 2 wired network 

access. Like all other Aerohive devices, the SR2024 runs HiveOS and is configured, managed, and 
monitored through HiveManager.

The SR2024 switch provides 24 non-blocking 10/100/1000-Mbps copper RJ-45 Ethernet ports, 8 with 
802.3af and 802.3at PoE capability. It also provides 4 1-Gbps SFP ports, an RJ-45 console port, and a 
3G/4G USB modem port.

You can configure the SR2024 to function as a switch or as a router, which provides Layer 2 switching 
with integrated routing capabilities. 

HiveManager Appliance: This release also introduces the new 1U HiveManager Appliance with a global 
power supply, 6 1-Gbps Ethernet ports, 8 gigabytes of memory, an RJ-45 serial console port, two USB 2.0 
ports, and a 500-GB hard disk drive. It supports up to 8000 Aerohive devices and provides up to one year 
of data retention.

New and Enhanced 6.0r2 Features
The following are the new features and feature enhancements in the HiveOS and HiveManager 6.0r2 
releases.

Wi-Fi Client: The Aerohive BR200-WP can function as a Wi-Fi client and connect to a third-party 
router/access point. When you use the WAN interface in Wi-Fi mode, the BR200-WP performs NAT on all 
traffic it forwards from its access interfaces out its WAN interface. This new feature is useful in 
environments where you cannot readily access a wired Ethernet WAN or a 3G/4G connection. Consider 
using a BR200-WP as a Wi-Fi client for rapid deployment of kiosks inside shopping malls, setting up mobile 
team offices like those used by corporate financial auditors, or temporary seasonal businesses that set 
up for a month or two and want to avoid wiring expenses.

When you configure the switch to operate as a router, you must have at least one switch port 
configured as a WAN interface to provide Internet access.
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Application Visibility and Control: Aerohive has added application awareness and intelligence to allow 
administrators to monitor traffic usage patterns on wireless networks as well as create policy rules to 
prioritize or block specific applications. Aerohive devices support over 700 application signatures, 
including those for Gmail, Skype, and Facebook, allowing you to monitor the specified applications on 
APs and branch routers. After you monitor application usage, you can prioritize applications for certain 
users or permit or deny traffic to and from specified endpoints based on application type. For instance, 
you can block Facebook applications such as games, but allow access to the Facebook wall. In 
addition, you can create hourly, daily, and monthly reports on the top applications as well as the top 
users.

WMM-AC (Wi-Fi Multimedia Admission Control): The AP121, AP141, AP330, and AP350 support WMM-AC, 
which uses QoS controls and bandwidth management techniques to augment existing WMM 
capabilities. It does this by monitoring the channel conditions and load to determine whether a device 
can support the traffic requested to be transmitted, and then making decisions regarding whether to 
allow it to transmit.

Voice Enterprise (802.11k/r/v): Aerohive devices now support 802.11k, which allows wireless devices to 
exchange information regarding radio link performance and radio environment. Aerohive devices use 
Voice Enterprise to exchange neighbor information, channel load information, and so on. Aerohive 
devices are also capable of fast BSS (basic service set) transition. Using 802.11r fast BSS transition, 
Aerohive devices forward wireless client authentication keys to neighboring Aerohive devices to avoid 
the time-consuming reauthentication process when the client device transitions from one AP to 
another. In addition, Aerohive devices can now take advantage of the WNM (wireless network 
management) protocols defined in 802.11v to exchange information regarding the network topology, 
channel usage, and SSID list. Using 802.11v in conjunction with 802.11r and 802.11k allows Aerohive 
devices to optimize the network cooperatively so that sensitive voice-enabled clients can operate more 
smoothly and consistently.

Protected Management Frames (802.11w): Using 802.11w, devices are capable of encrypting 802.11 
management frames, protecting them against malicious alteration, retransmission, and spoofing.

Aerohive Router NAT and Port Forwarding: To route traffic through VPN tunnels connecting multiple branch 
sites with duplicate IP addresses at each site, you can apply NAT on the router tunnel interfaces. The 
routers translate the local addresses to a unique set of NAT addresses (unique within the entire private 
network, that is). This enables users at various sites to access resources at other sites. You can also 
configure port forwarding on routers so that users on the public network can reach servers on the 
private network behind the routers.

Policy-based Routing Enhancements: Introduced in this release is a broader selection of source traffic types, 
providing greater flexibility in creating custom routing policies. With policy-based routing, outgoing 
traffic is first filtered through a set of rules and then given special processing or dropped, depending on 
the set of rules you configure and apply. This enhanced policy-based routing feature allows you to route 
packets arriving at your Aerohive router from different sources to the same or a different destination. In 
addition to the source user profile, you can define Aerohive routing policy rules based on different types 
of source traffic: an IP address range, a specified network, an ingress interface, or any traffic source 
type. You can choose the destination of the traffic to which you want to apply a rule using the 
destination drop-down list: any, IP range, network, host name, or private. The router enforces the rules in 
the order of their position in the policy rules list.

Bonjour Gateway Enhancements: Bonjour Gateways can now filter which services to share with each other 
based on VLANs and distance by creating policy rules governing how BDDs (Bonjour Designated 
Devices) in specific source and destination VLANs share services with each other. You can also specify 
how many subnets/VLANs apart one BDD can be from another for them to be able to advertise services 
that they share with each other. With these Bonjour Gateway feature enhancements, you have finer 
control over which services BDDs can share and with whom they can share them.

Classification Tags to Distinguish Device Templates: If you require different port configurations for the same 
type of device and function in the same network policy, you can distinguish them through device 
classification tags.
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This legacy feature has been enhanced in this release to provide simplified configuration and monitoring 
for custom groups of devices and configuration exceptions. For example, you can classify devices and 
then use that classification to filter the display of information for just those devices in the dashboard. This 
supports the concept of virtual stacking, or cloud-enabled stacking.

Reporting Enhancements: This release introduces two predefined report templates to the Reports > Network 
Summary section. An easy-to-use workflow guides you through the process of creating custom reports 
using the same reporting widgets that are available on the dashboard. The following new templates 
have been added:

Network Summary: Provides a quick view of your network activity by user, client, bandwidth, and 
device.

System Summary: Provides a quick view of your system statistics, including version, security, active 
devices, and audit logs.

HiveManager Dashboard Enhancements: The 6.0r2 release introduces additional dashboard widgets and a 
greater level of drill-down capacity for network details. (See also the New HiveManager Dashboard 
feature summary in the "New and Enhanced 6.0r1 Features" section below.)

Mobile Device Management Integration with AirWatch: Aerohive can now integrate with AirWatch to 
provide mobile device management for iOS, Mac OS, Symbian, Blackberry, and Android systems.

MAC-based Authentication on Router Ethernet Ports: Port access control authentication is now available on 
Aerohive BR200 series routers, BR100 router, Aerohive AP330 and AP350 access points when configured 
to function as routers, and Aerohive SR2024 Switches for wired ports using MAC-based authentication. 
You can choose either MAC-based authentication or IEEE 802.1X (RADIUS) authentication for primary 
and secondary access authentication. 

Aerohive devices in router mode can provide a certain level of network security by using MAC-based 
authentication with older devices that do not support 802.1X authentication. When a device connects 
to one of the Ethernet ports on a router, it submits the MAC address of the device as both a user name 
and password to the RADIUS authentication server. If the submitted credentials match a user account 
on the server, the device is authenticated and the router gives it network access as defined by the 
parameters of the applicable user profile. If not, the router denies network access to the wired device.

Captive Web Portal Localization: Aerohive captive web portals support the display of default web portal 
pages in multiple languages.

TeacherView MAC Authentication Support: When using StudentManager, you can now configure 
TeacherView to authenticate students by their client MAC addresses. Using MAC authentication allows 
device-specific access to the TeacherView-mediated network and its resources.

StudentManager Database Integration: You can now integrate StudentManager with third-party student 
information system databases using the REST (Representational State Transfer) protocol and the RESTful 
API. The REST protocol, implemented on StudentManager, allows you to send queries to the 
StudentManager database by entering a URL containing the query into a browser, at which time the 
browser executes the query using HTTP.

New and Enhanced 6.0r1 Features
The following are the new features and feature enhancements in the HiveManager 6.0r1 release.

Unified Network Policy Configuration: Several significant enhancements have been made to network 
policies in HiveManager 6.0r1. You can now use the same user profile in different network policies but 
have different VLANs for each one. Also, network objects are no longer bound to user profiles for use by 
router interfaces, eliminating the distinction between Layer 2 and Layer 3 user profiles. In HiveManager 
6.0r1, you map VLANs to networks at the network policy level. Instead of LAN profiles, which were used 
for configuring the LAN ports on routers, you now configure ports for both routers and switches through 
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device templates and port type definitions. Finally, you can specify one or more deployment 
requirements for the network policy in any combination: wireless access, switching, branch routing, and 
Bonjour Gateway. By choosing your deployment requirements, HiveManager automatically generates 
the appropriate configuration elements for you, which helps simplify the policy configuration process.

Topology (Maps) Enhancements: The Topology section has been renamed Maps and contains both the 
planning tool and the network mapping features. Both planning and mapping functions have been 
greatly enhanced with the addition of the following features:

• Google Maps: HiveManager Maps is now linked to Google Maps to give you a precise view of your 
building or campus. Use the Google Maps view (called Street Maps in HiveManager) to draw your 
building perimeters, or create your own perimeters from a floor plan. Google Maps eliminates the 
need to import floor plans manually. Addresses are geocoded and maps are automatically 
generated. Google Maps is enabled by default for HiveManager Online accounts, and can also be 
used with HiveManager accounts on physical or virtual appliances after you initialize them through a 
URL registration process. HiveManager remembers zoom and pan activities for a map and presents 
the last view you used the next time you visit the map.

• Map Migration between HiveManager Online accounts: You can now transfer maps and floor plans 
from one HiveManager Online account to another. You can now select a folder in the map 
hierarchy and export that folder and all its sub-folders, including background images, interior walls, 
perimeter walls, and the type, power, and channel settings of all planned APs. You can then import 
that information into another HiveManager Online account for use there.

• Reusable Floor Names: Unique floor names are no longer required for each building in your network 
hierarchy. HiveManager automatically links floor names to their corresponding buildings. In 
drop-down lists, for example, floor names now always include the name of the building in which they 
are located.

• Improved Internal Wall Creation: You can clone and move internal walls for reuse on a floor plan.
• Configurable Network Folder Sorting: You can organize your network folders in alphabetical order or 

by the default method, which is the order in which they were created.

Customizable Time Format: You can configure HiveManager to display the proper time format for your 
location. The default has also been changed from MM-DD to MM-DD-YYYY.

Network Summary Report: The Network Summary Report has been enhanced to build scheduled historical 
reports with customized report content. You can now customize report headers, footers, and logos.

New HiveManager Dashboard: The 6.0r2 release introduces a completely customizable HTML5-enabled 
dashboard with nearly 100 widgets that HiveManager displays in perspectives, allowing you to group 
the information based on the information most pertinent to your needs. HiveManager provides four 
predefined perspectives: Network Summary, System, Troubleshooting, and Applications, which can be 
retained, modified, or deleted per administrator. You can create up to six perspectives (including the 
predefined ones if retained) with ten widgets each to provide information by application, user, client, 
Aerohive device, and a variety of other options. 

Configuration Object Classification: The classification of configuration object definitions has been revised to 
make their assignments and viewing easier. By default, HiveManager applies classification types to 
configuration object definitions in the following order: (1) device tag; (2) device name; (3) map name; 
(4) global. In 6.0r1, you can reorder which classification type takes precedence over another through 
an easy drag-and-drop interface. You can view the device tags that have already been created and 
assigned to devices so that you can simply choose them, saving time and avoiding potential 
misconfigurations. You can also rename classifier tags from “tag 1”, “tag 2”, and “tag 3” to other more 
meaningful names.

Actual APs and devices are ignored in the export process.
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Switch Features: The following features are available on the SR2024 switch:

• Layer 2 Forwarding Database: An Aerohive switch can learn MAC addresses dynamically or you can 
configure them statically. The switch saves dynamically learned addresses in its Layer 2 MAC learning 
table. By default, a MAC address remains in the table for 300 seconds (five minutes) after the last 
communication from a device. After that, the switch deletes, or ages out, the MAC address from its 
table. You can set this idle timeout from 10 to 650 seconds (almost 11 minutes), or to never time out, 
as best suits the needs of your network. You can also add static MAC addresses to the forwarding 
database manually. When you add a static MAC address, it does not age out but remains there until 
you delete it. Finally, you can configure the switch to disable learning MAC addresses on specific 
VLANs or on all VLANs.

• Link Aggregation: You can configure up to eight physical ports to act as a single logical port (called 
a port-channel) on an Aerohive switch, increasing the effective bandwidth of the link and providing 
link redundancy. When you create a port-channel, the switch balances traffic across all physical 
ports by default using source and destination MAC addresses, IP addresses, and port numbers in the 
frames, but you can also use MAC or IP addresses only.

• LLDP Support: Aerohive switches support transmission and reception of 802.1AB LLDP (Link Layer 
Discovery Protocol). This provides a means for Aerohive switches to advertise identity, status, and 
capability information to neighboring devices and collect and retain similar information from them.

• LLDP-MED Support: Aerohive switches support the use of LLDP-MED (LLDP Media Endpoint Discovery). 
LLDP-MED allows Aerohive switches to advertise location information to VoIP phones.

• CDP Support: Aerohive switches support the reception of CDP (Cisco Discovery Protocol). CDP 
support allows Aerohive switches to receive and parse CDP frames, which allows them to coexist 
within a mixed-vendor network.

• IGMP (Internet Group Management Protocol) Snooping: Aerohive switches are capable of 
monitoring IGMP transactions between multicast routers and client devices, and maintaining a local 
table of IGMP groups and group members. Aerohive switches use this information to track the status 
of multicast clients attached to the switch ports so that it can forward multicast traffic efficiently. 
Aerohive switches support IGMPv3, which provides the ability for a host to request or filter traffic 
selectively from individual sources within a multicast group, and is backward compatible with both 
IGMPv2 and the original IGMP specification.

• Port Mirroring: You can configure a physical port to produce a copy of all frames that are being sent 
or received through another physical port, port-channel, or group of ports and port-channels. In 
addition to monitoring specific ports, you can also configure Aerohive switches to monitor traffic 
bound to a specific VLAN. You can use port mirroring to monitor traffic out of band for 
troubleshooting, auditing, or intrusion detection without causing latency delays inherent when using 
in-band monitoring.

• Spanning Tree Protocol: (802.1D, STP; 802.1w, RSTP) Aerohive switches support 802.1D STP (Spanning 
Tree Protocol) and 802.1w RSTP (Rapid STP). Switches use STP to negotiate links that have the lowest 
cost (highest bandwidth), to establish backup links where possible, and to prevent Layer 2 network 
loops, which can result in duplicate unicast frames and broadcast storms. 

• Traffic Storm Control: Aerohive switches can mitigate traffic storms due to a variety of causes by 
tracking the source and type of frames to determine whether they are legitimately required. The 
switches can then discard frames that are determined to be the products of a traffic storm. You can 
configure thresholds for broadcast, multicast, unknown unicast, and TCP-SYN packets as a function 
of the percentage of interface capacity, number of bits per second, or number of packets per 
second. 
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• Port- and MAC-based 802.1X Authentication: Aerohive switches support robust port-based and 
MAC-based 802.1X authentication of clients. When using port-based 802.1X authentication, you can 
configure the switch to allow a single client per port, multiple clients within a single domain and 
VLAN, or multiple clients across multiple domains. When using MAC-based authentication, the switch 
compares the client MAC address with the MAC address that is in its database, and then either 
authenticates the client or denies the client access to the network. You can use both authentication 
modes simultaneously and specify which authentication mode you want to occur first.

• Jumbo Frame Support: For a switch to support jumbo frames, you can set the MTU (Maximum 
Transmission Unit) for its Ethernet interfaces as high as 9600 bytes. This setting is in the Advanced 
Settings section on the device settings page.

Wi-Fi Client Mode
In this release, the Aerohive BR200-WP branch router can function as a Wi-Fi client and connect to a 
third-party router/access point. In this case, one Wi-Fi interface is in WAN mode and the BR200-WP performs 
NAT on all traffic it forwards from its access interfaces.

This new feature is useful in environments where you cannot readily access a wired Ethernet WAN or a 
3G/4G connection. Consider using a BR200-WP as a Wi-Fi client for rapid deployment of kiosks inside 
shopping malls, setting up mobile team offices like those used by corporate financial auditors, or temporary 
seasonal businesses that set up for a month or two and want to avoid wiring expenses.

Third-party Wi-Fi 
Access Point

BR200-WP
Router

IP phone

LAN

WAN

Wired or wireless 
printer

Wired or wireless 
client

The BR200-WP connects to the third-party 
Wi-Fi access point as a Wi-Fi client. The 
router uses NAT when forwarding traffic 
from all devices behind it.

Clients can connect to the local 
printer, to the Internet, or through 
a VPN tunnel to the corporate HQ.

A third-party Wi-Fi access point is 
typically a corporate guest AP, hotel 
guest AP, airport terminal AP, or 
another publically accessible AP.

Wireless Connection
Wired or Wireless Connection

Wired Connection
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You can configure and deploy your Wi-Fi client network on location, or you can preconfigure it if you know 
the available wireless networks at the location and deploy it when you get there. Once on location, the 
BR200-WP discovers Wi-Fi networks through its channel scanning. You can then connect to one of these 
wireless networks from the dynamic list of SSIDs. If you already know the SSIDs that are available at the 
location, you can use the HiveManager GUI or the router CLI console to preconfigure a preferred SSID list of 
Wi-Fi access points. The router then uses this preconfigured SSID list to automatically match SSIDs to the 
discovered local SSIDs of the wireless networks.

In addition to Wi-Fi SSIDs, the list of available Wi-Fi networks displays whether access to each network is 
secure or open, and the detected signal strength of each network. When the BR200-WP is connected as a 
wireless Wi-Fi client, the LED flashes white to indicate a wireless connection.

Connecting to a Wireless Network as a Wi-Fi Client

To connect the router to a third-party wireless router/access point and serve wireless clients behind its NAT 
WAN interface at the same time:

1. Connect your device to the BR200-WP using a wireless connection or using a network cable to connect 
to any of its Ethernet ports.

2. Launch a network browser.

The WAN interface Settings portal Web page appears. Whenever you cannot access the Internet, the 
router redirects you to a WAN interface Settings portal Web page with four choices to set WAN network 
settings:

• Enter a user name and password and use PPPoE to connect to your ISP’s network
• Try again using DHCP to obtain network settings and connect to your ISP’s network
• Enter static network settings if provided by your ISP to connect
• Make a wireless WAN connection to an external SSID

3. Choose Make a wireless WAN connection to an external SSID.
4. Set Wi-Fi Interface in WAN mode: By default, the check box to set the router to WAN mode is set. If you 

do not want to set the Wi-Fi interface to WAN mode, clear the check box.

When set to WAN mode, it allows the router to serve as an intermediary between its own client and the 
third-party access point.

You must have a device running a Web browser on site to connect the BR200-WP to a wireless network as 
a Wi-Fi client.

Because of the NAT implementation, the third-party access point is not aware of wireless clients behind 
the WAN interface.
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5. Click Apply.

If the router was previously connected to a local saved AP, then it immediately reconnects and displays 
the connection status; otherwise, if it is the first time to connect to a local AP, proceed to step 6.

6. Click Wireless Network Configuration.

The Connect to a network page appears, listing the available wireless networks displayed after a scan of 
the local networks. If you previously configured a list of preferred wireless networks using the procedure 
described in the "Preconfiguring Wi-Fi Client Mode in HiveManager" section, the router will automatically 
connect to the top priority wireless network in the preferred list; otherwise, you can select any newly 
discovered wireless network that appears on the Connect to a network page.
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7. If you have not previously configured a list of preferred wireless networks using the procedure described 
in the "Preconfiguring Wi-Fi Client Mode in HiveManager" section, select one of the discovered wireless 
networks from the list of wireless networks displayed in the Connect to a network page to which you 
want to connect the router, and then click Connect.

8. Enter the password if access is secured by WPA/WPA2 with PSK or WEP and select the Connect 
Automatically check box to save the wireless network SSID and password for future use.

The Wi-Fi network connection progress is displayed until the connection is either successful or the 
connection attempt fails. If successful, your Aerohive router connects to the Internet as a Wi-Fi client and 
is now ready to support your wired and wireless clients behind its NAT interfaces.

The Connect to a network page highlights the network to which you are connected, displays its radio 
signal strength bars, and its status as connected and saved. At the bottom of the page, the current 
Radio Channel Mode of the selected wireless network is displayed as Static Mode (2.4 GHz), Static Mode 
(5 GHz), or Dynamic Mode. 

To save the SSID and password information for future connections, make sure you select the Connect 
Automatically check box when you first connect. The network credentials are saved, and you can 
reconnect in the future without entering it.

9. Connect your local wired clients to the Ethernet and Ethernet PoE ports of the BR200-WP, and if you 
selected Set Wi-Fi Interface in WAN mode, connect your wireless clients to the wireless WAN SSID of the 
router. 

For your NAT wireless clients, you can optimize the radio mode to serve the types of mobile devices in 
your local environment by selecting the radio mode as 2.4 GHz, 5 GHz, or Auto.

10. Test these connections to verify you have access to the Internet.

Once you have connectivity to the Internet, you can resume using HiveManager to manage your 
Aerohive BR200-WP branch router. 

Preconfiguring Wi-Fi Client Mode in HiveManager

To configure Wi-Fi client mode for your BR200-WP in HiveManager before deployment at the destination site:

1. Log in to the HiveManager GUI and click Configuration, and then choose and edit a network policy for 
routing.

2. Click the Show Nav tab to display the navigation pane and click Devices > Routers to list the BR200-WP 
routers.

3. Click the router Host Name you want to configure as a Wi-Fi client.

The Routers > Edit page appears for the router with this host name.

If the selected wireless network requires either WPA/WPA2 with PSK or WEP authentication, you are 
prompted to enter a passphrase or static WEP key. You must learn this from the facility hosting the 
third-party AP.

If a changed BR200-WP configuration is later downloaded from HiveManager, the saved configuration 
might be overwritten by the change.

Make sure that PoE equipment connected to the PoE Ethernet ports of the BR200-WP meet PoE 
industry standards. Equipment that does not meet these standards can cause unpredictable 
performance degradation.

To preconfigure the BR200-WP for the destination site, you must first obtain the wireless network SSID and 
security password information from the site manager.
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4. At the top of the Routers > Edit page, select Use radio for both access and WAN links.

This option allows the radio to be used for access to an wireless ISP network, enabling the router to 
function as a Wi-Fi client, and to simultaneously support wireless clients behind the WAN NAT interface of 
the router.

5. If your equipment can utilize the dynamic switch mode, click to select the Dynamic Band Switch check 
box.

This allows the Aerohive router to switch radio bands from receiving wireless signals from the wireless ISP 
network to which it is connected as a Wi-Fi client and switch to sending radio signals to its own wireless 
clients behind its NAT WAN interface.

6. Scroll to the bottom of the Routers > Edit page and click to expand the Wi-Fi Client Mode Settings 
section, and then click the New (+) icon.

The New SSID Setup page appears. If you know beforehand the names and security credentials of the 
wireless networks at the other site, you can configure them ahead of time. 

7. For each SSID that you want to add to your preferred list of available SSIDs, enter the following, and then 
click Save:
SSID name: Enter the new SSID name of the wireless network.
Description: Enter a brief description for future reference.
SSID Access Security: (select)

WPA/WPA2 PSK (Personal): (select)
Key Management: Choose Auto-(WPA or WPA2)-PSK, WPA-PSK (WPA Personal), or WPA2-PSK 
(WPA2 Personal)
Encryption Method: Choose CCMP (AES) or TKIP
Key Type: Choose ASCII Key or Hex Key
Key Value: Enter a PSK value.
Confirm Value: Reenter the PSK value to confirm.

WEP: (select)
Key Management: Choose WEP or WEP 802.1X 
Encryption Method: Choose WEP 104 or WEP 40
Authentication Method: Choose OPEN or SHARED
Key Type: Choose ASCII Key or Hex Key 
Key Value: Enter a key value.
Confirm Value: Reenter key value to confirm.

Open: (select)

No additional parameters are required.

8. The router selects the SSIDs in the Selected SSIDs list in the order in which they are listed from top to 
bottom, where the SSID at the top of the list is the highest priority SSID.

From the list of Available SSIDs you configured, choose and move each SSID to the Selected SSIDs list by 
clicking on the SSID you want to move, and then clicking the right arrow (>). If you want to move all the 
SSIDs in the Available SSIDs list to the Selected SSIDs list, click the double right arrow (>>). 

You can reorder the SSIDs in the list by choosing an SSID that you want to move, and then clicking the Up 
or Down button until it is in its new position in the list.

WEP and Open are not secure options.
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Application Visibility and Control
HiveManager version 6.0r2 supports the application visibility and control feature that monitors application 
usage as well as controls access to applications by assigning them priority levels or by blocking them for 
different types of users. This feature provides your network with application awareness and intelligence so 
you can be sure you are using your network bandwidth efficiently as well as direct bandwidth usage to your 
most important applications. In addition, you make these changes on user profiles, allowing different types 
of users their own access levels. DPI (Deep Packet Inspection) technology provides the contextual data 
regarding applications and users accessed on wireless networks. After you monitor the applications and 
users on your wireless network, you can configure individual user profiles with QoS and IP firewall settings. 
Then you use HiveManager to push user profiles to the APs.

This technology enables you to create a monitoring list, or watchlist, of the applications running on your 
network. There are a maximum number of 30 applications permitted in the watchlist. Within this list, you can 
search for application groups, such as social networking, as well as drill down for a granular level of 
information about specific applications such as LinkedIn. For instance, you can view application usage for 
the last twenty-four hours as well as the last month. After you have configured your watchlist with 
applications, you can display the Applications perspective which provides graphs and charts to display 
data about application usage. There are six perspectives for each administrator and ten widgets are 
allotted to each perspective. The perspective also allows you to create hourly, daily, weekly, and custom 
views.

Using the information from the watchlist and perspectives, you determine network policies for your company 
and optimize network performance with QoS (Quality of Service) prioritization of traffic as well as setting IP 
firewall rules-- both of which are applied to a user profile. The DPI engine extends application awareness to 
QoS and IP firewall. For QoS, you set marker maps to control the QoS queue assignments that are passed to 
the rest of the network. To ensure the prioritization of network traffic, you set rate control and queuing to 
assign different rate limits to each queue for individual user profiles. 

In addition, you can assign unique IP firewall policies to different user profiles, creating bidirectional policies 
to deny peer-to-peer applications such as Facebook. A firewall created on the Application Layer allows you 
to block unwanted traffic at the edge of your network. In addition, the applications that you add to your IP 
firewall list are independent from the applications in the watchlist.

Displaying Application Visibility and Control
When you log into HiveManager for the first time after installing 6.0r2a or upgrading to this release, select the 
Dashboard section and the Application perspective to display the application visibility and control 
information. 

On your initial log into HiveManager, the Dashboard does not contain any application usage data and 
looks like the following illustration. 

All Aerohive APs support complete application visibility and control functionality including reporting, 
firewall, and QoS. The BR200, BR200-WP, and AP330/AP350 in router mode support only the reporting 
component.
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After you create a watch list (using the procedure in "Creating an Application Watchlist" on page 14) and 
wait twenty-four hours, applications data populates the Applications perspective and it looks similar to the 
illustration on the following page. 
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You can create hourly, daily, and weekly reports by selecting the Last Hour, Last Day, or Last Week buttons 
on the top of the page. In addition, you can click Custom at the top of the page to create a custom report. 
For definitions of these reports, see "Viewing the Dashboard" on page 38.

Before Setting Application Visibility and Control
Before using the application visibility and control feature to gather meaningful data about the applications 
running on your network, you need to do the following steps:

1. Build a topology of your network.
2. Create your SSIDs and user profiles. Using at least two user profiles is recommended to obtain meaningful 

data.
3. Upload the configuration to all the APs on your network.

Updating the Layer 7 Signature Files
Aerohive periodically makes application signature file updates available. Use the following steps to update 
the signature files on your devices:

1. Click Configuration > Devices > All Devices, select the checkbox next to the devices that you want to 
update, and then select Update > Upload and Activate Application Signatures.

To confirm that a group of APs are reporting to a graph on the Dashboard, assign a unique tag or 
map to the group. For information about how to assign tags and maps, see the Online help. 

The selected devices must all be on the same platform.
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2. From the Application Signature File drop-down list, choose a set of signatures that is appropriate for the 
platform you are updating. For instance, select the "AP120_all_plugins.tar.gz" to update AP120 devices. 
Click Upload. By default, the signatures are listed by name. To upload signature files by version number, 
click Settings, select the radio button next to Update by signature version, and then select the Save icon. 
You can also set the following:

Connection Type: Enter the speed of the connection type, or leave it as Local Connection, which is the 
default setting. You can also select 128 Kbps, 256 Kbps, 1.5 Mbps (T1), or 2.0 Mbps (E1).

Timeout: Enter the maximum number of minutes for downloading the application signatures. After this 
time, the connection is timed out. The default selection is 15 minutes. You can select a value between 15 
minutes and 720 minutes.

3. To add Application Signature files to HiveManager you must be logged in as a super user. In this case, an 
Add/Remove button appears on the Upload and Activate Application Signatures page. After you click 
this button, the Add/Remove Signatures page appears. Click Choose File and browse to the desired file 
on your system. The file name must end in ".tar.gz. Then click Upload.

4. Repeat the previous steps to upload the latest signature files to other devices.

Creating an Application Watchlist
You can create an application watchlist for your home VHM or HiveManager appliance when you are 
logged in with administrator privileges. Each VHM is limited to one application watch list. If you are an 
administrator with superuser privileges, you can only create a watchlist for your home VHM. The creation of 
an application watchlist involves the following steps:

1. Click Reports > Report Settings. 
2. In the Application Watchlist section, the available applications are listed on the left. Click to the right of 

an application name to select it. (Selecting the application name itself causes a pop-up window with 
additional information about the application to appear.) Select up to 30 applications, and then click 
the right arrow ( > ) to move the selected applications to the Selected Applications list on the right side 
of the page.

The files listed on the Add/Remove Application Signature page are the HiveManager signature files.
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To filter the application list by a specific application, select the radio button next to Application, enter an 
application name such as "EBAY", and then select the magnifier glass icon. To filter the list by application 
type, select the radio button next to Group and enter the group type, such as "web services" or "social 
networking", and then select the magnifier glass icon.

3. Click Update at the top of the page.
4. Upload the configuration with the application watchlist to the APs.

Editing an Application and Usage Perspective
By default, the following widgets are included in the Applications perspective:

• All Applications by Usage
• Top 10 Watchlist Applications by Usage - Summary 
• Top 20 Watchlist Applications by Usage
• Top 20 Users by Application Usage

Editing the application perspective involves the following steps:

1. In the Dashboard section, select the application perspective. Then click the Edit button. The Applications 
drop box appears beneath the applications perspective.

You can edit the Application Perspective, but you cannot remove it.
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2. Select or clear the check boxes of the widgets that you want to appear in the applications perspective. 
HiveManager automatically adds the widgets to the perspective in the order in which you selected 
them. For example, it places the first widget that you select in the upper left corner of the page and then 
places the second widget to its right. It places the third widget in a new row below the first widget, and 
then the fourth widget to its right, and so on. 

3. Click the Save icon.

Editing the Report Settings
If you are logged in with super user capabilities, you can make changes to reports. For instance, you can set 
the value of the Last Hour button on the Dashboard to increase the number of minutes between the time 
that reports are generated from 10 minutes to 30 minutes. These settings apply to the application reports as 
well as to all data base reports. If your HiveManager exceeds the maximum number of hourly, daily, or 
weekly records that you set here, the oldest data is dropped from the database.

1. Click Report > Report Settings, and scroll down to Application Report Settings.

2. In the Generate a report data every field, use the pull-down menu to select the length of time (in 
minutes) that you want HiveManager to generate a report when you select the Last Hour button on the 
Dashboard. The default setting is a report generated every 10 minutes. You can choose a value 
between 1 and 30 minutes. 

3. Set the maximum number of devices simultaneously allowed in last hour mode in a VHM in the Max 
number of devices simultaneously allowed in last hour mode in a VHM field. This value applies to each 
individual VHM. The default setting is 20 devices. If you increase the number of devices, you might 
experience a small impact in performance. You select devices from a filter such as Location in the 
Device Groups panel on the left side of the Dashboard.

4. Set the maximum number of devices simultaneously allowed in last hour mode in a HiveManager in the 
Max number of devices simultaneously allowed in last hour mode in a HiveManager field. This value 
applies to all VHMs on one HiveManager appliance. The default value is 100 devices. If you increase the 
number of devices, you might experience a small impact in performance. You select devices from a 
filter such as Location in the Device Groups panel on the left side of the Dashboard.

5. In the Application Usage DB Settings, change the following fields according to the needs of your 
database. If you exceed any of the limits set here, the oldest data is dropped from the data base:

Max number of hourly records: Enter the maximum number of hourly records that you expect your 
database to retain.

Max number of daily records: Enter the maximum number of daily records that you expect your 
database to retain.

The values in the Application Usage DB Settings fields apply to application reports as well as to all 
data base reports.
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Creating Application-based QoS and IP Firewall Policies
You can control the flow of services identified at Layer 3 and 4 (network services) or at Layer 7 (application 
services) by using QoS to limit traffic flow and prioritize or deprioritize the transmissions and firewall rules to 
allow or block it. The configuration of QoS (Quality of Service) involves two major components:

• A classifier map to map various applications in incoming traffic to Aerohive classes. Through this 
map, you can prioritize mission-critical applications by assigning them to higher classes and 
deprioritize others by assigning them to lower classes. After providing the scheduling and data rate 
limiting defined for that class of service, an Aerohive device can then map outgoing traffic to the 
appropriate QoS class for an 802.11e, 802.1p, or DiffServ classification system through the application 
of a marker map. This carries the QoS classification onward with the frame as the Aerohive device 
forwards it to the next forwarding device in the network. You apply classifier and marker maps to a 
network policy.

• A rate control and queuing profile to define the scheduling and data rate limiting for traffic in all 
Aerohive QoS classes. You apply a rate control and queuing profile to user profiles.

Each component of the QoS configuration is explained in the sections that follow.

Aerohive provides two types of IP firewall policies: a network firewall policy that runs on Aerohive routers and 
applies to all traffic within a network, and an IP firewall policy that runs on Aerohive APs and applies to traffic 
belonging to specific user profiles. The first type of firewall identifies services at Layers 3 and 4 in the OSI 
model (the network and transport layers). The second type of firewall can identify services at the Layers 3 
and 4 or at Layer 7 (the application layer) and will be the type of firewall described here immediately 
following the QoS configuration. Using this procedure, you can add QoS Rate Control and Queuing to a user 
profile.

Adding a Classifier Map to a Network Policy
To create a classifier map for an existing network policy:

1. Click Configuration, highlight a network policy for a wireless deployment whose QoS and IP firewall 
settings you want to modify, and then click OK.

2. On the Configure Interfaces & User Access panel, click Edit next to Additional Settings, expand the QoS 
Settings section, and then click the New icon ( + ) next to Classifier Map.

3. Enter the following to begin creating a classifier map:
Name: Enter a name for the classifier map. This is the name that will appear in the Classifier Map 
drop-down list in the network policy.
Description: Type a useful note about the map for future reference.
Services: Select the check box to display the Services table, which at this point just displays its heading.

Application-based QoS and IP firewall policies are only supported on APs. They are not supported on 
branch routers. 
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4. Click the New icon ( + ) to the right of Logging, and then enter the following:
 

Service: From the drop-down list, choose Application Services. The Select Applications dialog box 
appears. Move the applications that you want to assign to an Aerohive QoS class from the Available 
Applications list to the Selected Applications list by clicking to the right of an application name and then 
clicking the right arrow. (Selecting the application name itself causes a pop-up window with additional 
information about the application to appear.) To filter the display of applications by application name 
or group name, enter all or part of a name in the Filter by field and click the magnifying glass icon. 

5. When done, click OK. HiveManager returns to the Classifier Maps > New dialog box. 
6. Continue configuring the classifier map for the services you selected, and then click the Done icon at 

the right of the row:

QoS Class: Choose the Aerohive class to which you want to map the selected applications. By default, 
the higher the class is, the higher its priority is.

Action: Choose Permit to pass traffic through the APs. If you choose Deny, the APs will block it.

The permit and deny actions in a QoS policy enable devices to enforce a simple stateless firewall 
policy that inspects packets individually, not within the context of an ongoing session. For 
example, a stateless firewall configured with a policy that permits outgoing requests does not 
associate the corresponding incoming responses as being related to the permitted outgoing 
requests. You must configure a separate policy permitting the return traffic. On the other hand, a 
stateful firewall maintains a table internally so that it can associate related outgoing and 
incoming traffic as part of the same session. A stateful firewall with a policy permitting outgoing 
traffic also permits the corresponding incoming traffic.
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Because the firewall policy that you will configure next for user profiles is stateful and provides 
more complete coverage, choose Permit here within the context of the classifier map and set 
your firewall policy rules in the next section.

Logging: Select the check box to enable devices to log traffic that matches the service-to-Aerohive 
class mapping. (Devices log traffic whether the action is permit or deny.) The main use of logging 
traffic is to see if the devices are receiving expected-or unexpected-types of traffic when you debug 
connectivity issues. You can see the log entries in the event log on the devices (show logging 
buffered). Also, if you configure the device to send event logs to a syslog server, you can see the log 
entries there.

You can edit individual service-to-Aerohive class mappings by clicking the Edit icon (pencil) and 
remove them by clicking the Delete icon.

7. To add more application services to the classifier map, repeat the previous steps. When done, click the 
Save button in the upper right corner of the dialog box.

8. Choose the classifier map that you just created in the Classifier Map drop-down list.
9. You can also create a marker map to map classes from the Aerohive QoS class system to an 802.11e, 

802.1p, or DiffServ classification system and apply that marking on all outbound traffic. Then the next 
forwarding device in the network can apply an appropriate level of service to the traffic it receives from 
the Aerohive device. (Because the creation and use of marker maps remains unchanged in this release, 
their configuration is not covered here. See the HiveManager Help for information about configuring 
marker maps.)

10. To add the classifier and marker maps to the network policy, click Save at the top of the Additional 
Setting panel.

HiveManager returns to the Configure Interface & User Access panel.

Adding QoS Rate Control and Queuing to a User Profile
To create a rate control and queuing profile for an existing user profile:

1. In the Configure Interfaces & User Access panel in the Configuration section, select a previously 
configured user profile.

2. In the Edit User Profiles panel, expand the QoS Settings section, and then click the New icon ( + ) next to 
the Rate Control & Queuing Policy field. The Rate Control & Queuing dialog box appears.
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3. Enter the following, and then click Save:

Name: Enter a name for the rate control and queuing profile. This is the name that will appear in the 
drop-down list in the network policy.

Per User Rate Limits: Enter the maximum amount of bandwidth in Kbps that an individual member of 
this profile can use with a wireless client supporting the IEEE 802.11a/b/g and 802.11n standards.

Class Number - Name: (read-only) This is a list of the eight Aerohive QoS classes identified by class 
number and name.

Scheduling Type: Choose either Strict or Weighted Round Robin as the scheduling method which sets 
how the APs forward traffic. When you apply strict scheduling, APs forward traffic immediately; they do 
not queue it. When you apply weighted round robin, APs forward traffic in turns based on how traffic is 
weighted. APs forward traffic with a greater weight faster than traffic with a lesser weight.

Scheduling Weight: This defines a preference for forwarding traffic using a weighted round robin 
scheduling discipline. The weight for one class of traffic is relative to the weights of other classes. A 
larger weight of one traffic class indicates a greater preference in relation to the weights of other 
classes. For example, if you use weights to give the forwarding of one class of traffic twice as much 
priority as another, the effect of weights 5 to 10 would be the same as 50 to 100 (where 10 and 100 
weigh more than 5 and 50, respectively and, therefore, indicate greater preferences).

Weight%: (read-only) This indicates an automatically calculated percentage of the weight of each 
class of traffic in relation to the weights of other classes.
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Policing Rate Limits for 802.11a/b/g and 802.11n: For each of the eight classes, you can set a different 
rate limit-for devices supporting the IEEE 802.11a/b/g standards and for those supporting 802.11n. The 
default rate limits for each class are as follows:

7 - Network Control: 512 Kbps for 802.11a/b/g and 20,000 for 802.11n

6 - Voice: 512 Kbps for 802.11a/b/g and 20,000 for 802.11n

5 - Video: 10,000 Kbps for 802.11a/b/g and 1,000,000 for 802.11n

4 - Controlled: 54,000 Kbps for 802.11a/b/g and 1,000,000 for 802.11n

3 - Excellent Effort: 54,000 Kbps for 802.11a/b/g and 1,000,000 for 802.11n

2 - Best Effort 1: 54,000 Kbps for 802.11a/b/g and 1,000,000 for 802.11n

1 - Best Effort 2: 54,000 Kbps for 802.11a/b/g and 1,000,000 for 802.11n

0 - Background: 54,000 Kbps for 802.11a/b/g and 1,000,000 for 802.11n

You can change the traffic class rate limit to any number from 0 to the value entered in the Per User 
Rate Limit field. The maximum traffic class rate limit can be equal to, but not great than the maximum 
user rate limit.

4. Choose the policy that you just created from the Rate Control & Queuing Policy drop-down list.
5. For the policing rate limit, define the maximum traffic forwarding rate per user profile for each wireless 

mode. This is the maximum amount of bandwidth in Kbps that all users belonging to this profile can use. 
Aerohive devices control the maximum amount of bandwidth that all members in a user profile can use 
by enforcing a maximum rate limit. This limit applies to the cumulative, concurrent traffic of all the 
members belonging to a profile.

6. Continue to the next section to configure IP firewall policies for the same user profile.

Application-based IP Firewall Policies
You can create IP firewall policies that permit and deny traffic based on services identified at Layer 3 and 4 
(network services) or at Layer 7 (application services). To configure an IP firewall policy based on application 
services for a user profile:

1. In the same Edit User Profiles panel where you configured the QoS settings in the previous section, 
expand the Firewalls section, and then click the New icon ( + ) next to the From-Access field under IP 
Firewall Policy.

The IP Policies > New dialog box appears. 

2. Enter the following, and then click Save in the upper right corner of the IP Policies > New dialog box:

Policy Name: Enter a name for the IP firewall policy. This is the name that appears in both the 
From-Access and To-Access drop-down lists. You can use the same policy to control traffic in both 
directions or you can have separate policies for each direction.

Description: Type a descriptive note about the policy for future reference.

To add a rule to the policy, click the New icon ( + ) at the far right of the table heading row (next to the 
Logging column), enter the following:

Rule ID: (read-only) HiveManager automatically generates an ID for each rule after you save the policy. 
Aerohive APs use these IDs internally.

Source IP: Choose the IP address from which traffic initiates. If you do not see a previously defined IP 
object/host name that you want to use, click the Modify icon to modify an existing object or click the 
New icon ( + ) and define one.
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Destination IP: Choose the IP address to which traffic is sent. As with the source IP address, you can 
modify an existing IP object/host name or create a new one if necessary.

Service: From the drop-down list, choose Application Services. The Select Applications dialog box 
appears. Move the applications to which you want to apply the rule from the Available Applications list 
to the Selected Applications list by clicking to the right of an application name and then clicking the 
right arrow. (Selecting the application name itself causes a pop-up window with additional information 
about the application to appear.) To filter the display of applications by application name or group 
name, enter all or part of a name in the Filter by field and click the magnifying glass icon.

When done, click OK. HiveManager returns to the IP Policies > New dialog box.

3. Click the Done icon at the right of the row. The services that you selected in the Select Applications 
dialog box appear in a list of IP policy rules. 

4. Choose the pencil icon to edit the Action and Logging columns if necessary. 

The predefined IP object/host name "any" is the equivalent of 0.0.0.0/0 and represents all IP addresses.
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5. Use the all directional arrow in the far left of the table to reorder the policies if desired. The order of the 
rules is important because HiveManager begins its search with the first rule by looking at incoming frames 
for the source IP address, source port, destination IP address, destination port, action, and service. When 
HiveManager finds a match in a frame, it applies the rule. Then it searches for the same information in 
the second rule and so on. For more information about firewalls, see the online help.

6. Then click Save. The Configure Interfaces & User Access panel of the Configuration section appears. 
7. Choose the IP firewall policy that you just created from the To-Access drop-down list. You can also 

choose it from the From-Access list or create another policy depending on your network security 
requirements.

8. To save the QoS and IP firewall policy settings and exit the Edit User Profile panel, click Save.
9. To upload the configuration to the APs, click Continue, select the APs to which you want to upload the 

configuration, and click then click Upload.

This completes the configuration for traffic control based on application services.

Voice Enterprise
The Aerohive Voice Enterprise feature offers several controls to fine tune the ability of the network to handle 
voice traffic, allowing you to combine WMM-AC (Wireless Multimedia-Admission Control), radio resource 
measurement (802.11k), wireless network management (802.11v), and fast BSS transition (802.11r) into a 
customizable, comprehensive, and responsive network well-suited to voice traffic.

On the AP121, AP141, AP330, and AP350, WMM-AC uses QoS controls and bandwidth management 
techniques to augment existing WMM capabilities. It does this by monitoring the channel conditions and 
load to determine whether a device can support the traffic requested to be transmitted. If the device 
determines that the current channel conditions cannot support the extra traffic, then it will deny the traffic, 
causing the transmitting station to seek another path. If the channel conditions are determined to be 
healthy enough to support the extra traffic, then the device allows the traffic. In this way, WMM-AC prevents 
voice degradation due to channel conditions and management.

Aerohive uses radio resource management (802.11k) to monitor the performance of the network with 
respect to the RF environment, such as noise, channel load, and station statistics. Using 802.11k, Aerohive 
devices can collect information and make intelligent decision about client roaming and channel usage.

Aerohive uses a similar technology, wireless network management (802.11v), to allow clients to share 
information regarding the WLAN environment, including maintaining a list of neighbors. Sharing information 
in this way allows wireless devices to make real-time adjustments to the WLAN to optimize network 
performance. Location services are more accurate under 802.11v because stations can use the frame TOA 
(time of arrival) to determine relative positions of one another.

Fast BSS transition (802.11r) is also part of the Aerohive implementation of Voice Enterprise. Fast BSS transition 
introduces streamlined hand-off protocols by requiring stations to establish the QoS state and to negotiate 
encryption keys before the transition occurs. This way, when the transition occurs, there are no delays due to 
renegotiation of the keys and QoS assignment.

To configure WMM-AC in an existing SSID on an AP121, AP141, AP330, and AP350, click Configuration > 
SSIDs > ssid_name, expand the Advanced section, configure the following, and then click Save:

Enable WMM: (select)

Voice: Select to enable admission control algorithms for voice traffic.

Video: Select to enable admission control algorithms for video traffic.

Enable Unscheduled Automatic Power Save Delivery: Select to allow stations to request queued traffic 
at any time, rather than receiving queued traffic scheduled with the beacon.
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Enable Voice Enterprise: (select)

When you select this check box, HiveManager displays a reminder that enabling Voice Enterprise enables 
other options as well, and then prompts you to confirm the selection. When you click OK, HiveManager 
automatically selects WMM-AC Voice, and all of the Voice Enterprise options (802.11k/r/v).

Subsequently clearing this check box causes HiveManager to prompt you to choose whether you want the 
802.11k/r/v options to remain selected or to be cleared as a result of clearing the Enable Voice Enterprise 
check box.

Enable 802.11k (Radio Resource Measurement of Wireless LANs): (select)

Enable 802.11v (IEEE 802.11 Wireless Network Management): (select)

Enable 802.11r (Fast BSS Transition): (select)

To Enable Voice Enterprise or 802.11r, the SSID must be configured to use WPA2 key management. If the SSID 
is not configured to use WPA2 key management, these options are disabled (see figure below).

In addition, 802.11r implementation requires that the client devices that connect to the network be FT (fast 
transition) devices that support fast BSS transitions in their wireless hardware drivers. Non-FT devices that do 
not yet support 802.11r will encounter connection problems when attempting to operate on an 
802.11r-enabled SSID. Aerohive recommends that you do the following to avoid connection issues with 
legacy client devices:

• Configure a separate SSID for devices that support 802.11r roaming. When you do this, you provide an 
SSID for legacy clients so that they can operate normally on the network, and an SSID that supports the 
802.11r technology present in newer devices so that they can take advantage of the enhanced 
roaming capabilities.

Because HiveManager selects the 802.11k/r/v options when you enable Voice Enterprise, the 802.11k/r/v 
option disappear from the GUI interface. Despite being invisible, the 802.11k/r/v options are enabled. If 
you do not enable Voice Enterprise explicitly, you can still select 802.11k, 802.11v, and 802.11r separately. 
This approach has the same effects as selecting Voice Enterprise.

If you configure WMM-AC on devices other than an AP121, AP141, AP330, or AP350, HiveManager 
generates an error message when you attempt to upload a new configuration to the unsupported 
devices.

Aerohive does not support the creation of multiple SSIDs that share the same name. This means that 
you must configure a legacy SSID and an 802.11r SSID with different SSID names. For example, you can 
create an SSID named "WiFi Access" for legacy devices, and an SSID named "WiFi Access (FT)" for 
devices that are 802.11r compliant.
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• After you configure the 802.11r-enabled SSID, make sure that you allow only those devices that support 
802.11r to access the 802.11r-enabled SSID. Allowing legacy devices to access the fast BSS transition SSID 
can precipitate support calls because of connection problems.

• Whenever possible, encourage wireless network users to update the wireless drivers on their devices 
before connecting. Many connection issues regarding fast BSS transition capabilities either involve 
hardware that cannot support 802.11r or hardware that can support 802.11r but are using outdated 
drivers that fail to take advantage of the new technology.

Protected Frame Management
IEEE 802.11w establishes a number of protections that stations can use to protect 802.11 management 
frames from certain types of exploitation, such as reply attacks and deauthentication attacks, and enhance 
the ability of receiving stations to verify the data integrity and the origin of the frame. 

To protect management frames, 802.11w-rather than encrypting the entire frame-uses a MIC (message 
integrity check), which is appended to the management frame (see illustration below). When the receiving 
station receives the frame, it checks the MIC to determine whether it is valid or missing. If the MIC is valid, 
then the frame is accepted; if invalid or missing, then the frame is discarded.

In addition to preventing malicious disconnections by spoofing, 802.11w also protect a number of action 
frames that act to carry information regarding the state of the network, RF environment, and so on. Such 
frames include spectrum and radio management frames, QoS, fast BSS transition, and block ACK frames.

The illustration below shows how 802.11w helps to protect management frames from malicious activity.

Management Frame MIC

Frame MIC

Valid MIC

Mgmt Frame

Frame MIC

Invalid MIC

Mgmt Frame

Valid hosts 
send a valid 
MIC-protected 
management 
frame.

The rogue AP cannot 
generate a valid MIC, 
and the friendly AP 
discards the 
management
frame.

The rogue wireless 
client cannot 
generate a valid 
MIC, so it cannot 
successfully 
spoof the
valid 
management 
frames.

Valid Network 
Host

Valid Network 
Host

Friendly 
AP

Mgmt Frame Mgmt Frame
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Aerohive Router NAT and Port Forwarding
If you have any branch sites in your enterprise topology where each site has the same IP address space, or 
you have sites with conflicting IP address schemes, and you want to be able to have inbound access 
through the VPN to each site, then you can use the one-to-one NAT capabilities through VPN tunnels on 
routers at each site. The branch routers can then map local subnetworks to different addresses that are 
routable through VPN tunnels across your network. With this approach, you can configure the Aerohive 
branch routers, which function as NAT gateways, to map their local subnetwork addresses, one-for-one, to 
NAT subnetwork addresses. HiveManager maps each host address on the local subnetwork side of the 
router uniquely to a corresponding network host address on the NAT subnetwork side of the router. 

Port forwarding on the WAN interface of a BR100, BR200, AP330, AP350, or SR2024 in branch router mode 
allows remote computers on the public network to connect to a specific host, such as an HTTP server, on the 
private network behind the router.

One-to-One NAT Subnetwork Translation
Aerohive refers to the one-to-one mapping of IP addresses in a local subnetwork to corresponding 
addresses in a NAT subnetwork as one-to-one NAT subnetwork translation. For example, if 192.168.1.0/24 is 
the local subnetwork for Site 1 and 10.10.10.0/24 is the NAT subnetwork for Site 1, then the router translates 
the source IP address of outbound traffic from a host at address 192.168.1.10 to 10.10.10.10. Conversely, the 
router translates the destination IP address of inbound traffic to 10.10.10.10 to 192.168.1.10.

Site 1 BR200 
Branch Router

Site 2 BR200 
Branch Router

192.168.1.10

10.10.10.10

10.10.40.0/24

192.168.1.0/24

10.10.20.10

10.10.20.0/2410.10.10.0/24

HQ VPN Gateway

192.168.1.0/24 (local subnetwork) 
translates to 10.10.10.0/24 (NAT 
subnetwork)

192.168.1.0/24

192.168.1.0/24 (local subnetwork) 
translates to 10.10.20.0/24 (NAT 
subnetwork)

192.168.1.10

HQ

10.10.40.10
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In the same example, Site 2, which is a different branch, has a host with the same IP address of 192.168.1.10. 
For the device at Site 1 to connect to the host at Site 2, the router at Site 1 translates 192.168.1.10 to 
10.10.10.10, and the router at Site 2 translates 192.168.1.10 to 10.10.20.0. The VPN gateway at headquarters is 
then able to route 10.10.10.10 and 10.10.20.10. Additionally, a device at headquarters can communicate 
with these two hosts as well.

Configuring NAT Subnetwork Translation
You can configure NAT subnetworks for branches using overlapping or conflicting local IP addresses. You 
can replicate the same local subnetwork at each site. The routers and VPN gateway use the NAT 
subnetworks to route traffic over VPN tunnels. 

Replicating the Same Subnetwork at Each Site
You might use this when different branch sites were configured with the same addresses at the time before 
they were connected by VPN tunnels. Now you want them to communicate with each other, but you do 
not want to reassign new addresses.

To replicate the same subnetwork at each site, complete the following steps:

1. Log in to the HiveManager GUI, click Configuration, select an existing network policy for routing that you 
want to edit, and then click OK.

2. Click the New button in the Subnetworks section.

The Configure Subnetwork page appears.

3. Enter the following, and then click the Save button at the bottom of the Customize Subnetworks section:

Replicate the same subnetwork at each site: (select) 

Local Subnetwork: Enter the IP address and netmask of the local subnetwork at each branch site, and 
select either the first or last IP address as the default gateway depending on how it is configured.

Enable DHCP server: Select this option to provide DHCP services on the subnetwork and enter the 
following:

DHCP Address Pool: Click and move the sliders from Excluded at start and Excluded at end to select 
the number of IP addresses in the DHCP pool. You can use IP addresses that are excluded from the 
larger DHCP pool for assigning static IP addresses to certain branch devices.

Lease Time: DHCP servers provide IP addresses to clients only for a limited time interval called the lease 
time. A DHCP client must renew its IP address before the lease time interval expires or relinquish the 
address. The lease time range is 60-86400000 seconds, with the default lease time set at 86400 seconds 
or 24 hours.

NTP Server IP: NTP (Network Time Protocol) is a networking protocol that devices can use to synchronize 
the current date and time. You can enter the IP address of the NTP server to which you want hosts in 
this subnetwork to synchronize their system clocks.

The following configuration procedure does not include steps for configuring a network policy or a 
VPN. See the "Unified Network Policy Configuration" section in this document and the HiveManager 
Help system and Aerohive Deployment Guide for instructions.

 If your select Create a unique local subnetwork at each site, it is unnecessary to enable NAT through 
the VPN tunnels because each site will already have unique IP addresses that are routable through the 
VPN.
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Domain Name: Enter the domain name for the hosts in this subnetwork (0-32 characters).

Network Address Translation (NAT) Settings: Click this option to expand the NAT parameter settings 
section.

Enable NAT through the VPN tunnels: When you select Replicate the same subnetwork at each side at 
the beginning of the Configure Subnetworks page, NAT is always enabled (and the check box cannot 
be cleared).

Number of branches: Enter the number of branch sites.

NAT IP Address Space Pool: Enter the NAT IP address space.

The NAT IP address space must be large enough to be mapped to the local subnetwork at every 
branch site of the local subnetwork IP address space. 

Mask: (Read-only field) HiveManager calculates the netmask required to support the number of NAT 
subnetwork branches you want replicated and the NAT address pool you entered.

Port Forwarding on the Branch Router WAN Interface
Aerohive branch routers can use port forwarding on their WAN interfaces to allow remote computers on the 
public network to connect to a specific host on the private network behind them. A router accomplishes this 
by mapping incoming traffic to a specific destination port on its WAN interfaces to a host on the private LAN 
connected to one of its LAN interfaces.

To set up port forwarding, configure the IP addresses to which hosts send traffic to the destination port 
number, the local host IP address, internal host port number, and traffic protocol.

See the HiveManager Help system for information about Domain Name configuration.

The Export Mapping button allows you to export a one-to-one map of your local subnetwork IP 
addresses to their corresponding NAT subnetwork IP addresses in a .csv (comma separated value) file. 
You can open it with a spreadsheet application, such as a Microsoft Excel, after entering the Number 
of branches and a valid NAT IP Address Space Pool.

See the HiveManager Help system for instructions about selecting subnetworks based on classification 
rules and allocating NAT subnetworks by specific IP addresses at sites.
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For example in the following illustration, Site 2 operates an HTTP server on port 8080. By default, the router 
denies all incoming connections to avoid exposure to potential security risks. In this example, you can 
configure a port forwarding rule that maps all incoming TCP connections to port 8080 on the WAN/ETH0 
interface to port 80 of the host at 192.168.1.2. If a client at 1.1.1.1 initializes an HTTP connection request to 
2.2.2.2:8080, which is the IP address of the WAN/ETH0 interface on the router and the destination port 
number in the port forwarding rule, the router translates the destination to 192.168.1.2:80. For the HTTP 
response, the router reverses the translation from 192.168.1.2:80 to 2.2.2.2:8080.
.

For each WAN interface, the current port forwarding feature allows you to map up to 16 ports to the first 50 
reserved static IP addresses that you excluded from the larger DHCP address pool for access to certain 
branch devices.

To configure port forwarding:

1. Enable port forwarding through the WAN interfaces: (select)

The Aerohive router has a single public IP address on its WAN/ETH0 interface and performs NAT on all 
outbound traffic to the Internet. If you require access to your LAN behind the router, you can use port 
forwarding to route inbound traffic to the internal IP address and port number of servers on the private 
LAN.

2. Click the New button and enter the following parameters to map inbound traffic to an internal host, and 
then click the Apply button.

Destination Port Number: Select and enter the destination port number of the inbound traffic. Map WAN 
interfaces inbound traffic to an internal host based on the destination port number.

Local Host IP Address: Enter the private IP address of the internal host, such as that of an HTTP server. The 
IP address of the host must be among the excluded addresses at the start of the DHCP pool. If DHCP is 
not enabled for the subnetwork, all IP addresses are considered excluded.

Internal Host Port Number: Enter the port number on which the host receives traffic. This can be the same 
as the destination port number or a different one.

Traffic Protocol: Use the drop-down list to choose the protocol of the inbound traffic: Any, TCP, or UDP.

Internet

192.168.1.2:802.2.2.2:8080

192.168.1.2

A remote host at address 1.1.1.1 sends an HTTP request to port 8080 on the router WAN interface 
at 2.2.2.2. The router translates the destination IP address:portnumber 2.2.2.2:8080 to 
192.168.1.2:80 and forwards it to the HTTP server behind the router. The router translates the 
source IP address and port number in the reply from 192.168.1.2:80 to 2.2.2.2:8080 before routing 
it back to the Internet.

Router

WAN/ETH0 2.2.2.2

1.1.1.1
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Policy-based Routing Enhancements
HiveManager 6.0r2 and HiveOS 6.0r2 releases enhance policy-based routing features for Aerohive BR series 
routers, AP330, and AP350 access points configured as routers, and the SR2024 when configured as a router. 

Introduced in this release is a broader selection of source traffic types, providing greater flexibility in creating 
routing policies. Without routing policies applied, a router makes routing decisions using its routing table. With 
policy-based routing, outgoing traffic is first filtered through a set of rules and then given special processing 
or dropped, depending on the set of rules you configure and apply. This enhanced policy-based routing 
feature allows you to route packets arriving at your Aerohive router from different sources to the same or a 
different destination.

In addition to the source user profile, you can define Aerohive routing policy rules based on different types 
of source traffic: an IP address range, a specified network, an ingress interface, or any traffic source type. 
The router enforces the rules in the order of their position in the policy rules list.

1. To add a routing policy to an existing network policy, log in to the HiveManager GUI and click 
Configuration. Choose a network policy for routing, and then click OK.

2. Click Edit for Additional Settings at the bottom of the Configure Interfaces & User Access panel, expand 
Router Settings, and click the New icon ( + ) next to Routing Policy.

3. Enter the following, and then click Save:

Profile Name: Enter a name for the routing policy. This is the name that appears in the Routing Policy 
drop-down list in network policies.

Description: Enter a brief description for future reference.

You have the option to use a standard split tunnel template, tunnel all traffic through the VPN tunnel, 
or create a custom routing rule set. Regardless of which option you choose, each rule set is 
preconfigured with its own catch-all rule that applies to all user profiles and cannot be deleted.

Split Tunnel: Select this option to forward all non-guest source traffic through the VPN tunnel, and 
forward any external source traffic through the selected interface. Guest traffic that is destined for 
internal resources is dropped. You can also select a backup forwarding interface for source traffic. You 
can choose a primary WAN interface under Forwarding Action and a secondary, or backup, WAN 
interface under Backup Forwarding Action. If the primary WAN interface goes down, it fails over to the 
secondary interface to ensure that the traffic is not disrupted.

When setting up split tunnel, use the Forwarding Action drop-down list to choose the forwarding 
interface to drop or forward traffic to the Internet. Choose a Backup Forwarding Action secondary 
interface from the drop-down list to drop or forward traffic to the Internet in the event that the primary 
interface goes down.

Tunnel All: Select this option to route all non-guest traffic through the VPN tunnel and drop all other 
traffic. All of the fields in this rule are read-only; it does not allow you to change Forwarding Action or 
Backup Forwarding Action.

There is only one routing rule for this option that applies to all non-guest traffic, and the forwarding 
action is Tunnel All.

Although you have the ability to create a separate routing rule for each source traffic type, it is not 
necessary to do so. Each of the configurations has a catch-all rule for traffic that applies to all source 
traffic types and cannot be deleted. If the traffic does not match any of the rules you configure, then 
the router forwards the traffic through the appropriate interface according to the final rule.

The Track IP settings are no longer applied in the routing policy as in previous releases. You now 
apply them in the Additional Settings > Service Settings section of a network policy.
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Custom: Select this option to define a set of custom rules that routes traffic from any source, IP address 
range, network, interface, or user profile to any destination, IP address range, network, host name, or 
private.

Click the New icon located to the right of the Routing Polices section to create a new custom rule. A 
new rule configuration row appears. Define a new rule by selecting the source traffic type and 
destination route type from predefined sets of traffic and route types. Then assign appropriate values 
or value ranges to those source traffic and destination route types. 

Source Traffic: Choose the source of the traffic to which you want to apply a rule using the Type 
drop-down list: any, IP range, network, interface, or user profile. Enter appropriate values for an IP 
range (start and end of IP addresses to define range), network (IP address and netmask), 
interface (Ethernet port), or choose a previously defined user profile. 

Any - Use this when you want a routing policy rule to apply to traffic from any source. For 
example, you might want the router to send all traffic destined for public IP addresses out the 
primary WAN interface to the Internet.

IP range - Use this when you want a rule to apply to traffic from a range of IP addresses, such 
as the addresses in a DHCP pool reserved for a specific group of users, such as the executive 
team at the site.

Network - Use this when you want a rule to apply to traffic from an entire subnetwork, such as 
a network reserved for one or more types of users, such as contractors and guests.

Interface - Use this when you want to apply a rule to all traffic arriving at a specific interface. 
For example, for devices connected to specific switch ports.

User profile - Use this when you want to apply rules to specific types of users.

Destination Route: Choose the destination of the traffic to which you want to apply a rule using 
the Type drop-down list: any, IP range, network, hostname, or private. Enter appropriate values 
for IP range, network IP address and netmask, or host name. You cannot enter values for the any 
or private route destinations.

Any - Use this when you want a routing policy rule to apply to traffic to any destination. For 
example, you might want the router to send all traffic out the primary WAN interface.

IP range - Use this when you want a rule to apply to traffic to a range of IP addresses, such as 
a group of routers set in a contiguous range of static IP addresses.

Network - Use this when you want a rule to apply to traffic to an entire subnetwork.

Hostname - Use this when you want a rule to apply to traffic destined for a server with a 
specific host name.

Private - Use this when you want a rule to apply to traffic destined to the corporate VPN.

Forwarding Action: From the drop-down list, choose the primary route you want the traffic to 
take after the router applies a rule:

Primary WAN - This option routes traffic through the interface designated as the primary WAN 
interface on the device settings page. By default, the primary WAN interface on a branch 
router is WAN/ETH0. On an SR2024, if one Ethernet ports is in WAN mode, and the wireless USB 
modem is set in WAN mode, then the Ethernet port is the primary WAN interface by default. If 
there are two Ethernet ports set in WAN mode on an SR2024 device, then the one with the 
lower port number is the primary WAN interface by default.

When selecting an IP address range, be sure to use a tilde (~) instead of a hyphen to 
indicate a range.
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Backup WAN-1 - This option routes traffic through the interface designated as the backup 
WAN interface on the device settings page. By default, the backup WAN interface on a 
branch router is the wireless USB modem. If an Ethernet port and the USB modem on an 
SR2024 are set in WAN mode, then the modem is again the backup WAN-1 interface. If two 
Ethernet ports are set in WAN mode on an SR2024, then the one with the higher port number 
is the backup WAN-1 interface by default.

Backup WAN-2 - This option routes traffic through the interface designated as the secondary 
backup WAN interface when there are three interfaces in WAN mode. On an SR2024, it is 
possible to have three WAN interfaces if you put two Ethernet ports in WAN mode and also 
use a wireless USB modem. In this case, the modem would be the secondary WAN interface 
behind the two Ethernet ports. On a branch router, you can put one of the LAN ports (ETH1, 
ETH 2, ETH3, or ETH4) in WAN mode, and if there are two other WAN interfaces—ETH0/WAN 
and a wireless USB modem—then the LAN port would be backup WAN-1 and the USB 
modem would be backup WAN-2 by default.

Corporate Network (VPN) - This option routes traffic through the tunnel interface on a router 
that connects a branch site to the corporate site through an IPsec VPN tunnel.

Drop - This option drops traffic rather than forwarding it.

USB - This option routes traffic through a wireless USB modem.

Wifi0 or Wifi1 - This option routes traffic through the chosen Wi-Fi interface when the device is 
in client Wi-Fi mode.

Eth0-Eth28 - This option routes traffic through the selected Ethernet interface. Your choice is 
dependent on the platform to which you apply this routing policy.

Backup Forwarding Action: If the router cannot use the primary route because of an IP tracking failure, 
use the drop-down list to choose the backup route you want the traffic to take after the router applies 
the rule: Primary WAN, Backup WAN-1, Backup WAN-2, Corporate Network (VPN), Drop, USB, Wifi0, 
Wifi1, or Eth0-Eth28.

After you have configured a rule, click the Save icon located at the right side of the rule, or you can 
click the Cancel icon to clear your selections and start again. If you want to modify a rule you defined 
previously, click the Modify icon, make the changes, and then click the Save icon. To remove the rule 
altogether, click the Remove icon.

4. Repeat this procedure to add more rules for the newly created routing policy. You can have a 
maximum of 128 rules in a single policy. Because the device applies rules in the order in which they are 
positioned in the routing policy, you might need to reorder them. To do so, drag and drop the rules to 
rearrange them in the list.

Example Routing Policy
The following is an example policy for routing various types of traffic from a retail site to the Internet and 
through a VPN tunnel to the corporate LAN. 

You create a policy rule to tunnel traffic from an "Execs" user profile to the private corporate network and 
back up it across the wireless 3G/4G network. You create another rule to tunnel traffic from an "Employees" 
user profile to the private corporate network but do not back it up across the 3G/4G network because of 
the expense. Similarly, you also create rules for the employees and executives to access the Internet through 
the WAN/ETH0 port but only back up Internet access for the executives.

The Forwarding Action route cannot be the same route for the Backup Forwarding Action; they 
are mutually exclusive.
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You create a rule for traffic generated by point-of-sale credit card purchases, directing traffic from 
equipment physically connected to the ETH4 port on the router through the VPN tunnel to a secure 
corporate server with the host name secure.corp.com.

Finally, you create a rule routing guest and customer traffic from subnet 10.1.1.0/24 to the Internet out the 
WAN/ETH0 port on the router.

When in backup mode, all traffic that is set for backup is routed through the USB modem across the 3G/4G 
private network to the corporate LAN.

Users Source Destination Forwarding Action Backup Forwarding 
Action

Execs User profile "Execs" Private VPN USB

Employees User profile 
"Employees"

Private VPN None

Execs User profile "Execs" Any WAN/ETH0 USB

Employees User profile 
"Employees"

Any WAN/ETH0 None

POS Credit Card 
Purchases

Interface ETH4 Hostname 
"secure.corp.com"

VPN USB

Guests & customers Network 10.1.1.0/24 Any WAN/ETH0 None

HQ VPN
Gateway

Retail Store BR200-WP 
Branch Router

Employees & 
Execs10.1.1.0/24

WAN/ETH0 
Guest Traffic

Guest/Customer

POS Credit Card 
Purchases

10.1.2.0/24

10.1.3.0/24

Execs and Employees traffic is defined by creating 
a user profle for each type of corporate user and 
traffic routed through the corporate VPN, but only 
the Execs traffic is backed up using the USB 
modem. Credit card Purchases sent to the ETH4 
router port are routed to the secure.corp.com 
server over the VPN tunnel and backed up using the 
USB modem. Guest traffic on subnet 10.1.1.0/24 is 
sent out of the branch router WAN/ETH0 port.

Application 
Server

secure.corp.com

ETH4 
Port

Corpoate LAN

Internet

3G/4G
Backup
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Define Executives by creating an Exec user profile and create a policy rule to send Executive traffic to the 
private corporate network that is backed up by the branch router USB modem port. Define Employees by 
creating a separate Employee user profile and create a policy rule to send Employee traffic to the private 
corporate network that is not backed up. Create rules for by Employees and Execs that allows them to 
access the Internet through the WAN/ETH0 router port, but only back up the Execs access to the Internet.

Define a rule for point-of-sale credit card purchases such that all such traffic is routed to the ETH4 router port 
and destined to the secure corporate server with the host name secure.corp.com.

Define a rule for guest and customer traffic on subnet 10.1.1.0/24 that is routed to the Internet using the 
WAN/ETH0 port of the router. 

When in backup mode, all traffic that is set for backup is routed through the USB modem to the 3G/4G 
system.

Only Execs and POS credit 
card purchases are backed 
up using the USB modem. 

HQ VPN
Gateway

Retail Store BR200-WP 
Branch Router

Employees & 
Execs10.1.1.0/24

WAN/ETH0 
Guest Traffic

Guest/Customer

POS Credit Card 
Purchases

10.1.2.0/24

10.1.3.0/24

Application 
Server

secure.corp.com

ETH4 
Port

Corpoate LAN

Internet

3G/4G
Backup
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Bonjour Gateway Enhancements
You can configure Bonjour Gateways to filter which shared services to advertise based on VLANs and 
distance. You can create policy rules governing how BDDs (Bonjour Designated Devices) in specific source 
and destination VLANs share services with each other. You can also specify how many management subnet 
hops away a BDD can be from another BDD for them to advertise the services that they share. (A 
management subnet is the subnet in which the mgt0 interface IP address of an Aerohive device is located.) 
For example, if the mgt0 interfaces of two BDDs are in different subnets and they are wireless neighbors to 
one another-that is, they can detect each other's radio signals-they are one hop away. If two BDDs are not 
within radio range, they learn of one another through a single intermediary hive member, and the mgt0 
interfaces of all three devices are in different subnets from one another, then the two BDDs are two hops 
away. If there are two intermediary hive members in two separate subnets between them, then they are 
three hops away, and so on.

Aerohive APs, routers (except the BR100), HiveOS Virtual Appliances, and SR2024 switches in router mode 
can act as Bonjour Gateways. Because each management subnet requires a single active Bonjour 
Gateway, all the hive members in that subnet elect a BDD. The different Aerohive models have different 
priorities, which determine which device wins the election. The following are the default priority settings per 
platform:

If you want to change the priority for a platform, you can do so in the Bonjour Gateway Configuration 
section on the Device Settings page for a single Aerohive device or for multiple devices. The range is 0-255, 
and values closer to 255 have higher priority. If the management subnet has only one type of platform, then 
the device with the lowest MAC address is elected BDD. When there are different platforms, then the above 
priority values become important.

If chosen to be the BDD (Bonjour Designated Device) for the management subnet to which it belongs, the 
Aerohive device scans an admin-defined set of VLANs for Bonjour services and then shares them with other 
BDDs in different management subnets within the same realm. In addition, the SR2024 also advertises 
services that the other BDDs share with it.

You can control which Bonjour services the Bonjour Gateways share with each other by creating filter rules. 
A filter rule controls the sharing of services by source and destination VLANs, by the number of management 
subnet hops away the receiving BDD is from the sending BDD, and by realm name. A realm consists of one 
or more hive members within radio range of one another but in different subnets/VLANs. These devices can 
detect each other automatically. If the hive members are not within radio range, then you can put them in 
the same realm by doing one of the following on the Device Settings page:

Place all of the devices on the same map.

or 

Manually set the same Bonjour realm name in the Bonjour Gateway Configuration section.

SR2024: 50 AP320 and AP340: 15

BR200: 40 AP120, AP121, AP141, and AP170: 10

HiveOS Virtual Appliance: 25 AP110: 5

AP330 and AP350: 20
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To create a filter rule, edit a previously defined Bonjour Gateway Settings profile or create a new one, and 
then click the New ( + ) icon at the top of the Bonjour filter rules section.
 

Enter the following to define a Bonjour filter rule, and then click the Save icon: 

Service: Choose the name of a service.

Type: (read-only) The service name and protocol for the resource record in the following format:

_<service>._<protocol>.

From VLAN Group: Choose the VLAN group from which services are advertised. If you do not see a VLAN 
group that you want to use, click the New ( + ) icon, and create one.

To VLAN Group: Choose the VLAN group to which services are advertised.

Action: Choose the action for the Bonjour Gateway filter to take on services between the specified 
source and destination VLAN groups: Permit the sharing of service advertisements or Deny them.

Metric (0-255): Enter the maximum number of hops away from the local BDD to accept service 
advertisements. (An immediately neighboring BDD is one hop away, a neighbor of that neighbor is two 
hops away, and so on.) The range of metric values is from 0 to 100. A value of 0, the default, means that 
there is no maximum distance.

Realm: Choose the name of an existing realm to apply this rule only to members of that realm (for 
information about defining a realm, see the preceding section). To apply it to members of all realms, 
choose [-any-] from the drop-down list.

The filter rules are applied in order from the top until a match is found. Because of this, the order of the rules 
is important. Put more specific rules near the top so that broader rules do not occlude them. If necessary, 
you can reposition rules within the list by drag-and-dropping them.

AirPlay and iOS 6.1 or Later
Apple devices running iOS 6.1 or later require two services for AirPlay to function: AirPlay and RAOP (Remote 
Audio Output Protocol). Therefore, enable Bonjour Gateway filter rules to allow both of them: *._airplay._tcp 
and *._raop._tcp. (Note that Apple devices running iOS 6.0 and earlier do not require RAOP to use AirPlay.)
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Reporting Enhancements
Release 6.0r2 adds two predefined report templates to the Network Summary section. An easy-to-use 
workflow helps you create custom reports using the same widgets that are available on the dashboard. 
Network summary reports are now fully customizable and you can filter by geographical location or network 
policy, user profile, or SSID. You can also add a custom logo to your generated PDF reports. (For information 
about the widgets used in create reports, see "Predefined Dashboard Widgets" on page 40.)

Cloning and Customizing a Network Summary Report
To clone and customize a network summary report, complete the following steps.

1. Click Reports > Network Summary, select the check box for Network Summary, and then click Clone.
2. Enter the following information, and then click OK:

Report Name: Enter a name for your report.

Report Description: Enter a brief description for your report.

Report Header: Enter a header for your report.

Report Footer: Enter a footer for your report.

Report Summary: Enter a summary description of your report.

3. By default, the Network Summary template contains five predefined widgets. You can add more 
widgets, or remove these widgets and add new ones from the list of widgets in the Report Settings panel. 
Select the check boxes for widgets that you want to add to your summary report. The allowed maximum 
is 25 widgets per report. When you are done, click Continue. For information about the available 
widgets, see "New HiveManager Dashboard" on page 38.)

4. From the Report Settings panel, select a device group, (either a location on one of the maps or a 
network policy), then select a data filter, (either an SSID or a user profile), and then click Continue.

5. Configure the following scheduling options for this report and then click OK:
Report Frequency: Select how often you want to generate the report: Daily, Weekly, or Monthly.
If you select Daily, you can schedule specific days for this report by selecting Customize Days and then 
selecting or clearing the check boxes for the days (the default setting is Monday through Friday). To 
specify a time span for the report, select Customize Time. The default is 12:00 AM to 12:00 AM.
If you select Weekly, you can then choose the weekday on which you want the report to start.
If you select Monthly, the report automatically starts on the first day of each month.
Enter a valid email address where you would like the report to be sent.

Customizing the Logo
You can customize the report for your organization, by adding a logo to the upper left corner of each page 
that HiveManager generates.

1. Click Reports > Report Settings.
2. In the Report PDF Logo section, click Select, navigate to the location of the image file that you want to 

use for your logo, select it, and then click Upload.

Your selected logo then appears in the Report PDF Logo section of the GUI. The next time HiveManager 
generates a report, it will use this logo.

To make changes to your report before it is complete, click the Back button at any time.
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New HiveManager Dashboard
HiveManager 6.0r2 introduces a new dashboard that provides a one-screen network management view 
into your entire deployment of Aerohive devices. Real-time monitoring helps you identify usage and trends 
by applications, users, clients, and wired and wireless Aerohive devices on your network.

The dashboard combines the existing Network Summary view with new default and configurable 
perspective views into the activity on your network. Multiple network administrators can now customize up 
to six dashboard perspectives to meet their network management requirements. HiveManager 
automatically maintains these perspectives from one login to the next for each admin. 

Viewing the Dashboard
The following illustration identifies the dashboard components.

The following sections describes the dashboard components that are shown in the illustration.

Perspective panel: The main portion of the dashboard contains the perspective views. For each of the 
default perspectives and for any custom perspectives that you create, data appears in this area when 
you select a perspective tab from the top of the page.

Each perspective can contain up to 10 widgets. You can view perspective data for specific time 
periods, and you can filter the data that is presented in the perspective widgets.

Four default perspectives

This area is the main perspective panel. 
Each perspective can have up to ten 
reports. You can customize the default 
perspectives or add your own perspective 
(for a maximum number of six).

Device groups show your 
network hierarchy as 
defined in maps

Data filters for 
the active 
perspective

or for each view separately 
using these icons.

Edit, schedule, export, or email network data 
for the entire perspective using these tools...

Multiple time coverage options

Left navigation bar. When editing 
perspectives, this area changes 
to show the predefined widgets.
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Default perspectives: The dashboard has four default perspectives; Applications, Network Summary, System 
Summary, and Troubleshooting. By default, when you first open the dashboard, the Network Summary 
perspective appears. You can modify any of these perspectives, or create custom perspectives by 
clicking the plus sign ( + ) to the right of the last perspective tab. The tabs for custom perspectives will 
appear to the right of the default tabs. For instructions on how to create a custom perspective, see 
"Creating a Dashboard Perspective" on page 41.

The default perspectives contain the following widgets:

Applications default widgets

• All Applications by Usage
• Top 10 Watchlist Applications by Usage - Summary
• Top 20 Watchlist Applications by Usage
• Top 20 Users by Applications by Usage

Network Summary default widgets

• Unique Wi-Fi Clients over Time
• Top 10 APs by Wi-Fi Client Usage
• Bandwidth Usage over Time
• Top 10 Wi-Fi Client OS Types by Usage
• Unique Wi-Fi Clients by OS over Time
• Active Client Status (Network Wide)
• Current Aerohive Device Status (Network Wide)

System Summary default widgets

• Current HiveOS Versions
• Current Network Security (Network Wide)
• Aerohive Devices in Up State
• Last 10 Audit Logs (Network Wide)

Troubleshooting default widgets

• Top 10 APs by Channel Utilization
• Top 10 Aerohive Devices by Errors
• Top 10 APs by Retries
• Top 10 APs by Airtime Utilization
• Top 10 Clients by Tx Airtime
• Top 10 Clients by Rx Airtime
• Client Device SLA  Compliance over Time
• Aerohive Device SLA  Compliance over Time

Time period buttons: The four time period buttons immediately below the perspective tabs allow you to view 
data for the last hour, last 24 hours, last 7 days, and a custom-defined period of time. For the Application 
perspective, the options are Last Hour, Last 8 Hours, Last Calendar Day (that is, the last complete, 
24-hour calendar day from midnight to midnight), and Custom. To the right of these buttons there is a 
Refresh icon, and a notification of when the view was last updated. Click Refresh at any time to refresh 
the data. For information on how to create a custom time period view, see "Creating a Custom Time 
View" on page 41. 

Data does not appear in Watchlist widgets until you create an application watchlist. For 
instructions on how to do this, see "Creating an Application Watchlist" on page 14.
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Editing and scheduling buttons: On the right side of the dashboard above the top-most widgets, there are 
buttons for editing the perspective, scheduling a report, exporting report data and emailing report 
data. For information about how to edit a perspective, see "Editing or Deleting a Dashboard 
Perspective" on page 41. For information about how to use the other buttons, see "Generating 
Perspective Reports" on page 42. 

Left navigation bar: The left navigation bar changes depending on whether you are viewing an existing 
perspective or creating or modifying a perspective. If you are viewing a perspective, the left navigation 
bar displays filters that you can apply to the data you are viewing. If you are creating a new 
perspective, the left navigation bar displays the predefined widgets. You can add or remove these 
widgets for your custom perspective or for the default perspectives.

For more information about how to modify an existing perspective or create custom perspectives, see 
"Creating a Dashboard Perspective" on page 41. 

Working with Dashboard Perspectives
The dashboard provides four default perspectives and supports up to six perspectives. You can view data 
for the last hour, last day, last week, or create a custom time frame view. You can edit, schedule, export, or 
email the entire perspective, or each view on the perspective separately. 

HiveManager retains your network context across all perspectives and for multiple network administrators. 

Create your own perspectives using the wide variety of predefined widgets to define a workflow through 
which you can troubleshoot network issues and quickly view network activity.

Predefined Dashboard Widgets
HiveManager 6.0r2 introduces a large selection of predefined widgets that give you multiple ways to view 
and manage your network. You can filter most widgets to provide data by device groups (location and 
network policy) and by data (SSIDs and user profiles). You can create up to six custom perspectives using 
these widgets, with up to ten widgets each.

Many dashboard widgets contain informative pop-ups, or links you can click for more information. Hover the 
cursor over a pie-chart or a section of a graph to view pop-ups, or click on an application name (such as 
Skype) from an Application widget for a detailed view of the Skype usage information. To leave the detailed 
view, simply click on the original perspective tab, or click the Dashboard tab. 

Widget Selection Guidelines

You can choose widgets that provide the most relevant information about your network at first glance. The 
following examples show how you might select various widgets based on your concerns:

• Widgets of particular importance for troubleshooting dropped clients are those displaying CRC 
errors, such as "Errors over Time" and "Top 10  Devices by Errors."

• If you are concerned about load balancing clients among your devices, you might choose to add 
the "Top 10 Wi-Fi Clients by Usage" or "Top10 Clients by Association Failures" widgets to a perspective.

• To monitor network security, you can view the "Current Network Security (Network Wide)" widget, 
which contains information on friendly APs, rogue APs, and rogue clients. 

• If you are concerned with airtime usage, you can customize the dashboard to show the "Top 10 APs 
by Airtime Utilization", "Inbound Usage over Time", "Top 10 APs by Channel Utilization", "Top 10 Clients 
by Rx Airtime" and "Top 10 Clients by Tx Airtime" widgets.

• If you are concerned with the wireless health of clients, you can customize the dashboard to show 
the "Client Device SLA Compliance over Time", or " Aerohive Device SLA Compliance over Time" 
widgets. 

For more information about all of the dashboard widgets, see the online Help.
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Creating a Dashboard Perspective
To create a new dashboard perspective, perform these steps:

1. Click the plus ( + ) icon next to the Troubleshooting perspective tab. Select the check boxes for up to 10 
widgets in the left navigation bar. When you select a widget, HiveManager automatically adds it to your 
perspective page.

2. When you are satisfied with your selections, click Save. Your complete perspective appears, displaying 
data for the widgets you selected. 

Editing or Deleting a Dashboard Perspective
To edit an existing perspective, perform the following steps:

1. Click the Edit button in the upper right corner of the dashboard. The perspective view will change, and 
you will see the list of widgets in the left navigation bar. The widgets that are currently selected for this 
perspective will have a check in the check box next to their names. 

2. To remove a widget from the perspective, clear the check box. 
3. To add widgets to the perspective, select their check boxes. 
4. When you are finished, click Save.

To delete an admin-defined perspective, the System Summary perspective, or the Troubleshooting 
perspective, perform the following steps:

1. To remove a perspective completely from the dashboard, click the x next to the perspective name. A 
warning pop-up allows you to confirm or cancel the removal.

2. By default, all new perspectives are named "New Perspective". To change the name, double-click on 
the perspective name in the tab, type a new name, and then type Enter.

Creating a Custom Time View
Each perspective offers four time spans for which you can view data, including a custom time span that you 
can define. To create a custom time period in which to view your perspective, complete the following steps:

1. Click the Custom button at the top of the perspective panel (to the right of the Last 7 Days button).
2. In the dialog box, make the following selections and then click OK:

Start time: Select a day on which you want the perspective data to start. You can click the calender 
icon and select a month and day. Then select a start time from the drop-down list.

End Time: Select a day on which you want the perspective data to end. Then select an end time from 
the drop-down list.

For existing network devices, widgets will generally be populated with data a few moments after you 
click Save. For new devices, the Last 24 Hours view will show data within one hour, and the Last Hour 
view will show data within 5 minutes.

Y
For this release, you cannot rearrange widgets on a perspective. To change the order in which 
widgets appear, you must first remove all of the widgets, and then add them back in the order in 
which you want them to appear.

 Perspective data is created and retained for the last 24 hours, for one week (7 days), for one month (30 
days) and for one year (12 months). When you are configuring a custom time display, if you enter a start 
date and a report length that do not fall within one of these time periods, an error message appears 
directing you to change your start date, end date, or report length (or all) to accommodate the time 
frame for the retained data.
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Generating Perspective Reports
You can edit, schedule, export, and email reports from your dashboard perspectives. Use the buttons at the 
top of the perspective window to perform these tasks for the entire perspective, or the icons in the top right 
of many of the individual widget views. 

The Edit, Export, and Email functions are self-explanatory. To configure report scheduling, click Schedule a 
Report, complete the following information, and then click Save:

Name: Name your report. The name can contain up to 32 characters, including spaces.

Report Description: Enter a helpful description for this report. The description can contain up to 64 
characters, including spaces. 

Report Header: To add a header to your report, enter up to 128 characters, including spaces. 

Report Footer: To add a footer to your report, enter up to 128 characters, including spaces.

Report Summary: Add a brief summary or this report, containing up to 1024 characters, including spaces.

Report Frequency: Select one of the following schedule frequency options:

Daily: For this option, you can either generate the report every day (the default), or you can customize 
the days for which this report should be generated (just on business days, for example). You can also 
customize the timespan that you want this report to cover. 

Select the Customize Days check box, and enter a check mark for each day for which you want 
to generate a report.
Select the Customize Time check box, and enter a timespan that the report should cover. The 
default is 24 hours, from 12:00 AM to the following 12:00 AM.

Weekly: When you select this option, you can also select the day of the week on which you want the 
report to be generated. The default is Sunday, and the report covers seven days.

Monthly: Monthly reports are generated on the first day of every month and cover the entire month.

Email Delivery Address: Enter a valid email address where you want the reports to be sent. For example, 
you can send reports to yourself, your supervisor, or other network administrators.

When you click Save, a message gives you the option to view your report immediately or at a later time.

Some widget views do not give you the option to edit or schedule, but instead offer a zoom option that 
takes you to a more detailed view of the data.
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Mobile Device Integration with AirWatch
In 6.0r2, Aerohive can integrate mobile device management with AirWatch. AirWatch provides enrollment 
services for iOS, Mac OS, Symbian OS, BlackBerry, and Android devices allowing a simple way to manage 
mobile devices in your network.

When a wireless client connects to an Aerohive AP, the AP queries the enrollment status of the client before 
allowing it to connect to the network. If the client is already enrolled, the AP allows the device on the 
network. If the client is not yet enrolled, then the AP redirects it to the AirWatch enrollment portal. Upon 
successful enrollment, AirWatch might configure the client and the Aerohive AP allows it to access the 
network.

To enable AirWatch or the Casper Suite MDM enrollment:

1. Log in to HiveManager, click Configuration, highlight a network policy for routing, and then click OK.
2. In the Configure Interfaces & User Access panel, click the name of an SSID for which you want to enable 

mobile device management with AirWatch.

HiveManager displays the Edit SSID panel.

3. Expand the Advanced section, select Enable MDM Enrollment, and then click the New icon ( + ). 

The New MDM Configuration dialog box appears.

4. Enter the following, and then click Save:

Name: Enter a name (1-32 characters) for the MDM configuration. This is the name that will appear in the 
drop-down list in the network policy.

Description: Enter a description about the configuration for future reference.

MDM Type: AirWatch

OS Object: Chose the client operating system for the type of clients that you want Aerohive to enforce 
enrollment with AirWatch: Apple-iOS (iPod/iPhone/iPad) and Mac OS-Symbian, BlackBerry, and Android.

Root URL: Enter the root URL path.

To obtain the root URL path, log in to the AirWatch system. Click the Menu tab and then click System 
Settings in the Configuration section. The System/Advanced settings window appears. Click System > 
Advanced > Site URLs. The site URLs are listed. Copy the URL in the Enrollment URL field on the AirWatch 
site and paste it into the Root URL field in HiveManager.

API URL: Enter the API URL for the AirWatch system.

For the API URL, copy the REST API URL from the System > Advanced > Site URLs page on the AirWatch 
site. Paste it in the API URL field in HiveManager.

API KEY: Enter the API KEY (1-32 characters).

To obtain the API key, navigate to the System > Advanced > API > REST API page. Copy the displayed 
API Key and paste it into the API Key field in HiveManager.

User Name: Enter the user name that an Aerohive device must submit when logging in to the MDM 
server to check the enrollment status of a client.

Password: Enter the password that an Aerohive device must supply during the MDM server login process 
and then enter it again in the Confirm Password field.
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MAC-based Authentication on Router Ethernet Ports
HiveManager 6.0r2 and HiveOS 6.0r2 releases support wired port authentication based on client MAC 
addresses for the Aerohive BR200 series routers, BR100 router, Aerohive AP330 and AP350 access points when 
configured to function as routers, and Aerohive SR2024 Switches for wired ports using MAC-based 
authentication.

MAC-based Authentication on Wired Ports
Port access control authentication is now available on Aerohive routers and switches for wired ports using 
Layer 2 MAC-based authentication. You can choose either MAC-based authentication or IEEE 802.1X 
(RADIUS) authentication for primary and secondary access authentication. 

MAC-based authentication provides a certain level of security for older devices that do not support 802.1X 
authentication by preventing unauthorized users from accessing the private network. A RADIUS server can 
use a MAC-based port authentication method to authenticate clients using their MAC addresses for user 
names and passwords. 

Before configuring MAC-based authentication, you must set up user accounts in the RADIUS server by 
providing MAC addresses for user names and passwords. If you choose MAC-based authentication as your 
primary means of authentication, you apply one of the three MAC-based authentication protocols. If you 
choose 802.1X for primary access authentication, then authentication uses RADIUS for authentication.
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To configure wired ports on Aerohive routers and switches to use MAC-based authentication, complete the 
following steps:

1. Log in to the HiveManager GUI, click Configuration, highlight an existing network policy, and then click 
OK.

The Configure Interfaces & User Access panel appears for the selected network policy.

2. In the Port Type section, click the name of an access port type, edit the following, and then click Save:

The Edit Port Types panel appears with Access selected and the Access Security section displayed.

Description: Enter a description (0-62 characters) for the access-port type. 

Primary authentication using: (select)

Choose 802.1X or MAC from the Primary authentication method drop-down list. 

If you choose Primary authentication using 802.1X, the Secondary authentication using MAC 
check box and its associated MAC authentication protocol drop-down list appears. If you want 
secondary authentication using MAC, click Secondary authentication using MAC check box 
and select the authentication protocol method from the drop-down list.

If you choose Primary authentication using MAC, its associated MAC authentication protocol 
drop-down list and Secondary authentication using 802.1X check box appears. Select the MAC 
authentication protocol method from the drop-down list. If you want secondary authentication 
using 802.1X, click the Secondary authentication using 802.1X check box.

Choose the authentication protocol method you want to use for MAC-based authentication from the 
protocol drop-down list: PAP, CHAP, or MS CHAP V2. This authentication protocol sends encrypted 
information from the client to the Aerohive AP, which in turn verifies the MAC user name and password 
with the RADIUS server.

If you choose MAC authentication as the primary authentication method, the secondary or 
backup authentication method is automatically configured as 802.1X. If you choose 802.1X 
authentication as the primary authentication method, the secondary or backup authentication 
method is automatically configured as MAC.
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Captive Web Portal Localization
In HiveManager, you can change the default language that a captive web portal uses to interact with users 
wanting Internet access. By changing the default language, you can deploy your Aerohive network in more 
locations worldwide.

Captive web portals are designed to provide a simple way for users to access the Internet in public areas in 
a way that provides protection both for the user and for the network owner. In scenarios where the users 
speak languages other than English, having a number of options from which to choose benefits users and 
network owners alike. When a user attempts to access the Internet, the browser sends a list of supported 
languages. The Aerohive device parses the list and checks the list of languages supported by the captive 
web portal. If there are one or more matching entries, then the captive web portal displays the login page 
in the shared language of the highest priority. If no matches are found, then the default language is 
displayed on the captive web portal.

You can preview the captive web portal pages in any of the supported languages before you decide 
whether to use them in production.

To preview the captive web portal pages in various languages, do the following:

1. Click Configuration > Advanced Configuration > Authentication > Captive Web Portals, and then open 
or create a new captive web portal.

2. To preview the login page, expand the Captive Web Portal Login Page Settings section, click Customize 
Login Page > Preview, and then choose a language from the Preview Language drop-down list.

To return to the captive web portal configuration page, click Return > Cancel.

The preview language changes immediate after you choose the language.
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3. To preview the success page, expand the Captive Web Portal Success Page Settings section, click 
Customize Success Page > Preview, and then choose a language from the Preview Language 
drop-down list.

To return to the captive web portal configuration page, click Return > Cancel.

To configure a captive web portal to use a language other than the default English, do the following:

1. Click Configuration > Advanced Configuration > Authentication > Captive Web Portals, and then open 
or create a new captive web portal.

2. Expand the Captive Web Portal Language Support section, select the languages that you want to be 
available to the captive web portal, choose a default language from the Default Language drop-down 
list, and then click Save.

The preview language changes immediate after you choose the language.

When you select the default language from the drop-down list, the list is populated only by the 
languages that you selected to be available to the captive web portal. For example, if you select 
English, German, French, and Simplified Chinese, then only those four languages will appear as options 
in the Default Language drop-down list.
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TeacherView MAC Authentication
You can now authenticate TeacherView students using MAC authentication, which uses the MAC address 
of the client device for identification. You can use MAC authentication in combination with 802.1X 
authentication. When a student signs in to a class, the student name and password are verified, and then 
the MAC address of the device is verified to ensure that it is an allowed client device. If the authentication 
fails, then the student is not allowed to join the class or to gain access to the network.

To configure MAC authentication, you can create a local user group that contains the students’ 
information, and then create the students as local users. You can also authenticate students by configuring 
an external data store, such as a RADIUS or LDAP server, to use MAC authentication.

This example assumes that you have an existing StudentManager installation that is configured with the 
information required to operate in a working school environment, and that you have configured 
StudentManager and HiveManager to work together. To set up StudentManager teacher, classes, and 
schedules, see the StudentManager Configuration Guide.

This example concentrates on the configuration of HiveManager, and only treats the importation or entry of 
MAC addresses into StudentManager. The following steps are needed to configure HiveManager to use 
MAC address authentication in conjunction with StudentManager.

1. Configuring StudentManager to Use MAC Authentication
2. Importing or entering the MAC addresses into Student Manager
3. Creating local users and group in HiveManager
4. Creating the Aerohive RADIUS server
5. Configuring a network policy
6. Configuring user profiles

Configuring StudentManager
In StudentManager, you must prepare the class objects to use MAC authentication, and then 
import (or enter manually) the MAC addresses.

Configuring StudentManager to Use MAC Authentication
For StudentManager and HiveManager to work together to authenticate students by the MAC address of 
their devices, you must configure both StudentManager and HiveManager to use MAC authentication.

To configure StudentManager to use MAC authentication, log in to StudentManager, click TeacherView > 
Guided TeacherView > Classes, click the name of the class on which you want to enable MAC 
authentication, select MAC Auth, and then click Save.

Importing or Entering MAC Addresses into StudentManager
Although you have the ability to enter MAC addresses manually for existing students, you can also import 
students and their MAC addresses together using a comma separated value (CSV) file. This example 
assumes that you are importing students and MAC addresses in this way.

The format of the .csv file is such that blank lines or lines that begin with "#", "*", or "//", which are used for 
commenting the file, are ignored. Lines that contain information to be imported consist of the following six 
fields separated by commas: student ID, student name, grade level, school ID, description, and MAC 
address. Below are lines from an example .csv file:

# List of student for MAC authentication
# Prepared by John Smith, March 1, 2013
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wmozart, Wolfgang Mozart, 9, ps.2000, ,001122334455
aeinstein, Albert Einstein, 12, ps.2000, ,001122334466
sdali, Salvador Dali, 10, ps.2000, ,001122334477

To import a .csv file into StudentManager, click TeacherView > Students > Import, click the Choose File 
button, navigate to the .csv file that contains the information, and then click Import.

Configuring HiveManager
After you have configured StudentManager, you must configure the SSID and user profiles to use MAC 
authentication. This example uses an SSID configured to authenticate MAC addresses using a local RADIUS 
service, creating the users and groups first, followed by an IP object to reference the RADIUS server, and 
then the network policy, SSID, RADIUS service, and user profiles.

Creating Local Users and Groups
Local users are in part identified by the groups of which they are a part. Because users cannot exist in 
isolation, you must configure a local user group into which to you place the local users. For MAC 
authentication, the local user group is dedicated to containing users that you intend to authenticate using 
MAC authentication.

The group that you create here is referenced by the Aerohive RADIUS server that you create in later steps.

To create a local user group, do the following:

Click Configuration > Advanced Configuration > Authentication > Local User Groups > New, enter the 
following information leaving the default values for the remaining fields, and then click Save:

User Group Name: grp-mac-auth-students

Description: Enter a brief description.

User Type: RADIUS users

User Profile Attribute: 1

VLAN ID: 1

After you create the group, you must populate it with users (that is, with students). To import students using a 
.csv file, do the following:

Click Configuration > Advanced Configuration > Authentication > Local Users > Import, click the Choose File 
button, navigate to and choose the .csv file that you have created for this purpose, and then click Import.

Some fields are not required. For example, the description field in each of the lines here is empty.

The attribute number that you enter here is the same as the attribute number that you intend to use 
when you configure the user profile.

The format and order of the fields in this .csv file are different. Whereas the fields in the StudentManager 
.csv file were as follows: 
student_id, student_name, grade_level, school_id, description, mac_address

The fields of the HiveManager .csv file are slightly different:
user_name, user_type, user_group, password, description, vhm_name

When you create the .csv files, student_name in StudentManager is analogous to user_name in 
HiveManager.
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Configuring a Network Profile and SSID
To create a network profile by clicking Configure > New, entering a name for the profile, selecting at 
minimum Wireless Access, and then clicking Create.

To create a new SSID using MAC authentication with StudentManager, click Choose > New, enter the 
following information, and then click Save:

Profile Name: student-access

SSID: Student Access

SSID Access Security: WPA/WPA2 802.1X (Enterprise)

Enable MAC authentication: (select)

Authentication Protocol: MS CHAP v2

When you click Save, you are returned to the Choose SSIDs dialog box. By default, the SSID you just created 
is highlighted. Verify that your newly created SSID is highlighted (you might have to scroll down to verify this), 
and then click OK.

After you create the SSID using WPA/WPA2 802.1X, HiveManager prompts you to create a RADIUS client by 
clicking the link in the Authentication column. Click <RADIUS_Settings> > New, enter the following 
information, and then click Save:

RADIUS Name: student-access-radius-client

Add a New RADIUS Server

IP Address/Domain Name: click New ( + ), enter the following information, and then click Save:

IP Address: (select)

Object Name: aerohive-radius

IP Entry: 10.10.10.50 

Server Type: Auth/Acct

Shared Secret: s3cr3t

Confirm Secret: s3cr3t

Server Role: Primary

Click Apply to save the configure of the current RADIUS instance.

You can also use an existing network profile if you want to adapt a current policy to include MAC 
authentication for your StudentManager implementation. Likewise, you can modify existing SSIDs for the 
same purpose. This example, however, assumes no prior configuration.

When the focus leaves the Profile Name field, the SSID field automatically populates with the content 
of the Profile Name field; however, you can change the SSID name to be different. For example, 
whereas the profile name cannot contain spaces ("student-access"), the SSID name can, and you can 
change the SSID to reflect that ("Student Access").

This is the IP address of the device that is configured to be the RADIUS server. The RADIUS 
service will be created in a later step.
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Configuring User Profiles
The user profile not only contains the various QoS and firewall configurations that you can apply to your 
users, it also contains the attribute number that binds it to the user group created in a previous step. By 
making the user group attribute number and the user profile attribute number the same, you are telling the 
devices to apply this user profile to any members of that user group automatically when they connect.

To create a user profile, click Add/Remove in the User Profile column to display the Choose User Profiles 
dialog box, click New, enter the following information, and then click Save:

Name: up-mac-auth-students

Attribute Number: 1

Default VLAN: 1

Click the Default tab, highlight your newly created user profile, and then click Save.

Creating the Aerohive RADIUS Server
Creating the actual RADIUS service to run on an Aerohive device involves configuring the RADIUS service on 
the device itself through the device configuration. You can configure a RADIUS server on any Aerohive AP or 
router.

To configure on an AP330, click Configuration > Devices > Aerohive APs > device_name, enter the following 
information, and then click Save:

Network Policy: Choose your new network policy from the drop-down list.

MGT0 Interface Settings

Static IP: (select)

Static IP Address: 10.10.10.50

Netmask: 255.255.255.0

Default Gateway: 10.10.10.1

Service Settings

Device RADIUS Service: Click New ( + ), enter the following information, and then click Save:

Name: radius-svr-students

Description: Enter a brief description.

Database Settings

Local Database: (select)

Highlight the grp-mac-auth-students group in the Available Local User Group list, and click > 
to move it into the Selected Local User Groups list.

When you return to the device configuration page, the name of the RADIUS service appears in the 
Device RADIUS Service drop-down list.

Because of possible naming confusion between the user group created previously and the user 
profile, an identifying prefix is added to distinguish their names. Distinguishing prefix are not necessary, 
nor do you have to name them similarly. You can use your own naming conventions in the 
configuration.
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The illustration below shows how the elements are configured and how they are related and bound.

StudentManager Database Integration
StudentManager now allows administrators to integrate StudentManager with student information systems 
(SIS) beyond PowerSchool. This is possible because StudentManager exposes the internal database objects 
by means of a RESTful API (an application programming interface that uses the REST, or Representational 
State Transfer, protocol). The REST protocol, in conjunction with a RESTful API allows you to query database 
objects using HTTP URLs that contain the text of the query. The following table describes how HTTP statements 
map to possible database query statements.

The illustration below shows how StudentManager, the RESTful API, and the student information system 
interact to synchronize the database information.

Database Keyword HTTP Method

SELECT GET

CREATE POST

UPDATE PUT

DELETE DELETE

StudentManager HiveManager

Enable MAC 
authentication

Import student 

Create local 
user group.

Import local 
user MAC 
addresses

Import student 
MAC addresses.

Student/UserName

Create IP object 
for RADIUS server

Create Network 
Policy

Create SSID

Create user 
profile

Create RADIUS 
server

IP

Ad
dr

es
s

AttributeNumber

Configuring StudentManager 
and HiveManager to use MAC 
authentication involves 
several steps. Elements are 
bound by values such as the 
student (user) name, attribute 
number, and IP address.
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Example: Requesting a list of schools
When the SIS queries for a list of all schools in the StudentManager database, it sends its query to the 
adapter, which translates the request to be compatible with the RESTful API. The output of the adapter is an 
HTTP URL:

https://<StudentManagerURL>/rest/v1/school

The RESTful API relays the query to the StudentManager database and receives the response. The RESTful API 
then formats the response as XML:

<SchoolsResult>

<ResultStatus>

<Operation>Get Schools</Operation>

<ResultFlag>Success</ResultFlag>

<ResultDetail>Success</ResultDetail>

</ResultStatus>

<Schools>

<School>

<SchoolId>School-01</SchoolId>

<SchoolName>Public School 1</SchoolName>

<Description></Description>

</School>

<School>

<SchoolId>School-02</SchoolId>

<SchoolName>Public School 2</SchoolName>

<Description></Description>

</School>

...

</Schools>

</SchoolsResult>

StudentManager

RESTful
API

Database

Student
Information 
System

Database

Adapter

The adapter represents the code 
that the Administrators provides to 
translate the information from the 
SIS to be used by the RESTful API.

The RESTful API provides a standard 
interface for interacting with the 
StudentManager database objects.
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The RESTful API forwards the XML formatted response to the adapter, which translates it into a format that 
the SIS can use, and then forwards it to the SIS.

Unified Network Policy Configuration
The traditional approach to deploying wireless access points is to add a wireless network over an existing 
wired network and then to manage them with two separate network policies. Aerohive allows you to 
manage routers, switches, and APs together within a single policy. If you prefer, you can still use multiple 
network policies—one for routers and switches and one for APs—but by using one policy for everything, you 
can have unified management of all your APs, switches, and routers.

The configuration and application of a network policy involves the following steps:

1 - Creating a network policy and choosing your deployment requirements

2 - Defining SSIDs for APs and routers with AP capabilities together with the corresponding 
authentication, user profile, and VLAN parameters

3 - Defining device templates and port types for switches and routers

4 - Applying authentication mechanisms, user profiles, and VLANs to port types

5 - Mapping VLANs to networks for router interfaces

6 - Configuring additional settings for management, Bonjour Gateways, and various network services

7 - Modifying device-specific settings

8 - Uploading the configuration to your Aerohive routers, switches, and APs

The following sections explain these steps, with emphasis on those areas that are new in this release, 
particularly on configuration elements for the SR2024.

1 - Creating a Network Policy
When you create a network policy, you first must define the type of Aerohive deployment for which you 
intend to use it. You can create a policy for one or more of the following types of functionality in any 
combination:

Wireless access (All Aerohive APs and the BR100 and BR200-WP routers)

Switching (SR2024 configured as a switch)

Branch routing (All Aerohive routers and the AP330, AP350, or SR2024 configured as a router)

Bonjour Gateway (AP121, AP141, AP330, AP350, BR200, BR200-WP, and SR2024 as a router)

To download the API files, log in to the Aerohive Support Portal and navigate to the StudentManager 
section of Downloads area. The files are posted there.
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To create a network policy:

1. Click Configuration > New, enter a name for the policy, a descriptive note for future reference, select 
your Aerohive device deployment requirements, and then click Create.

2. In the Choose Network Policy panel, highlight the policy that you created, and then click OK.

2 - Defining SSIDs
The creation of SSIDs in 6.0 remains the same as in the 5.0 and 5.1 releases; however, the assignment of 
VLANs to user profiles has been expanded to increase flexibility in two ways:

• VLAN-to-user profile assignments are no longer locked together. Instead, you assign each user profile 
with a default VLAN, which you can override if you choose.

• User profiles now only reference VLANs instead of VLANs or networks. You can map VLANs to IP 
subnetworks for use by Aerohive routers in a separate section in the network policy. (This is covered 
later in the “Mapping VLANs to Subnetworks” section.)

After creating an SSID and configuring any corresponding authentication parameters, you assign one or 
more user profiles to the SSID as before. In each user profile, you assign a default VLAN. Each time you use 
this user profile, that VLAN is the one that Aerohive devices automatically assign to traffic for users to which 
they apply the profile. If you want the network policy to assign a different VLAN to that user profile from the 
default, you can modify it as follows:

1. Click Assign VLAN in the VLAN column for the VLAN-to-user profile assignment you want to change, and 
then click the default VLAN ID in the Assign VLAN to User Profiles dialog box that appears.

A second dialog box appears within the first one.
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2. Choose an existing VLAN, or create a new VLAN object by clicking Create new VLAN and then entering 
the VLAN ID, or by clicking the New icon ( + ) and defining a new VLAN object.

3. Click Done to close the secondary dialog box, and then click Save to close the primary dialog box.

3 - Defining Device Templates and Port Types
The configuration of switches and routers involves two main components: device templates and port types. 
A device template provides a diagram of the physical ports for a specific Aerohive model and allows you to 
specify its functionality as a router, switch, or (for the BR100) AP. After you create a device template, you 
can then assign its ports to various port types. A port type defines how the ports assigned to it will function.

Basically, a device template allows you to configure the default port settings for a type of Aerohive device 
and its function. For example, you can create a default device template for SR2024 devices configured as 
switches and a different default device template for SR2024 devices configured as routers. (Device 
functionality is set through the Device Function drop-down list on the device settings page.) If you require 
two different sets of port configurations for the same device type and function, you can create a different 
network policy with a different device template or use device classification tags to have different templates 
for the same device model and function in the same network policy.

Changing the VLAN-to-user profile assignment for one instance in a network policy also changes it for 
all other instances within that policy. For example, if a network policy references a user profile 
repeatedly in various places and you reassign the VLAN for it in one place, HiveManager 
automatically reassigns it in all other places where the same user profile-to-VLAN assignment occurs as 
well. However, this change does not affect the user profile-to-VLAN assignment in any other network 
policy.
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Device Templates
There are three main types of device templates for Aerohive platforms:

• 24-port templates for the SR2024 as a switch or router
• 5-port templates for the BR100 as a router or AP, and the BR200 and BR200-WP as routers
• 2-port templates for the AP330 and AP350 as routers

First, choose the appropriate device template for the Aerohive model that you are deploying and then 
choose its function as a switch, router, or AP.

1. To create a pair of new device templates for the SR2024 switch and the BR200-WP router, click Choose 
for Device Templates, click New in the dialog box that appears, and then enter the following:

For an SR2024 as a switch, click New again, and enter the following:

Name: Type a name for this template, such as SR2024-Template.

Description: Enter a useful description for later reference.

Click Device Models, choose SR2024 from the drop-down list, and then click OK.

Choose Switch from the second drop-down list, and then click Save.

For a BR200-WP as a router:

Name: Type a name for this template, such as BR200-WP-Template.

Description: Enter a useful description for later reference.

Click Device Models, choose BR200-WP from the drop-down list, and then click OK.

Choose Router from the second drop-down list, the only choice for this type of device, and then click 
Save.

2. When both templates are complete, highlight them, and then click OK to add them to the network 
policy.

The BR100 is the only platform that uses a device template when configured as an AP. The port settings for 
Aerohive AP models functioning as access points are still configured on the device settings page 
(Configuration > Devices > Aerohive APs > ap_name > Modify).

To configure a SR2024 as a router, choose Router instead of Switch from the drop-down list.

24-port templateDevice 
Templates

5-port
template

2-port
template
For more information: 6.0r2a Release Notes Online Docs and Videos HiveMind 57

http://www.aerohive.com/techdocs
http://blogs.aerohive.com
http://www.aerohive.com/330000/docs/help/english/6.0r2/ref/6-0r2a_HiveOS-HiveManager_ReleaseNotes_330095-02a.pdf


Unified Network Policy Configuration Aerohive 6.0 New Features Guide
Multiple Device Templates through Device Classification
One of the benefits of Aerohive is that it allows you to standardize your configuration by applying one 
network policy to all Aerohive devices—APs, switches, and routers. If all your Aerohive devices of the 
same model and function have the same port settings, you can design a single device template in the 
same network policy for all of them. If the devices have different port settings, you can use device 
classification to distinguish one template from another. To do this, create one device template that 
applies to most of the devices with the same model, function, and port assignments. Then create 
another device template for the same model and function but with different port assignments. If you 
assign a device classification tag to it, apply the same classification tag to each physical device to 
which you want to apply the template. You can also distinguish device templates for specific physical 
devices by host name and topology node.

To use device classification tags to reference a second device template for the same device model 
and function in a network policy (for example, an SR2024 as a switch):

1. Configure two device templates for the SR2024 as a switch, and choose one as the default in a 
network policy.

2. To the right of "SR2024 as Switch" in the Device Templates section of the network policy, click 
Add/Remove.

3. In the Add Device Templates via Classification dialog box appears, click New, enter the following, 
and then click Apply:

Template: From the drop-down list, choose the name of the previously defined device template.

Type: You have three choices: Device Tags, Device Name, Topology Node. 

If you choose Device Tags, enter a value for Tag1, such as "conf-ctr" in the Value column and set 
"conf-ctr" for Tag1 on the devices that you want to configure with this device template. Use this 

Tag=conf-ctr

HiveManager applies the untagged device 
template to all untagged devices.

HiveManager applies the tagged device 
template only to devices with a matching tag.

Tag=conf-ctr

24-port template-2Device 
Template
Tag=conf-ctr

Port 
Types

Phone 
& Data

Access Mirror

802.1Q

24-port template-1Device 
Template

Port 
Types

Phone 
& Data

Access 802.1Q Mirror

.

.

.

.

.

.
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option to apply the device template to all the SR20s4 switches to which you have previously set 
Tag1 as "conf-ctr".

If you choose Device Name, choose the host name of a managed SR2024 switch from the 
drop-down list or, if the device is not yet under HiveManager management, type in its host 
name. Use this option to apply the device template to a single managed SR2024 device.

If you choose Topology Node, choose a topology node from the drop-down list. Use this option 
to apply the device template to all the managed SR2024 switches on the chosen topology 
node.

4. If you have other device templates for an SR2024 switch (that is, for the same device model and 
function), click New and repeat the previous step. HiveManager assigns a device template 
definition to a device if it matches the classification method being used. Because it is possible for 
different classification methods to overlap, HiveManager applies the definitions in the following 
system-defined order of priority:

1. A definition with three device tags matching the same three tags on a device.

2. A definition with two device tags matching the same two tags on a device.

3. A definition with one device tag matching a tag on a device.

4. A definition with a device name that matches that of a device.

5. A definition with the name of a topology node where a device is located.

6. A global definition (that is, there is no special device classification).

If you want to change the order in which HiveManager applies the various classification methods, 
click-drag a definition to a different position in the list. For example, if you want HiveManager to apply 
a definition with a topology node classification before it applies one with a device tag, position the 
topology node definition above all the device tag definitions. (To return to the system-defined order, 
click Reset Order.)

5. When you are done, click OK.
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Port Types
There are five port types, each defining how the ports assigned to it will function. For a 24-port device 
template, you can use all five port types shown below. For 5- and 2-port templates, you can use the Access, 
802.1Q, and WAN port types.

Port Types for a 24-Port Device Template
New installations of HiveManager 6.0r2 provide four predefined port types for use with 24-port device 
templates for SR2024 devices functioning as switches and five predefined port types for SR2024 devices 
functioning as routers (the additional port type for routers is for WAN connections). You can identify the 
predefined port types by the "QS-PortType-" text string with which their names begin. (The "QS" stands for 
"QuickStart", the intention of these predefined objects being to help you start using this feature quickly.) You 
can use these port types with their predefined settings, edit them, or clone them and use their settings as the 
basis for your own creations. You can also create new port types from scratch. To create a new port type for 
a 24-port device template and assign ports to it:

1. Expand the section for a 24-port device template, select one or more ports in the template, and then 
click Configure.

2. In the Choose Port Type dialog box that appears, click New.
3. In the New Port Types panel, enter the following and then click Save:

Name: Type a name for the port type.

Description: Type a useful description of the port type for future reference.

The port types that you define for a 5-port and 2-port device template do not appear when you define a 
24-port device template and vice versa.

Port Types

Phone & 
Data

Access

802.1Q

Mirror

WAN

Assign to ports connected to IP phones and, 
through the phones, to computers

Assign to ports connected to individual 
hosts like printers or servers

Assign to ports connected to network forwarding 
devices like switches and APs that must support 
multiple VLANs

Assign to one or more ports to which you want 
to copy network traffic from one or more other 
ports for diagnostic purposes

Assign to ports that connect to an external 
network such as the Internet

DSL Modem
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Port Type: Select one of the following port types, and configure its specific parameters.

Phone & Data: Select this port type for ports connected to IP phones and optionally to computers 
cabled to the phones.

Authentication: This section defines how the IP phones and computers behind them 
authenticate themselves. There are two check boxes:

Primary authentication using 802.1X

Secondary authentication using MAC, via { PAP | CHAP | MS CHAP V2 } protocol 

or

Primary authentication using MAC, via { PAP | CHAP | MS CHAP V2 } protocol 

Secondary authentication using 802.1X

If you do not require the devices to authenticate at all, leave both check boxes cleared 
(default).

If you want to use 802.1X authentication only, choose 802.1X for primary authentication and 
leave the check box for secondary authentication cleared. If the client does not support 
802.1X, the initial EAP Identity-Request message from the switch will not elicit a response. The 
switch will retry several times, progressively lengthening the interval it waits for a response 
from each Identity-Request: 3 seconds, 6 seconds, 12 seconds, and then 20 seconds. It then 
enters a 15-second quiet time before repeating process.

If you require MAC authentication only, choose MAC for primary authentication and leave 
the check box for secondary authentication cleared. Note that when you enable MAC 
authentication, you must also choose the method for authentication protocol for 
communications between Aerohive RADIUS authenticators and the RADIUS authentication 
server authenticating clients by their MAC addresses. For an Aerohive RADIUS authentication 
server, use the default protocol: PAP (Password Authentication Protocol). For an external 
RADIUS authentication server, choose the protocol that it supports: PAP, CHAP (Challenge 
Handshake Authentication Protocol), or MS CHAP V2 (Microsoft CHAP version 2). For 
information about these options, see the HiveManager Help. If the switch does not receive a 
response from the RADIUS server for the first Access-Request message it sends it, the switch 
continues to send more messages every 9 seconds.

Finally, if you want the IP phones and computers to authenticate themselves with either 
authentication method, choose the primary method, select its check box, and then choose 
the secondary method. If you put 802.1X first and the device (phone or computer) supports 
802.1X, the switch only attempts to authenticate the device with 802.1X; it does not fail over 
to try MAC authentication. However, if the device does not support 802.1X, the switch first 
attempts 802.1X several times before failing over to MAC authentication. If you put MAC 
authentication first, the switch attempts MAC authentication and, if unsuccessful, it fails over 
to try 802.1X authentication several times. If it does not receive a response from the RADIUS 
server, the switch then enters a 15-second quiet time before starting over again and 
repeating the process.

QoS Settings: This section defines the type of QoS (Quality of Service) that the Aerohive device 
provides to traffic to and from IP phones and computers.

QoS Classification

Trusted Traffic Sources: Select this option when you trust the source of the QoS 
classification markings in the Layer 3 packet header or Layer 2 frame header in incoming 
packets, and then select the type of priority classification system you want the device to 
check—DSCP or 802.1p. When the Aerohive device receives packets with the specified 
priority marker, it maps it to the Aerohive class defined on the Configuration > Advanced 
Configuration > QoS Policies > Classifier Maps > New page and referenced in the 
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network policy in the Additional Settings > QoS Settings section. If a packet arrives 
without any classification marker, which can happen if a frame does not have a VLAN 
tag with an 802.1p marker (DSCP is always set), then the device can either map it to a 
default Aerohive class (2 – Best Effort 1) or you can specify another class to which you 
want the device to map it. To do the former, clear the Assign the following Aerohive 
class to all unmarked incoming traffic check box. To do the latter, select the check box, 
and then choose the Aerohive class to assign to all unmarked incoming traffic.

Untrusted Traffic Sources: Select this option when you do not trust the source of the QoS 
classification markings on incoming traffic and do not want to map them to Aerohive 
classes. Instead choose an Aerohive class from the drop-down list to apply to all 
incoming traffic on the ports to which you apply this port type.

QoS Marking

Map Aerohive classes to the following type of priority markers in all outgoing traffic: 
Select the check box to map Aerohive classes to a priority marking system in use by other 
devices in the network, and then select the system to which you want to map the 
classes: DSCP or 802.1p. If you do not want to mark outgoing traffic, clear the check box.

Optional Settings: Select Report clients learned on the interfaces to display clients connecting to 
the interface in the Monitor > Clients > Active Clients and Monitor > Clients > Wired Clients pages. 
If wireless clients are connected to APs that are cabled to the ports, those clients might be 
reported twice: first as wireless clients by the APs and then again as wired clients by the switch 
after the APs forward traffic from these clients to the switch. To avoid this duplication clear the 
check box. By default, it is cleared for 802.1Q port types and selected for Access and Phone & 
Data port types.

Mirror: (Aerohive SR series only) Select this port type to assign the ports you selected in the device 
template as the destination to which you want to mirror data from one or more other ports for 
diagnostic purposes.

After you save a mirror port type and apply it to the device template, another dialog box appears 
called Additional Mirror Profile Settings for "<device_template_name>". In this dialog box, you can 
choose the source ports from which you want to mirror traffic and the direction (ingress, egress, or 
both) and VLANs of the traffic to be mirrored. (To modify the port mirroring settings, do not select any 
ports in the device template, and click Additional Port Settings.) To view the mirrored data, connect an 
Ethernet cable from your management system to the mirror port and run a packet analyzer tool like 
Wireshark. (For more information, see "Port Mirroring" on page 85.)

Access: Select this port type for ports connected to individual hosts such as printers, servers, and end 
users' computers. The authentication and QoS settings here are the same as those for the Phone & 
Data port type with two additional options: When you enable authentication, you can control whether 
one or multiple hosts can connect through the port concurrently (up to 32); and for devices 
functioning as routers, you can enable a captive web portal. When you select Allow multiple hosts 
(same VLAN), you must make sure that the user profile for all the connecting hosts assigns their traffic to 
the same VLAN. Note that you cannot allow multiple hosts and enable a captive web portal together 
on the same access port. If this were permitted, then after the first user registered, all subsequent users 
would be allowed access without being required to register.

802.1Q: Select this port type for ports connected to network forwarding devices such as switches and 
APs that support multiple VLANs on trunk ports. Because the intention of this type of port is to connect 
with other forwarding devices rather than individual hosts, there is no section for authentication. 
However, there is a section for QoS. For a description of the QoS settings, see "Phone & Data".

For Phone & Data port types, Aerohive recommends using trusted settings so that the 
phone can use higher queue settings for voice traffic (6 for example) than the 
computer uses for data traffic (for example, 2).
For more information: 6.0r2a Release Notes Online Docs and Videos HiveMind 62

http://www.aerohive.com/330000/docs/help/english/6.0r2/ref/6-0r2a_HiveOS-HiveManager_ReleaseNotes_330095-02a.pdf
http://www.aerohive.com/techdocs
http://blogs.aerohive.com


Unified Network Policy Configuration Aerohive 6.0 New Features Guide
4. After you configure the port type to which you want to assign the selected ports, highlight it in the 
Choose Port Type dialog box, and then click OK.

5. Repeat the selection of ports in the device template and the assignment of port types to the ports for as 
many ports as you want to use. (If you like, you can leave some ports initially unassigned for use later.)

Port Types for a 5-Port Device Template
New installations of HiveManager 6.0r2 provide three predefined port types for use with 5-port device 
templates for BR200-WP, BR200, and BR100 devices functioning as routers. For BR100 devices functioning as 
APs, there are two predefined port types (it does not support a WAN router port type). The names of all 
predefined port types begin with "QS-PortType-" ("QS" stands for "QuickStart"). You can use these port types 
with their predefined settings or clone them and use their settings as the basis for your own creations. You 
can also create new port types from scratch. To create a new port type for a 5-port device template and 
assign ports to it:

1. Expand the section for a 5-port device template, select one or more ports in the template, and then 
click Configure.

2. In the Choose Port Type dialog box that appears, click New.
3. In the New Port Types panel, enter the following and then click Save:

Name: Type a name for the port type.
Description: Type a useful description of the port type for future reference.
Port Type: Select Access for ports connected to individual hosts, 802.1Q for ports providing network 
access through forwarding devices such as APs that support multiple VLANs, or WAN for a port acting as 
a backup WAN interface. Then configure parameters as appropriate for the selected port type.
If you select Access, configure the following:

You can create aggregate ports as well. For details, see "Link Aggregation" on page 77.

HiveManager 6.0r1:

Enable 802.1X: Select this option if you want wired clients to use 802.1X authentication 
before being granted network access.

Enable captive web portal: Select this option if you want to direct clients to a captive web 
portal before being granted network access.

Enable MAC authentication: When enable a captive web portal, this option appears. Select 
it to enable devices to authenticate clients based on their MAC addresses. 

Authentication Protocol: Choose PAP, CHAP, or MS CHAP V2, depending on which protocol 
the RADIUS authentication server supports. If you are using an Aerohive RADIUS server, use 
the default choice: PAP. For an external RADIUS authentication server, choose the protocol 
that it supports. The Aerohive device functioning as the RADIUS authenticator uses the 
chosen protocol to authenticate communications between itself and the RADIUS server 
when submitting client credentials (its MAC address) for authentication.
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Enable MDM Enrollment: To enable mobile device management of devices connected to the network 
through the ports to which you apply this port type configuration, select the check box and then 
choose a mobile device management configuration from the drop-down list. Aerohive devices 
integrate with JAMF and AirWatch. For information about each type, see Aerohive and JAMF 
Software MDM Configuration Guide and "Mobile Device Integration with AirWatch" on page 43.

Management Traffic Filter: From the drop-down list, choose a traffic filter to control which 
management and diagnostic services—SNMP, SSH, Telnet, and Ping—to allow to access the mgt0 
interface through the LAN ports and to permit or deny traffic between clients connected to each 
other through these ports.

User Profile Application Sequence: In cases where different components associated with a port type 
reference different user profiles, you can specify which one you want to apply to user traffic by 
reordering them so that that profile is applied last. (See the HiveManager Help for a full explanation.)

If you select 802.1Q, you only have to set the management traffic filter. If you select WAN, there are no 
further settings to configure.

Port Types for a 2-Port Device Template
When using an AP330 or AP350 as a router, you can assign its ETH1 port to either an Access, 802.1Q, or WAN 
port type. (For information about these port types, see "Port Types for a 5-Port Device Template" on page 63.)

Example Port Type Assignments
The following illustration shows examples of how you might configure 24-, 5-, and 2-port device templates 
with ports assigned to various port types.

HiveManager 6.0r2 (note that enabling MAC authentication is no longer dependent on 
enabling a captive web portal):

Primary authentication using { 802.1X | MAC }: Choose the authentication method to 
attempt to use first. If you select the check box, you can also enable a secondary 
authentication method as a backup in case the first method proves unsuccessful.

Secondary authentication using { 802.1X | MAC }: The secondary authentication 
method is automatically whichever method was not chosen as the primary method.

Authentication Protocol: Choose PAP, CHAP, or MS CHAP V2, depending on which 
protocol the RADIUS authentication server supports. If you are using an Aerohive 
RADIUS server, use the default choice: PAP. For an external RADIUS authentication 
server, choose the protocol that it supports. The Aerohive device functioning as the 
RADIUS authenticator uses the chosen protocol to authenticate communications 
between itself and the RADIUS server when submitting client credentials (its MAC 
address) for authentication.

Enable captive web portal: Select this option if you want to direct clients to a captive web 
portal before being granted network access.
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After uploading a configuration containing a network policy for Aerohive routers, switches, and APs; the 
device templates configured with different port types might be applied to the routers and switches as 
shown below. (The Ethernet cables and connected devices are included to illustrate the use of the port 
types more clearly.)

In the previous illustration, all the ports assigned to the same port type are adjacent to each other. This is 
not a requirement and was only shown that way to illustrate port type assignments clearly. You can also 
assign nonadjacent ports to the same port type. Also, you can create different varieties of the same port 
type and use them in the same device template.

24-port templateDevice 
Templates

Port 
Types

Phone & 
Data

Access 802.1Q

Access

WAN* WAN*

802.1Q

Access
or
802.1Q

Mirror

5-port
template

2-port
template

*  On 5-port and 2-port templates, 
you can only assign the WAN port 
type to the eth0 port.

When making port type assignments, 
note that only ports 1-8 on the SR2024 
can provide PoE to connected devices. 
(The ETH1/PoE and ETH2/PoE ports on 
the BR200-WP can also provide power.) 

Phone & Data

Access
802.1Q

802.1Q

Mirror

WAN

Access

DSL 
Modem

Internet

Server

BR200-WP

SR2024

Printers

Servers

APs

IP Phones 
and 

Computers
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4 – Applying Authentication Mechanisms, User Profiles, and 
VLANs
After you construct a device template consisting of different port types, you can expand each template to 
view the port assignments. You can modify the port assignments by selecting the ports that you want to 
reassign and then clicking Configure. You can then apply them to a different port type, or you can clear 
their current assignment so that they become unassigned.

In the Port Types section, you can configure authentication mechanisms, user profiles, and VLANs for the 
ports assigned to the various port types.

 To select an entire group of ports, hover the pointer over a port that belongs to a group of port types. 
Then click the pop-up statement Select all ports using this port type.
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Phone & Data

For Phone & Data port types that do not require authentication, the switch applies a single (default) user 
profile to voice traffic and a single (default) user profile to data traffic. The switch informs the phone 
through LLDP to tag voice traffic with the VLAN ID for the default voice user profile. The switch assigns 
any untagged data traffic that the phone forwards from a computer connected through its data port to 
the VLAN for the default data user profile.

For Phone & Data port types that do require authentication, you can configure a RADIUS server to 
authenticate IP phones and users. In addition, the RADIUS server returns attributes that the switch uses to 
assign user profiles to voice traffic from IP phones and separate user profiles to data traffic from 
computers connected to the switch through data ports on the phones.

For a switch to distinguish voice communications from data traffic, you must configure the RADIUS server 
to return the following AV (attribute value) pair in its Access-Accept messages along with attributes 
identifying a voice user profile: 

Cisco-AVPair: "device-traffic-class=voice"

When the switch receives an Access-Accept message containing a Cisco-AVPair attribute along with 
attributes identifying a user profile, it takes the following actions:

• It checks if the VLAN for that user profile is in its list of allowed VLANs.
• If the VLAN is allowed, the switch sends an LLDP message to the phone informing it to tag voice 

traffic with that VLAN ID. If the identified VLAN is not in the allowed list, then the phone cannot 
access the network. 

• The switch applies voice QoS settings for the user profile to tagged traffic from the authenticated IP 
phone. 

If the switch receives an Access-Accept message containing a Cisco-AVPair attribute but no attributes 
identifying a user profile, the switch informs the phone through LLDP to use the VLAN associated with the 
default user profile for voice communications.

When the switch receives an Access-Accept message from the RADIUS server that does not include the 
Cisco-AVPair attribute—but does have attributes identifying a user profile—the switch takes the following 
actions:

• It checks if the VLAN for that user profile is in its list of allowed VLANs.
• If the VLAN is allowed, the switch assigns the VLAN for that user profile as the native (untagged) 

VLAN on the port to which the IP phone connects. If the VLAN is not in the list of allowed VLANs, then 
the switch does not allow data traffic from the computer to access the network.

If the RADIUS server does not include a Cisco-AVPair attribute nor any attributes identifying a user profile 
or a VLAN, the switch assigns traffic from the computer to the VLAN for the default user profile.

In short, when a phone sends its own voice traffic, it tags it with the VLAN ID learned through LLDP. When 
the phone forwards traffic from the computer, it does not tag it, and the switch assigns the untagged 
traffic to the native VLAN.

The switch only assigns the VLAN for the data user profile to data traffic. It does not apply any other 
elements of the user profile such as QoS and firewall policies.

If multiple data clients connect through a hub or switch to the data port on an IP phone, the 
SR2024 puts traffic from all clients in the same native VLAN determined for the first authenticated 
client, regardless of the user profile assigned to the others.

You can also replace the VLANs that user profiles reference with different ones for this network policy. 
(For details, see "2 - Defining SSIDs" on page 55.) Include the native VLAN in the Allowed VLAN list.
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Finally, the ports must be STP (Spanning Tree Protocol) edge ports so that they can come up quickly after 
you connect IP phones to them. To enable ports as edge ports, expand the STP Settings section on the 
device settings page for the switch, select Override STP settings in the network policy, select Enable STP, 
expand Port Level Settings, and select the Enable and Edge Port check boxes for the interfaces that 
belong to the Phone & Data port type.

With a Phone & Data port type that requires authentication, configure a RADIUS authentication server 
and these user profile types: 

• A default user profile that the switch assigns to traffic from either an IP phone or computer after 
successful authentication when the RADIUS server returns an Access-Accept message without 
attributes indicating a specific VLAN or user profile (which itself references a VLAN), or it returns 
attributes matching the default user profile attribute

• One or more user profiles for voice traffic assigned after successful authentication of an IP phone
• One or more user profiles for data traffic that is assigned after successful authentication of a 

computer connected to the port through the IP phone

802.1Q

For 802.1Q port types, you configure the native VLAN and the allowed VLANs on the ports. Be sure to 
include the native VLAN in the list of allowed VLANs.

Access

For Access port types, depending on whether you enabled 802.1X, MAC authentication, and a captive 
web portal, you configure a RADIUS authentication server, a captive web portal, and three types of user 
profiles:

• A default profile to assign users who successfully completed 802.1X or MAC authentication or who 
registered successfully through a captive web portal requiring authentication, but the RADIUS 
authentication server returned no attributes in its Access-Accept message indicating which user 
profile to apply or it returned attributes matching the default profile attribute

• One or more user profiles to assign users who have authenticated themselves successfully and the 
RADIUS server did return attributes indicating these user profiles

• A user profile to assign users who do not successfully authenticate or register themselves after three 
authentication attempts

If you did not enable authentication for the Access port type, then the Aerohive device can only apply 
a single (default) user profile.

The above settings for Ethernet ports bear a number of similarities to the settings for SSIDs, allowing you to 
define a unified network policy for both wired and wireless clients.
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5 – Mapping VLANs to Networks
(For Aerohive devices configured as routers) HiveManager provides a simple yet flexible way to link IP 
networks to VLANs on Aerohive router interfaces. A list of all the VLANs that are referenced in user profiles 
appears in the VLAN-to-Subnet Assignments for Router Interfaces section.1 (You can also add additional 
VLANs for those indicated by returned RADIUS attributes but not mentioned specifically in user profiles.) You 
can then associate network objects defining management, internal, and guest networks with selected 
VLANs. When HiveManager uploads the network policy to routers that have those VLANs assigned to their 
Ethernet ports, it also assigns the network object to those ports as well. To map a VLAN to a network:

1. Click Choose for the VLAN that you want to map to a network.
2. In the Choose Network dialog box that appears, choose an existing network, or click New to create a 

new one. (If you are defining a new network object, see the HiveManager Help for descriptions of the 
settings in the New Network dialog box.)

3. When ready, highlight the network object in the Choose Network dialog box, and then click OK.

6 – Configuring Additional Network Policy Settings
A network policy contains additional settings than those described in the preceding sections. There are 
settings for management and native VLANs, a router firewall policy, IPsec VPN tunnels, Bonjour Gateways, 
router- and switch-specific settings, and various network services. Some of these are configurable in their 
own individual sections in the Configure Interfaces & User Access panel. Other settings are accessible in the 
Additional Settings section. Before uploading a network policy configuration to your Aerohive devices, 
configure settings for any other features here.

When done, click Continue to save the settings in the Configure Interfaces & User Access panel and 
advance to the Upload Configure & Update Devices panel.

7 – Modifying Device-Specific Settings
Before uploading the network policy to your Aerohive devices, you might want to configure some devices 
differently than the rest. From the Upload Configure & Update Devices panel, click the host name of a 
device to access its device settings page. There you can configure settings for just the selected device. For 
example, you define the device function of an SR2024 as either switch (default) or router on the device 
settings page.

1. The VLANs in the VLAN-to-Network Mapping section only appear for VLANs referenced by user profiles assigned to 
SSIDs. If you do not define SSIDs, no VLANs appear in this section. If the VLAN you want to configure does not appear, 
click Add to add it.

The VLANs in the VLAN-to-Network Mapping section only appear for VLANs referenced by user profiles 
assigned to SSIDs. If you do not define SSIDs, no VLANs appear in this section. If the VLAN you want to 
configure does not appear, click Add to add it.

For instructions on configuring features introduced in releases before 6.0r1, see the HiveManager Help. For 
information about new switch features, see separate sections in this guide.

If a feature is configurable on a device settings page and in a network policy, the device-level settings 
always override the network policy settings.
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Switch Features at the Network Policy and Device Levels
Most networks have the following fundamental needs:

• A generic top-level policy that is broadly applicable to the network – This is the network policy.
• Device-level settings for certain devices that deviate from the generic policy – These types of changes 

can be done at the device level.

You can configure most of the switch features within a network policy and override them, if necessary, for 
individual devices. However some settings are only available at the device level. The following table 
summarizes which features are configurable at network policy and switch levels.

8 – Uploading the Configuration to Devices
When your network policy and any specific device configurations are complete, you are then ready to 
upload the configuration to your devices. HiveManager offers to options for uploading configurations: auto 
provisioning and manual provisioning.

Automatically provisioning routers is a good approach because routers are typically deployed at various 
branch sites at different times, making it difficult to know when they will connect to HiveManager and be 
ready for you to upload their configuration to them. With auto provisioning, HiveManager will automatically 
upload a configuration to them (and upgrade the HiveOS image running on them too if you like) whenever 
they connect to it. For automatically provisioning routers, reference the network policy that you just 

Switch Features Configure in 
Network Policy

Configure in 
Device Settings

Forwarding database and MAC learning for Layer 2 switching 

Link aggregation 

IGMP snooping  

Port mirroring 

STP configuration  

STP edge port, priority, and path cost settings 

Traffic storm control  

LLDP/CDP  

Port-based and MAC-based 802.1X 

RADIUS authenticator 

VLAN reservation  

PSE mode and priority  

QoS settings  

Bonjour Gateway configuration  

MTU settings 
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configured in an auto-provisioning profile for the router models that you are deploying. In addition to 
determining which devices to auto provision by device model, you can also use their serial numbers to 
make an even finer determination. (For more information about auto provisioning, see the HiveManager 
Help and the Aerohive Deployment Guide.

Manually provisioning APs and switches is a good approach because their deployment is typically 
performed at a single location at a known time, so you can better predict when they will connect to 
HiveManager and be standing by to push a configuration to them when they do.

To upload a configuration consisting of network policy settings and device-specific settings, do the 
following. From the Upload Configure & Update Devices panel, set the Filter to None or Current and Default 
Policy, select the check boxes of the devices to which you want to upload the configuration, and then click 
Upload. The first time you push a configuration to a device, it must be a full configuration, which requires the 
device to reboot to activate its new configuration. Depending on your upload settings, the reboot 
operation will either happen automatically or you might need to reboot them manually. To view and modify 
the upload and reboot parameters, click the Settings button in the Configure & Update Devices panel.

Map Enhancements 
In HiveManager 6.0r1, a new Maps section replaces the Topology section from earlier versions. Mapping 
functionality can now be linked to Google Maps to give you an accurate campus view that you can use to 
create building perimeters and plan and deploy your network devices:

Using Street Maps to Create and Manage Your Network
The new Street Maps feature links your network location to Google Maps to provide precise aerial views of 
your campus and buildings. The Google Maps link is activated in HiveManager accounts in the following 
ways:

• All HiveManager Online, HiveManager Planner, and HiveManager Demo accounts are automatically 
linked to Google Maps when they are activated.

• HiveManager accounts on physical and virtual HiveManager appliances with static IP addresses can 
also use Street Maps once their URLs are registered.

You can use your own images or floor plans with or without Google Maps, or you can draw building 
perimeters onto a blank background. To disable Google Maps, click Maps > Global Settings and clear the 
check box for Use Street Maps.
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HiveManager Online and HiveManager Planning Accounts
If you have a HiveManager Online or HiveManager Planning account, the first time you access the Maps 
section of the GUI you will see this dialog box:

Enter an address for your organization and click Get Started. HiveManager provides a satellite map of your 
location similar to what is shown next.

HiveManager Physical and Virtual Appliance Accounts
If you have a physical or virtual HiveManager appliance and you are using a static IP address for the URL, 
you can enable Street Maps once the URL has been confirmed and registered with Aerohive.
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Perform the following steps to register your URL:

1. From the Maps > View window, click Operation… > Global Settings. Select the check box for Use Street 
Maps. The first time you do this, you will see a message similar to the following:

2. Click the form link, complete the fields in the form that appears, and then click Submit.

The registration process can take up to 24 hours. You will receive an email notification from Aerohive 
saying that your registration to access Google Maps is approved. You can now use the Street Maps 
feature as described in the following sections.

HiveManager automatically populates the System ID and Domain/IP fields

In some cases, your registration request might be denied; for example, if you are not using a static IP 
address, if the address you provided is invalid, or if there is a typo in the address. For this reason, it is 
preferable to use the DNS A record name of the server instead of an IP address.
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Using Street Maps to Draw Building Perimeters
Draw building perimeters by clicking your mouse on one corner of the building, then dragging it in 
succession to each corner. Double-click the mouse to close the perimeter. Your completed building 
perimeters will resemble the ones shown below (the building perimeters are indicated by blue lines). After 
you complete this step, you can begin to add floors and plan device deployments in the same manner as in 
previous HiveManager releases.

When you are satisfied with your building parameter, click Create Floor Plan to continue with your planning.

Improved Internal Wall Tools
This release adds the functionality to clone and move walls. The short-cut menu that appears when you 
right-click now includes Move and Clone options.

The Move option converts the wall into a movable object. Right-click on a wall that you want to move, 
select Move from the drop-down list, and drag the wall to the new location.

When you release the mouse, HiveManager updates the coverage information for the new location.

To clone a wall, right-click the mouse on a wall segment and select Clone. HiveManager creates a copy of 
the original wall. You can then move the new wall to any desired location.
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Configurable Network Folder Sorting
As in previous versions of HiveManager, your network hierarchy appears in the left panel of the Maps 
section, starting with the root folder at the top, with region, building, and floor folders underneath. You can 
now organize your network folders in one of two ways:

• When you select the check box for Sort Folders, your network folders appear in alphabetical order under 
the root folder. Sub folders are listed alphabetically underneath parent folders.

• If you clear this check box, your network folders appear in the order in which they are created, which is 
the default sort order.

Migrating Map Information between HiveManager VHM 
Accounts
This release adds the ability to export folders out of one HiveManager VHM and import them into another 
HiveManager VHM, eliminating the need to manually recreate the network hierarchy for each VHM. The 
options for exporting and importing map data include:

• Export a single floor from one HiveManager Online account and then import it under an existing building 
in another account. 

• Export a hierarchy of folders, for example a building with multiple floors, from one HiveManager Online 
account and import this hierarchy under an existing region folder in another account.

You can export data from all three folder types (region, building, and floor), but only region folders and 
buildings accept imported information. If you try to import data into a floor, HiveManager displays an error 
message. If that happens, select the correct folder type for importing (a region or a building), and try again.

1. To export map data from the first account, highlight the folder you want to export. From the View 
window, click Operations… > Export Folder. If the export is successful, the following message appears:

2. To save or open the file, click Download. In the dialog box that appears, select the Save option and save 
it in a location of your choice. If your browser does not offer a browse option for saving, when you click 
Save, the file is automatically saved to your Downloads folder.

3. In the new HiveManager Online account, highlight a region or building folder into which you want to 
import the data. From the View window, click Operations… > Import Folder. Browse for the data you just 
exported (or locate the file in the Downloads folder) and click Import.

If you import data that already exists in the destination folder, for example identical background 
images, you have the option to override the existing information.
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Device Classification
You can classify multiple definitions of a single configuration object (a VLAN object for example) as a means 
of controlling which devices receive which definitions. By using classification techniques, your configuration 
can reference one object, but HiveManager applies specific definitions for that object to different 
managed devices.

In this release, several enhancements were made to this feature: the application of the various classification 
types has been refined, you can reorder the priority of the classification types, you can rename device tag 
labels, and you can use device tags to filter dashboard content.

By default, HiveManager applies classification types to configuration object definitions in the following 
order:

The above list shows the system-defined priorities in HiveManager. In 6.0r1, you can reorder which 
classification type takes precedence over another. After adding multiple definitions to a configuration 
object, simply drag and drop the definitions into new positions to effect a change in their priority, those near 
the top of the list taking precedence over those below them. For example, to reorder them from most to 
least specific, move device name to the top (a host name must be unique and is, therefore, the most 
specific of all classification types), followed by map name second, then by device tags (which can span 
multiple maps and are, therefore, less specific than map name), and finally by the global classification at 
the bottom.

By clicking the tools icon (  ), you can check for conflicting definition classifications, see which devices 
match the classifications, edit the definitions, and remove them from the configuration object.

Types of classifications Definition Assignment (in order of priority)

Device tag (3 matching device tags) HiveManager assigns a configuration object definition to a 
device if the device and the definition have three matching 
device tags.

Device tag (2 matching device tags) HiveManager assigns a definition if there are two matching 
device tags and there is no other definition with three 
matching tags. (If there are multiple definitions with two 
matching device tags, HiveManager assigns the first 
definition with two matches in the list.)

Device tag (1 matching device tag) HiveManager assigns a definition if the device and definition 
share at least one matching device tag. (If other object 
definitions have a tag matching that for the device, then 
HiveManager assigns the first match in the list.)

Device name HiveManager assigns a definition only to a device with this 
host name and there are no other definitions with matching 
device tags.

Map name HiveManager assigns a definition to a device if it is on the 
specified map and none of the previous classification types 
apply to it.

Global HiveManager assigns a definition to a device if there are no 
other matching classifications. All configuration objects must 
have at least one global definition, which essentially acts as 
the default.
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You can also rename device tags from Tag1, Tag2, and Tag3 to other more meaningful names. For 
example, you might change Tag1 to Branch-Size and then use device tags small, medium, and large for 
subnetworks that you want to assign to devices at differently sized branch sites. Other ideas for categories 
might be Access-Types with device tags like staff, equipment, guest; or Functions with device tags like users, 
locationing, security.

To change device tag labels:

1. Click Home > Administration > HiveManager Settings, and then click Settings for the Custom Tag Label 
Settings section.

2. Click the check box for a device tag, and rename it.
3. Rename the other device tags if you like.
4. Click the Save icon in the upper right corner of the expanded section.

Finally, if you add device tags to your devices, they appear in the Device Groups hierarchy in the top left 
panel on dashboard. You can then select any of the device tags to filter the views on the dashboard.

Link Aggregation
Link aggregation—also called port-channel—logically bundles multiple physical ports so that they act as a 
single logical port. You can use this feature to provide active link redundancy.

To group a set of ports into an aggregate port:

Creating a New Network Policy with Switching Features
1. Click Configuration, create a new policy by clicking New beneath the Choose Network Policy list, 

configure the following, and then click Create:

Name: Enter a descriptive name for the network policy.

Description: Enter a brief description of the policy.

Switching: (select)

2. In the Choose Network Policy panel, highlight the policy that you created, and then click OK.

HiveManager automatically advances to the Configure Interfaces & User Access panel.

By default, Wireless Access and Bonjour Gateway are selected. You can leave these features selected 
without interfering with the configuration of the switching features. Although you can create a 
port-channel on any device with multiple ports, this example uses an SR2024 switch as the model 
device. If you want you create a port-channel using an Aerohive router, you can select Branch 
Routing as well.

Aggregated 
Link

Four aggregated 1-gigabit 
ports provide almost as 
much bandwidth as a single 
4-gigabit link.
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Creating a Device Template
1. In the Configure Interfaces & User Access panel, click Choose next to Device Templates, click New, 

configure the following, and then click Save:

Name: Enter a descriptive name for the template. Because you can configure multiple device 
templates, it is helpful to include brief, descriptive details in the template name. Such details might 
include the number of ports, device model, and role of the device as a switch, router, or (for the BR100) 
AP.

Description: Enter a description of the template.

Port setting for: Click Device Models, choose the device model template that you want to use from the 
Device Models dialog box, and then click OK. (When you click OK, returning to the network 
configuration, the name of the model you selected in the previous step appears after the Device 
Models button.)

When functioning as: choose Switch from the drop-down list.

2. In the Choose Device Templates dialog box, highlight only the template you created, and then click OK.

Aggregating the Ports
Expand the section named for the template you just created in step 2, select ports 1 through 8 by clicking 
each port icon individually, select Aggregate selected ports to a logical interface with channel number, and 
then enter 5 in the channel number field.

Defining the Port Type
After you create your port-channel, you must define the role of the port-channel. To configure the 
port-channel role:

1. Click Configure > New to create a new port type, enter the following information, and then click Save:

Name: Enter a descriptive name for the new port type.

Description: Enter a brief description.

Port Type: 802.1Q

QoS Classification

Trusted Traffic Sources: Select to use 802.1p or DSCP (differentiated services code point) to establish 
the priority of traffic.

DSCP code: Select to use the contents of the DSCP field of incoming packets to determine the 
priority.

802.1p: Select to use the contents of the User Priority field within the 16-bit VLAN tag to determine 
the priority.

Assign the following Aerohive class to all unmarked incoming traffic: Select to specify a priority 
between 0 – Background and 7 – Network Control from the drop-down list for traffic that is 
otherwise not explicitly prioritized.

It is common to aggregate ports to create port-channel links between switches that can perform load 
balancing and provide link redundancy. When this is the case, multiple VLANs are generally involved, 
so configuring the aggregate ports as an 802.1Q port type is the most likely scenario.
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Untrusted Traffic Sources: Select to ignore priority fields and specify a default priority.

Assign the following Aerohive class to all incoming traffic on ports in this port group: Choose a 
priority between 0 – Background and 7 – Network Control from the drop-down list.

QoS Marking

Map Aerohive QoS classes to the following type of priority markers in all outgoing traffic: Select to insert 
the current priority value into the appropriate field in the traffic header.

DSCP: Select to set the DSCP code field of the outgoing packet to current QoS priority.

802.1p: Select to set the User Priority field in the VLAN tag to the current QoS priority.

2. Highlight the port type you just created in the Choose Port Type dialog box, and then click OK. 

The following illustrates your current switch port configuration:

The  icon indicates an 802.1Q trunk port.

Assigning VLANs to the Channel
In the Port Types section, the aggregate channel port type you created appears as an editable profile. Click 
Add/Remove in the VLAN column, enter the following, and then click OK.

Native VLAN: Choose the native VLAN from the drop-down list. If the native VLAN does not appear, you 
can create a new VLAN object by click New ( + ).

Allowed VLAN: Enter the VLANs—including the native VLAN—that you want to support on this trunk.

When you complete this stage, the native VLAN appears in blue, and all supported VLANs appear below 
the native VLAN in black.

Click Continue to save the configuration and prepare to upload your configuration to the device.

The values to be encoded into the traffic header come from the respective QoS priority fields 
of the traffic when it arrives. If no priority information is available on arrival, the traffic header is 
encoded with the default priority.

You can list the VLANs individually (separated by commas) or as a range of VLANs using a hyphen. You 
must include the native VLAN in the Allowed VLANs field. Alternatively, you can enter the word all into this 
field to support all VLANs.
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Uploading the Configuration
Before you attempt to upload, verify the upload settings by clicking the Settings button. Ensure that Auto 
(First time with complete upload; subsequent uploads compare with running AP config) is selected. If so, 
click Save to return to the upload page.

To complete the upload of your current configuration to the switch, select the switch to which you would like 
to upload the configuration, and then click Upload.

LLDP and CDP
LLDP (Link Layer Discovery Protocol) and CDP (Cisco Discovery Protocol) are Layer 2 protocols that allow 
network devices to advertise their current status and capabilities. Aerohive switches have the ability to 
transmit and receive LLDP frames, and to receive CDP frames.

LLDP
Aerohive switches use LLDP, as defined in the IEEE 802.1AB standard, to communicate their capabilities to 
neighboring switches using a special frame, the payload of which is called an LLDPDU (LLDP Data Unit). LLDP 
frames always contain the following informational fields, each in the form of a triplet of subfields called a TLV 
(type-length-value):

Chassis ID: Identifies the switch, often by using the MAC address or network address as the value.

Port ID: Identifies the originating port of the switch. This also is often the MAC address or network address.

Time to live: This indicates to the receiving switch the number of seconds it is to regard the information 
contained in the frame as valid. Optional informational TLVs are inserted after this TLV.

End of LLDPDU: This is the final TLV in the LLDPDU, and consists only of 16 bits of zeros.

Whereas LLDP must transmit the preceding information, it can also transmit other information, depending on 
the switch. Aerohive switches support the transmission of additional information, including capabilities 
discovery, LAN speed and duplex discovery, and network policy discovery.

LLDP-MED
LLDP-MED (LLDP-Media Endpoint Discovery) extends the capabilities of LLDP specifically for media endpoint 
devices such as VoIP phones. Unlike LLDP, which carries information between switches, LLDP-MED carries 
information from a switch to a VoIP phone. In particular, LLDP-MED is used to carry location information to 
the VoIP phone so that when the VoIP phone initiates a call—for example, to dial 911, it sends its location 
information to the 911 control center.

Because of the different purposes of using LLDP versus LLDP-MED, they are not used at the same time on the 
same link. Aerohive switches will first use LLDP; however, if a switch receives an indication that LLDP-MED is 
required instead, then the switch makes the change automatically.

You can upload the configuration directly from the Device Upload Options dialog box, but to do so, you 
must first have selected the switch to which you want to upload the configuration.

Chassis ID and Port ID are concatenated to provide the receiving switch with a unique identifier of the 
sending switch.
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CDP
CDP is a proprietary discovery protocol developed by Cisco that functions similar to LLDP, while providing 
additional information specific to Cisco devices. Aerohive switches do not transmit CDP frames; however, 
they can receive and parse them. In this way, Aerohive switches can coexist in a network with Cisco devices 
running CDP.

Configuring Discovery Protocols in a Network Policy
When you configure LLDP and CDP settings in the network policy, the settings apply to all the ports on the 
switch.

1. To create a new network policy that includes switching features, click Configuration, create a new 
policy by clicking New beneath the Choose Network Policy list, configure the following, and then click 
Create:

Name: Enter a descriptive name for the network policy.

Description: Enter a brief description of the policy.

Switching: (select)

2. In the Choose Network Policy panel, highlight the policy that you created, and then click OK.

HiveManager automatically advances to the Configure Interfaces & User Access panel.

3. In the Additional Settings section, click Edit, expand Service Settings, configure the following, ignoring all 
other settings, and then click Save:

Link Discovery Protocol: Choose the link discovery protocol you want to use in the network policy. If the 
desired protocol is not in the drop-down list, click New ( + ), enter the following information, and then 
click Save:

Name: Enter a descriptive name for the LLDP/CDP profile.

Description: Enter a brief description.

Enable LLDP (for APs and BRs): Select to enable LLDP specifically on Aerohive access points and 
Aerohive routers.

Enable LLDP on host ports (for SR2024): Select to enable LLDP specifically on Aerohive SR2024 switch 
ports that are configured to be host ports (access and phone & data port types).

Enable LLDP on non-host ports (for SR2024): Select to enable LLDP specifically on Aerohive SR2024 
switch ports that are not configured to be host ports (802.1Q port types).

LLDP Settings

Receive Only: Select to configure the switch to receive LLDP advertisements, but to prevent the 
switch transmitting them.

Maximum cached LLDP Entries: Enter the number of LLDP entries you want the switches using this 
profile to store locally in cache memory. Aerohive switches can store up to 128 entries. This value 
is independent of the number of CDP entries stored.

Period for neighbors to keep Aerohive advertisements: Enter the amount of time you want 
neighboring devices to retain LLDP advertisements received from Aerohive switches. If you 

By default, Wireless Access and Bonjour Gateway are selected. You can leave these features 
selected without interfering with the configuration of the switching features. The Branch Routing option 
is not required to configure link aggregation.
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configure this value to be zero seconds, then you are instructing neighboring devices not to 
retain Aerohive advertisements.

LLDP Advertisement Interval: Enter the amount of time between the LLDP advertisement 
transmissions from Aerohive switches.

Maximum power for sending LLDP advertisements (for APs and BRs only): Enter the maximum 
power (in deciwatts; that is, 1/10th of a watt) at which you want to allow LLDP advertisements to 
occur. Entering 154 (the default value) is equivalent to 15.4 watts.

LLDP Initialization Delay Time (for SR2024 only): Enter the minimum amount of time in seconds that 
LLDP waits to initialize on the interface.

Fast Start Repeat Count (for SR2024 only): Enter the number of times you want the switch to 
repeat Fast Start advertisements. Fast Start advertisements are only used when the switch 
changes to the LLDP-MED protocol for VoIP phones.

Enable CDP (for APs and BRs): Select to enable CDP specifically on Aerohive access points and 
Aerohive routers.

Enable CDP on host ports (for SR2024): Select to enable CDP specifically on Aerohive SR2024 switch 
ports that are configured to be host ports.

Enable CDP on non-host ports (for SR2024): Select to enable CDP specifically on Aerohive SR2024 
switch ports that are not configured to be host ports.

CDP Settings

Maximum Cached CDP Entries: Enter the number of CDP entries you want the switches using this 
profile to store locally in cache memory. Aerohive switches can store up to 128 CDP entries. This 
value is independent of the number of LLDP entries stored.

Configuring LLDP CDP on a Device
You can configure LLDP and CDP settings at the device level because some LLDP and CDP setting are 
applied on a port by port basis. To configure LLDP and CDP on an Aerohive switch, click Configure > 
Devices > Switches > device_name, expand Switch Ethernet Port Settings, configure the following, and then 
click Save:

Override settings in network policy: Select to override the default LLDP and CDP switch settings 
configured in the network policy. By default, LLDP and CDP are enabled on all ports.

LLDP Transmit: Select to allow Aerohive switches to transmit LLDP advertisements to neighboring devices, 
or clear to suppress LLDP advertisement transmissions.

LLDP Receive: Select to allow Aerohive switches to receive and cache LLDP advertisements from 
neighboring devices, or clear to ignore LLDP advertisements sent to them.

CDP Receive: Select to allow Aerohive switches to receive and cache CDP advertisements from 
neighboring devices that are capable of transmitting CDP frames, or clear to ignore them.
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IGMP Snooping
IGMP (Internet Group Multicast Protocol) snooping involves the switch examining IGMP traffic between an 
IGMP-enabled router and its multicast destinations to determine the ports to which the multicast group 
member hosts are attached. In this way, the switch can forward multicast traffic specifically to those ports 
where the traffic is needed without flooding the multicast VLAN with unnecessary multicast traffic. You can 
set the IGMP feature on a network policy, a device, and an individual VLAN. Naturally, the IGMP settings on 
the network policy apply to all the devices within the policy. The IGMP settings on a device apply only to the 
device specified and override the IGMP settings on a network policy if they conflict. The IGMP settings on an 
individual VLAN apply to the specified VLAN only and override both the IGMP settings on the network policy 
and the device.

Configuring IGMP Snooping in a Network Policy
1. To create a new network policy that includes switching features, click Configuration, create a new 

policy by clicking New beneath the Choose Network Policy list, configure the following, and then click 
Create:

Name: Enter a descriptive name for the network policy.

Description: Enter a brief description of the policy.

Switching: (select)

2. In the Choose Network Policy panel, highlight the policy that you created, and then click OK.

HiveManager automatically advances to the Configure Interfaces & User Access panel.

3. In the Additional Settings section, click Edit, expand Switch Settings > IGMP Settings, configure the 
following, and then click Save:

Enable IGMP Snooping: (select)

Enable Immediate Leave: Select to instruct the switch to remove a multicast host from the multicast 
forwarding table immediately on receipt of a leave group membership message. By default the switch 
takes no action, and it is up to the IGMP-enabled router to poll for membership, and then wait for a 
predetermined period of time before pruning the unresponsive multicast host.

Enable Report Suppression: Select to suppress redundant IGMP membership reports from multiple hosts 
on a subnet. By default, this option is selected. When the switch receives several IGMP membership 
reports, it suppresses the multitude of reports in favor of sending a single report to the IGMP-enabled 
router. This option thereby reduces traffic.

Configuring IGMP Snooping on a Device
To configure port-specific traffic storm control directly on the device, click Configuration > Devices > 
Switches > device_name, expand the IGMP Settings section. Select Override the IGMP Settings in the 
network policy and then click Default Global IGMP settings. Configure the following, and then click Save:

Enable Immediate Leave: Select to instruct the switch to remove a multicast host from the multicast 
forwarding table immediately on receipt of a leave group membership message. By default the switch 
takes no action, and it is up to the IGMP-enabled router to poll for membership, and then wait for a 
predetermined period of time before pruning the unresponsive multicast host.

By default, Wireless Access and Bonjour Gateway are selected. You can leave these features selected 
without interfering with the configuration of the switching features. The Branch Routing option is not 
required to configure link aggregation.
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Enable Report Suppression: Select to suppress redundant IGMP membership reports from multiple hosts 
on a subnet. By default, this option is selected. When the switch receives several IGMP membership 
reports, it suppresses the multitude of reports in favor of sending a single report to the IGMP-enabled 
router. This option thereby reduces traffic.

Delay Leave Query Interval: Select to set a time, in seconds, the switch requires an IGMP-enabled router 
to respond to queries sent by the switch to delay a leave request. After this time expires, the 
IGMP-enabled router is dropped from the Multicast Groups table. The default value is 1 second. The 
range is from 1 to 25 seconds. In general, the IGMP client responds with a join message less than one 
second after it receives a query message. There are two reasons you might want to increase the number 
of seconds in this interval. You might want to increase the value of this field if it takes longer for an IGMP 
client to respond. In addition, if an IGMP client is not connected directly to the SR2024 you might want to 
increase the value of this field.

Delay Leave Query Count: Select to set the number of times that a query from the switch is sent to the 
IGMP-enabled router. The default value is 2. The range is from 1 to 7. This value is based on the quality of 
the network connection between the client and the SR2024. Increase this parameter when you expect 
a lot of packet loss on the network.

Router Port Aging Time: Select to determine the time, in seconds, that the switch waits for a response 
from the IGMP-enabled router before the switch drops the router from the Multicast Groups Table. The 
default is 4 minutes and 10 seconds (250 seconds). The range is 30 to 1,000 seconds. Each vendor has a 
different default query interval. Use the following calculation to determine the setting for this field: (uplink 
router query interval) x 2 +10.

Robustness Count: Select to tune the expected packet loss on a network. Increase this parameter when 
you expect a lot of packet loss on the network. The default value is 2. The range is 1 to 3.

Configuring IGMP Snooping on an Individual VLAN
To configure IGMP Snooping directly on a VLAN, do the following: 

1. Click Configuration > Devices > Switches > device_name, expand the IGMP Settings section
2. Expand the IGMP Settings for Individual VLAN section. Click the New icon ( + ) next to the Robustness 

Count (1-3) field. The table expands. Specify the VLAN that you want to configure with IGMP Snooping 
settings in the VLAN (1-4094) field. You must select a VLAN that has already been configured.

3. Configure the remaining fields with information from the preceding Configuring IGMP Snooping on a 
Device procedure and then click the done icon.

Configuring Static Multicast Groups for IGMP Snooping
To populate the Static Multicast Groups table for IGMP Snooping, click Configuration > Devices > Switches > 
device_name, expand Static Multicast Groups Settings, configure the following, and then click Save:

VLAN (1-4094): Select to specify the VLAN that you want to configure with IGMP Snooping settings. You 
must select a VLAN that has already been configured.

Multicast IP Address: Select to specify an IPv4 multicast IP address that you want to associate with a 
VLAN.

Interfaces: Select one or more port interfaces on a switch to associate with a VLAN.

Use this set of controls to override the network policy and device settings for the specified VLAN.
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Port Mirroring
Port mirroring is a feature that allows you to monitor the traffic of one or more ports by configuring the switch 
to generate a copy of the ingress and egress traffic of a specified port (called the source port) or VLAN, and 
forward the copy to a second interface (called a destination port) to monitor the traffic. Copying traffic to a 
second port in this way allows monitoring to occur without the need to place additional monitoring 
equipment in the signal path to do so. Aerohive switches allow you to mirror multiple ports to a single monitor 
port. To configure port mirroring:
1. Click Configuration, highlight a network policy that includes switching, and then click OK.
2. Expand an existing device template, and then click the port that you want to use as the destination port 

for mirrored traffic (a blue border appears around selection), and then click Configure.
3. In the Choose Port Type dialog box, click New. 
4. In the New Port Types panel that appears, enter a name for the port type, select Mirror, and then click 

Save.
5. Highlight the port type that you just created for mirroring, and then click OK.

The Additional Mirror Port Settings for "device_template" dialog box appears.

6. To monitor VLAN traffic, select VLAN-Based under Source Port Monitoring Specifications, and then enter 
the VLAN whose traffic you want to monitor.

7. To monitor the ingress or egress traffic from a specific port, select Port-Based under Source Port 
Monitoring Specifications, enter the following information, and then click OK:
Destination Port: (read-only) This is the destination port for mirroring traffic.
Ingress: Click Choose, select the interfaces whose ingress (that is, incoming) traffic you want to monitor, 
and then click OK at the bottom of the list.
Egress: Click Choose, select the interfaces whose egress (that is, outgoing) traffic you want to monitor, 
and then click OK at the bottom of the list.
Ingress & Egress: Click Choose, select the interfaces whose bidirectional traffic you want to monitor, and 
then click OK at the bottom of the list.

8. Save and upload your network policy to the switch.

When using the VLAN-Based option, you can only have one destination port, and can only monitor 
ingress traffic.

You can create up to four destination ports and monitor four separate sets of ports independently.
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Viewing Mirrored Traffic
You can view the traffic that you monitor using a laptop and a packet analyzer such as Wireshark. While the 
laptop is connected to the mirror destination port, all mirrored traffic is forwarded to the laptop where you 
can capture the traffic with any packet analyzer. In this example Wireshark is the selected analyzer.

To view monitored traffic, do the following:

1. Connect your monitoring device-commonly a laptop running a packet analyzer-to the switch port that 
you have previously configured to be the destination port using an Ethernet cable.

 

2. Start your packet analyzer application and configure it to monitor traffic arriving only on the Ethernet 
interface that is connected to the Aerohive switch.

 

3. Begin the capture and allow it to continue until you believe you have collected enough packet 
information.

As the packets are collected, the display might scroll by rapidly because, by default, packet analyzers 
display information on all incoming packets. You can apply a filter by entering an expression into the 
filter field, or by choosing an expression from the drop-down list. For example the following screen shot 
shows a capture filtered for ARP traffic.

To the network 
or other 

traffic source

Aerohive switch 

Destination 
Port

Laptop running a 
packet analyzer
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Spanning Tree Protocol
Spanning Tree Protocol (STP) is a bridging protocol defined in 802.1 that prevents broadcast and multicast 
frames from propagating uncontrollably, and unicast frames from arriving at their destination in duplicate by 
allowing only one path between any two network switches. STP allows switches to elect a root bridge from 
among all the switches in the network, establish a loop-free working topology, and monitor the topology to 
remediate link failures or loops that can arise during operation.

The protocol specification uses the term bridge, but the term also includes switches—which are multiport 
bridges—as well.

Switched networks often have redundant paths built into 
them to provide fault tolerance, but which can cause 
frame delivery problems, such as frame duplication. 
Spanning Tree Protocol helps to prevent these problems.
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Electing the Root Bridge
To elect the root bridge in a network, the process requires two values: the switch priority and the bridge 
address. The switch priority is a value that you can modify on Aerohive switches within HiveManager. By 
default, the value is set to 32768, but you can set this in HiveManager to any value from 0 to 61440 in steps of 
4096. The bridge address is the MAC address of the mgt0 interface.

To configure the priority on an Aerohive switch in HiveManager, click Configuration > Devices > Switches > 
device_name, expand the STP section under Optional Settings, configure the following, and then click Save:

Override STP Settings: (select)

Enable STP: (select)

STP Mode: STP

Device Settings: (expand)

Priority for root calculation: 28672

Calculating Link Cost
After STP elects the root bridge, it then evaluates the cost of each path that exists between the root bridge 
and all other switches. Link cost is based on the data throughput capacity—or bandwidth—of the link (a 
higher capacity translates to a lower cost), and the total link cost between the root bridge and another 
switch is the sum of the costs of all the links in that path. For example, if the link between Switch A and Switch 
B is 1 Gbps (cost 20000), and the link between Switch B and Switch C is 1 Gbps (cost 20000), then the total 
link cost between Switch A and Switch C is 40000.

In the 802.1D-1998 standard, path cost values were not available for bandwidth values above 10 Gbps, 
which is inadequate for modern switched networks. The current 802.1D-2004 standard uses a new scheme 
for assigning path cost. The table below illustrates how the old scheme maps to the new scheme.

If you have several switches in your network, it is advantageous to configure the priority value on a 
particular switch to ensure that the most appropriate switch (as determined by its position or role in the 
network) is elected to be the root bridge. Setting a secondary priority on a second switch can also provide 
some control over the STP topology in the event that root bridge fails. Because the priority values of all 
switches are the same by default, and the lowest MAC addresses exist on the oldest switches or specific 
vendors, using default priority can mean that an unintended switch becomes the root.

Lower priority values indicate a higher priority. Whereas you can set the priority values to anything 
below the default 32768, setting it to the first value below the default is generally enough to ensure its 
election to the root bridge role, as long as all other switches are configured with the default priority.
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STP Elects a switch 
to become the root 
bridge.

Root

STP Calculates the 
path cost of each 
link between the 
root bridge and all 
other switches.

Root

Where STP calculates 
multiple paths, it 
disables the slowest 
paths.

Root

If an active link 
fails, STP quickly 
activates one of 
the redunant paths.

Root

Although the root bridge 
and link selection process 
might appear random, STP

uses priority settings within 
the switches and the port MAC 
addresses to make its decisions.

Bandwidth 802.1D-1998 Cost 802.1D-2004 Cost

<=100 Kbps N/A 200000000

1 Mbps N/A 20000000

10 Mbps 100 2000000

100 Mbps 19 200000

1 Gbps 4 20000

10 Gbps 2 2000

100 Gbps N/A 200

1 Tbps N/A 20

10 Tbps N/A 2

Aerohive uses the 802.1D-2004 values, but other 
vendors might use 802.1D-1998 values by default, even 
if they support the newer values. If you have a mixed 
network, be sure to check your vendor 
documentation. If all your switches do not use the 
same cost calculation mode, inconsistencies in cost 
calculation and convergence problems can result.
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Configuring STP
STP is disabled by default in HiveOS, and the STP controls are disabled by default in HiveManager. 

To change the default behavior of STP, click Configuration > Devices > Switches > device_name, expand 
the STP Setting section in Optional Settings, configure the following, and then click Save:

Override the STP Settings in the network policy: (select)

Enable STP: (select)

Device Settings: (expand)

Forwarding delay: Enter the time that you want the switch to remain in the learning and listening states. 
By default, this is 15 seconds.

Hello Time: Enter the BPDU (Bridge Protocol Data Unit) send interval. Each BPDU contains information 
about the switches, and is sent every 2 seconds by default in part to notify neighboring switches that 
the link is still active. If you choose RSTP (Rapid Spanning Tree Protocol) for the STP Mode, then this 
option is not available.

The default settings are generally tuned for efficient operation in most networks and very seldom require 
change. Make sure that you know what behavior to expect before changing the default values in a 
production network.

To simplify calculations, all interfaces are the same speed.

Root 
Bridge

Without STP, all ports are in forwarding 
mode, meaning that the links are active and 
forwarding frames.

Because of the redundant links, loops occur 
that cause frame delivery problems.

Inactive links 
on blocking 
mode ports

Spanning Tree Protocol determines the most 
efficient paths and disables less efficient 
redundant paths, removing loops.

Active links 
on forwarding 
mode ports
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Max Age: Enter the maximum amount of time that a switch retains Spanning Tree information since the 
most recent Hello message if it does not get refreshed. By default, if a switch does not receive Hello 
messages or receives inferior Hello messages on a port, it will discard the Spanning Tree information for 
that port after 20 seconds, which might cause the switch to change port states.

Priority for root calculation: Set the switch priority. This value is used during the process of electing a root 
bridge.

Force Version: Enter the BPDU protocol version number to use on the switch. If you are using legacy STP, 
then this value must be 0, which is the protocol version for legacy STP. If you are using RSTP, then you 
can enter 2 (RSTP version number) or 0, if you want to force STP compatibility.

Port Level Settings: (expand)

Enable: Select to enable a switch port. By default, all ports are enabled, but you can clear this check 
box to disable a port.

Priority (0-240): Choose the priority value of the port. By default, this value is 128, and is configurable in 
step of 16 from 0 to 240.

Path Cost (1-200000000): Enter the path cost that you want to use for the link. By default, the path cost 
of a port is determined by the link speed; however, you can favor certain STP behavior by explicitly 
configuring the path cost of a link instead of allowing STP to determine it automatically. The maximum 
setting (200000000) is equivalent to a link whose speed is less than or equal to100 Kbps.

Traffic Storm Control
Aerohive switches provide a means of protecting the network from traffic storms, which can accidentally 
result from unmitigated network loops or from purposeful, coordinated attacks by rogue users.

You can configure storm control switch-wide within the network policy, or you can override these global 
settings and configure port-by-port storm control parameters.

Configuring Traffic Storm control in a Network Policy
1. Create a new network policy that includes switching features.

Click Configuration, create a new policy by clicking New, configure the following, and then click Create:

Name: Enter a descriptive name for the network policy.

Description: Enter a brief description of the policy.

Switching: (select)

2. Select the network policy that you just created in the Choose Network Policy panel, and then click OK, 
HiveManager automatically advances to the Configure Interfaces & User Access panel.

This only affects STP operation, and not RSTP.

A value of 1 is not supported for any STP setting.

You can use the port priority value as a way to control which ports are preferred when 
downstream switches elect their root ports. A lower priority value indicates a greater preference.

By default, Wireless Access and Bonjour Gateway are selected. You can leave these features 
selected without interfering with the configuration of the switching features.
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3. In the Additional Settings section, click Edit, expand Switch Settings > Storm Control, configure the 
following, and then click Save:

Byte Based: Select if you want to enter your storm control values in terms of the number of bytes. 

Packet Based: Select if you want to enter your storm control values in terms of the number of packets.

All Type: Select to include broadcast, unknown unicast, multicast, and TCP-SYN traffic when choosing 
what traffic to determine to be storm traffic. When you select this check box, all available traffic types 
are selected as well. Subsequently clearing any of the traffic type check boxes automatically clears the 
All Types check box.

Broadcast: Select to include broadcast traffic; that is, traffic that is forwarded to all destinations 
simultaneously.

Unknown Unicast: Select to include unicast traffic whose destination address does not appear in the 
forwarding database.

Multicast: Select to include traffic whose destination is a multicast address.

TCP-SYN: Select to include TCP-SYN flood traffic.

Rate Limit Type: (Available only when Byte Based is selected) Choose whether you want to enter values 
explicitly using the number of bytes per second (BPS) or as a percentage of total interface capacity.

Rate Limit Value: Enter the threshold value beyond which point you want the switch to discard traffic of 
the types selected above.

Configuring Traffic Storm Control on a Switch
To configure port-specific traffic storm control directly on a switch, click Configuration > Devices > Switches > 
device_name, expand the Storm Control section, configure the following, and then click Save:

Override storm control in the network policy: (select)

Byte Based: Select if you want to enter your storm control values in terms of the number of bytes. 

Packet Based: Select if you want to enter your storm control values in terms of the number of packets.

All Types: Select to include broadcast, unknown unicast, multicast, and TCP-SYN traffic when choosing 
what traffic to determine to be storm traffic. When you select this check box, all available traffic types 
are selected as well. Subsequently clearing any of the traffic type check boxes automatically clears the 
All Types check box.

Broadcast: Select to include broadcast traffic; that is, traffic that is forwarded to all destinations 
simultaneously.

Unknown Unicast: Select to include unicast traffic whose destination address does not appear in the 
forwarding database.

Multicast: Select to include traffic whose destination is a multicast address.

TCP-SYN: Select to include TCP-SYN flood traffic.

Rate Limit Type: (Available only when Byte Based is selected) Choose whether you want to enter values 
explicitly using the number of bytes per second (BPS) or as a percentage of total interface capacity.

Rate Limit Value: Enter the threshold value beyond which point you want the switch to discard traffic of 
the types selected above.
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You can adjust the setting of access traffic and 802.1Q (VLAN) traffic independently.
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