
Aerohive 6.1 New Features Guide
This guide describes the new features and feature enhancements introduced in the HiveOS and 
HiveManager 6.1 releases, ID Manager June 2013 release, and StudentManager 1.1r3 release.

New Features and Feature Enhancements
Several new features and feature enhancements have been introduced in the 6.1 releases. You can read 
summaries of these features and enhancements below. Major features are covered in more detail in 
individual sections later in this guide. For more information about known and addressed issues for the HiveOS 
and HiveManager 6.1 releases, ID Manager June 2013 release, and StudentManager 1.1r3 release, refer to 
the corresponding Aerohive Release Notes.

New Hardware Platforms
SR2124P: This release introduces the SR2124P switch, the second in the Aerohive SR Series of switches that 

provide wired network access. Aerohive switches are configured, managed, and monitored through 
the cloud-enabled HiveManager and run HiveOS. The SR2124P model features PoE support on all 24 
ports plus four 10 Gigabit SFP/SFP+ upload ports. The SR2124P switch can also operate as a router with full 
Aerohive router functionality. This switch will be released shortly after the 6.1r1 software.

New and Enhanced HiveOS and HiveManager 6.1r Features
The following are the new features and feature enhancements in the HiveOS and HiveManager 6.1r1 
releases.

Presence Analytics (Retail Analytics): Aerohive and Euclid have formed a partnership to give physical 
retailers a free Presence Analytics function that is integrated directly into their HiveManager online or 
on-premises accounts. Presence Analytics allows you to monitor an unlimited number of retail stores, 
browse visitor traffic, collect data about shopper engagement and loyalty, compare retail activity 
across stores, view historical information, and share data with fellow retailers. You can also choose to 
upgrade to a premium Euclid account for access to more detailed metrics, greater historical data 
collection, and other capabilities, such as custom analysis. See "Presence Analytics" on page 3.

Anonymous Access and Self-Registration with ID Manager: This release adds Anonymous Access and 
Self-Registration to ID Manager. Anonymous Access allows businesses to offer Internet access to visiting 
guests using mobile devices as a courtesy so that they do not have to pay for this service through their 
Internet providers. Self-Registration allows businesses to configure a captive web portal where a guest 
asks for and receives a username and password, uses these credentials to log in at first use, and then 
has ongoing access without the need to log in as long as they are in range, or until the ID Manager 
admin disables their account. See "ID Manager Anonymous Access and Self-Registration" on page 13.

Client Management (Trial Version): With this feature, you can automatically provision and manage Apple 
mobile devices running i OS 5 or later and Apple computers running Mac OS X v10.7 or later as they 
connect to the wireless network. The Aerohive AP with which the client connects checks if the client is 
currently enrolled and, if not, a Wi-Fi configuration and an enrollment profile (with client and CA 
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certificates and a mobile device management profile) are installed on the client to apply device 
security controls such as permitted applications and behavior. These profiles can differ based on 
whether the device matches a list of MAC addresses of corporate-issued devices or if it is a personally 
owned device. See "Client Management (Trial Version)" on page 18.

Manual Private PSK Activation Timeout: This is a minor performance enhancement. There is no direct 
customer impact.

StudentManager Enhancements: StudentManager can now integrate with Aeries SIS (Student Information 
System) natively. Natively integrating with Aeries allows you to import and manage classes and 
schedules, along with the access of students to school network and Internet resources using 
StudentManager. After you configure StudentManager and Aeries SIS to work together and synchronize 
the school data, you can view and manipulate data through StudentManager. See " StudentManager 
Enhancements" on page 31.

StudentManager and TeacherView Website Redirection: Teachers now have improved website redirection. 
When the teacher redirects students to a specified website, StudentManager and TeacherView can 
now redirect students to websites that access external content, including those that use content 
delivery networks to supply content and that subsequently redirect to another site. Also, students can be 
redirected to websites whose URL has changed and that are optimized for mobile devices.

New and Enhanced HiveManager 6.1r1 Features
MyHive and HiveManager Initial Login Experience. This release introduces a new user experience for system 

administrators logging into a new version of HiveManager. The experience differs for system 
administrators of HiveManager Online, on-premises HiveManager, and on-premises HiveManager with 
the Redirection Server (also called the Redirector). Three new screens have been added to the 
HiveManager Online and on-premises HiveManager login experience. The Review Inventory page 
provides a list of Aerohive devices. For on-premises HiveManager, this page displays the total number of 
Aerohive devices connected to HiveManager at login. For HiveManager Online, this page displays a list 
of Aerohive devices that have been licensed to your organization, including the device type, as well as 
the total number of Aerohive devices. The Activate License page displays license and entitlement key 
information and allows you to activate your license. The Management Settings page requires you to 
change the default password, choose the Express or Enterprise mode, and select a time zone. (If you 
delete a HiveManager database, the Review Inventory and Management Settings pages are 
displayed. However, the Activate License page is not displayed in this case.) After you have completed 
these changes, a Congratulations! page is displayed. When you exit this page, the HiveManager 
Configuration panel is displayed. 

In addition to the changes described above, existing HiveManager Online system administrators will 
notice a new welcome screen in MyHive and that there is no longer a separate Redirector that is visible 
from this page. Instead of an external Redirector, you can use the HiveManager Online interface to 
redirect, or add and remove, devices. See "MyHive and HiveManager Initial Login Changes" on 
page 32.

ID Manager GUI Enhancements: This release introduces a new look for the ID Manager administration 
interface. The new home page is divided into three clearly defined sections that provide at-a-glance 
visibility into critical information about your ID Manager account, and clear pointers to ID Manager 
configuration processes. HiveManager Online customers can now request a free 30-day trial of ID 
Manager. See "ID Manager GUI Enhancements" on page 39.
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Presence Analytics
The Aerohive Presence Analytics solution is a software product that runs on top of Aerohive wireless 
infrastructure. The solution enables physical retailers who deploy Aerohive wireless equipment to collect 
unique visitor metrics and insights into shopper behaviors in stores. HiveManager collects raw client data, 
sends it to Euclid for analysis, and then displays the results in specialized HiveManager reports. You simply 
create sensor radio profiles, apply them to Aerohive wireless devices, and define the business sites in which 
you want to deploy the Retail Analytics-enabled devices. When probe requests are received, the Aerohive 
device sends this information to HiveManager through its CAPWAP connection. This information is gathered 
over preselected time intervals, stored, and aggregated to derive valuable analytics to be displayed in 
HiveManager reports. Managers can collect important retail metrics to increase sales, such as measuring 
the percentage of clients passing by their sites that actually enter, or by altering the positioning of products 
to better steer clients to potentially high-margin items. 

Partnering with Euclid, Inc., Aerohive introduces a means to gather client data from Aerohive devices and 
send this raw data to Euclid for analysis. The Aerohive Presence Analytics solution is included free as part of 
on-premises HiveManager and HiveManager Online. You do not need any special licenses to enable it. The 
basic version includes various metrics for graphical and tabular visualization. If you want more in-depth 
analytics, you can upgrade to the Euclid Premium service to take full advantage of the retail analysis 
capabilities offered by Euclid. 

Aerohive devices running HiveOS version 6.1r1 or later already have integrated Presence Analytics 
capabilities designed to measure the behavior patterns of wireless clients by identifying and tracking their 
smartphones or other Wi-Fi-enabled mobile devices while continuing to provide wireless access. 
Additionally, you have the option to configure the radios of your Aerohive devices as sensors for scanning 
traffic only, in case you do not want to serve clients. When the Presence Analytics service is activated, 
Aerohive wireless devices can collect client data while performing their regular operations. If you want to 
focus strictly on collecting client data, you can also configure the radios in these devices to operate in 
sensor-only mode, where they constantly scan radio channels and function solely as sensors to detect 
wireless mobile devices. Clients do not need to associate with the SSID of an Aerohive device. These devices 
track clients by monitoring their probe requests. HiveManager uses the relative RSSI (radio signal strength 
indicator) values of client probe requests reported by different Aerohive devices to determine the 
approximate locations, either just outside or inside your place of business. 

For example, in the case of a retail store, Presence Analytics tracks which specific departments a client visits 
while inside the store, how long a client spends at any given location, and movement patterns of the client 
within the store at various times during normal store hours. The out-of-the-box solution works with as few as 
one AP per store. Storefront traffic is measured by algorithms designed to identify the people outside and 
inside the store. The effectiveness of window displays designed to entice clients to enter the store can also 
be measured. Users who do not wish to have their wireless mobile devices tracked must deliberately turn off 
the Wi-Fi feature of their handsets or power down their devices altogether. 

You can track clients at multiple sites by identifying where those sensors are located within the overall 
network topology of the business. Presence Analytics tracks the following statistics:

Acquisition

• Storefront traffic--number of people who walk by your store without coming into your store
• Visits--number of people seen inside your store
• Capture rate--percentage of people seen outside the your store that come into your store

Engagement

• Visit duration--amount of time visitors spend inside your store
• Stay period distribution and bounce rates--track how many visitors stay in your store for a specified 

period of time
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Loyalty

• Visit frequency--average number of times a person visits your store in a 30-day period
• Visit recency--number of days since a visitor was last seen in your store
• Repeat visitor ratio--percentage of visitors that came into your store before

Configuring Basic Presence Analytics Service 

To activate Presence Analytics for Aerohive devices in HiveManager, you must enable the global Presence 
Analytics service, configure the Presence radio profiles, and then apply the Presence radio profiles to the 
Aerohive devices.

Enabling Global Presence Analytics
To enable Presence Analytics globally, complete the following steps:

1. Log in to the HiveManager GUI, click Home > Administration > HiveManager Services , select Update 
Presence Analytics Settings , select Enable Presence Analytics, and then click Update .

The global Presence analytics service is now enabled and the Presence Analytics navigation link 
appears under the Reports tab.

For Aerohive devices to collect Presence Analytics data, they must be running HiveOS version 6.1r1 
software. If the devices are running earlier versions of HiveOS software, they must be upgraded to version 
6.1r1 software.

This operation is only required if you have an on-premise HiveManager. If you have a HiveManager Online 
account, contact Aerohive Technical Support to enable Presence Analytics in your account.
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2. Click Reports > Presence Analytics > Configure .
The first time you click Configure , the end-user license agreement (EULA) appears. Read the EULA and 
click Accept to consent to its terms or click Decline to decline its terms. 
If you do not accept the EULA, you cannot proceed further and cannot configure Aerohive devices with 
Presence analytics capabilities. 
If you accept the license agreement, the Configure Presence Analytics page appears. Before you can 
assign Aerohive Presence-enabled devices to your retail stores, you must first configure Presence radio 
profiles and apply them to the Aerohive devices.

See "Configuring Presence Radio Profiles" to set up a Presence radio profile, and then navigate to one of the 
following sections appropriate for the device to which you want to apply the Presence radio profile:

• "Applying Presence Radio Profiles to BR100s" on page 6
• "Applying Presence Radio Profiles to Aerohive APs" on page 7
• "Applying Presence Profiles to BR200-WP" on page 8

Configuring Presence Radio Profiles
If you want to configure any of the radios on your Aerohive devices to include Presence capabilities, 
complete the following steps:

1. Click Configuration > Show Nav > Radio Profiles.
2. To configure a new sensor radio profile, click New or click an existing radio profile name to modify its 

configuration. Configure the following Presence analytics settings, and then click Save :

Presence Analytics Radio Settings : (select)

Enable Presence Analytics : Select this check box to enable and configure Presence analytics.

Trap Interval : (Also known as the reporting interval.) Set how often the Presence sensor 
reports sensor data to HiveManager. By default, the trap interval is set to 30 seconds. You 
can enter an interval between 15 and 600 seconds (10 minutes) to accommodate slow WAN 
connections. Decreasing this interval below 30 seconds pushes the data faster but increases 
network traffic. Increasing this interval above 30 seconds pushes the data at a slower rate 
but decreases network traffic.

Aging Time : After being detected for the first time, the client is reported at every interval until 
the same client is no longer detected within the duration of the aging time value. If the same 
client is detected again later, it is reported as detected for the first time. By default, the aging 
time is set to 30 seconds. You can enter an aging time between 15 and 600 seconds (10 
minutes). Adjust the aging time in accordance with the reporting and aggregation interval 
such that client data is reported without being aged out. The aging time should be in line 
with or smaller than the reporting and aggregation intervals. 

Aggregate Interval : Set the interval during which time client data is collected in a single data 
sample and reported to HiveManager. It is preferable to set the aggregate interval to the 
same value as the reporting interval. By default, the aggregate interval is 30 seconds. You 
can enter an aggregate interval between 15 and 600 seconds (10 minutes) to 
accommodate slow WAN connections. Decreasing this interval below 30 seconds pushes 
the data faster but increases network traffic. Increasing this interval above 30 seconds 
pushes data at a slower rate but decreases network traffic.

The following parameters specify how frequently data is sent from Aerohive devices to the 
platform. They allow for adjustments made to accommodate situations where devices are 
connected over slower links, and where the data must be aggregated at different rates. They do 
not change the values of the Presence analytics. It is not necessary to change the default values if 
devices are connected over faster links.
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Scan Settings

Dwell Time : Dwell time defines how long the radio transmits on a specific channel frequency 
to scan client probe requests before moving to the next channel. The radio remains for a 
limited fixed time on each channel before hopping to the next frequency in the channel 
sequence. By default, the dwell time value is 1200 milliseconds (1.2 seconds). You can set the 
dwell time between 10 and 30000 milliseconds (30 seconds). For purposes of Presence data 
collection, increasing the dwell time above the default value raises the data throughput of 
the data collected on each channel. Decreasing the minimum dwell time, reduces the 
latency but also reduces the throughput of the data collected on each channel.

Scan all channels : Select the check box to scan all radio channel numbers on Aerohive 
devices in sensor mode on a per-radio basis to collect client probe request data.

Clear check box if you want to set specific channel numbers to be scanned. 

Scan channels : Enter a list of channel numbers in the Scan channels field using commas 
to separate a series of them.

Applying Presence Radio Profiles to BR100s

1. Click Configuration > Devices > All Devices.
2. Select the device check box of the BR100 to which you want to apply a Presence sensor-only radio 

profile, click Modify , select the following, and then click Save :

Use radio as a sensor (for Presence) : Choose to set the single radio to Presence sensor-only mode. 

WLAN Interface

2.4 GHz (wifi0) Radio Profile : Choose a preconfigured Presence radio profile (defined earlier in 
"Configuring Presence Radio Profiles" on page 5) from the radio profile drop-down list to apply it 
to this interface.

3. Click Configuration > All Devices , select the check boxes of the BR100s that HiveManager needs to 
update, and then click Update > Upload and Activate Configuration .

Scan settings are needed only when Aerohive devices are optionally configured as sensors. 
For devices serving wireless clients, it is not necessary to configure the following values.

The BR100 has one 2.4 GHz radio that can only perform in a single mode at any one time. Setting the radio 
to sensor mode creates a sensor-only device that no longer provides wireless network access to clients.

For this release, make sure that the BR100 is set to function as a router. If the BR100 is set to function 
as an AP, choose Router from the Device Function drop-down list, click Save, and then reselect the 
BR100 from the list on the All Devices page.

Aerohive BR100s do not provide wireless network access in sensor mode but continue to serve 
wired clients on router ports when in Presence mode.
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Applying Presence Radio Profiles to Aerohive APs
Aerohive APs can be configured to use their integrated Presence capabilities or to dedicate one of their 
radios for Presence sensor-only operation.

The radios in Aerohive APs have integrated Presence capabilities. This means that a radio serves clients as it 
does normally and, at the same time, collects all client Presence data and delivers this data to 
HiveManager. With these Presence capabilities, the AP does not scan channels but remains on its current 
channel and performs additional processing when it receives Presence data from clients within its Wi-Fi radio 
coverage.

To combine the Aerohive AP integrated Presence capabilities with the usual radio configuration:

1. Click Configuration > Devices > All Devices.
2. Select the device check box of the Aerohive AP for which you want to integrate a Presence radio 

profile, click Modify , select the following, and then click Save :

Choose any radio setting (except for the Use a custom configuration setting) for which you want the 
Aerohive AP to perform normal wireless operations, such as supporting wireless client access and 
backhaul functions. 

WLAN Interface: Choose a radio interface on which you want to integrate a new Presence radio 
profile. 

2.4 GHz (wifi0) Radio Profile : Select the New ( + ) icon, and then click More Settings to create a 
new Presence radio profile to apply to this interface. The New Radio Profiles window appears.

Or

5 GHz (wifi1) Radio Profile : Select the New ( + ) icon, and then click More Settings to create a 
new Presence radio profile to apply to this interface. The New Radio Profiles window appears.

Presence Analytics Radio Settings : (select)

Enable Presence Analytics : Select to enable Presence analytics on this radio profile, and then 
configure the Presence interval and channel scanning settings if necessary (see "Configuring 
Presence Radio Profiles" on page 5 to configure the Presence settings). After you click Save, 
HiveManager returns to the new or existing Aerohive AP you selected in Step 2.

3. In the WLAN Interface section, choose the new Presence radio profile you just configured from the Radio 
Profile drop-down list to apply it to the interface, and then click Save .

4. Click Configuration > All Devices , select the check boxes of the APs that HiveManager needs to update, 
and then click Update > Upload and Activate Configuration.

To enable Presence sensor-only capabilities on an Aerohive AP radio:

1. Click Configuration > Devices > All Devices.
2. Select the device check box of the Aerohive AP device for which you want to apply a Presence 

sensor-only radio profile, click Modify, select the following, and then click Save :

Use a custom configuration : Choose this radio setting to enable the AP to collect Presence 
sensor-only data. 

WLAN Interface : You can dedicate one radio or both radios to function in Presence sensor-only 
mode. Be aware that if you choose to set both radios to Presence sensor-only mode, the AP will no 
longer associate wireless clients and no longer support backhaul operations in this mode.

If you want to dedicate a device to serve only as a sensor for Presence analytics without serving wireless 
clients, then proceed to configure your Aerohive AP in Presence sensor-only mode.
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2.4 GHz (wifi0) Radio Profile : Choose a preconfigured Presence radio profile (defined earlier in 
"Configuring Presence Radio Profiles" on page 5) from the radio profile drop-down list to apply it 
to this interface.

Or

5 GHz (wifi1) Radio Profile : Choose a preconfigured Presence radio profile (defined earlier in 
"Configuring Presence Radio Profiles" on page 5) from the radio profile drop-down list to apply it 
to this interface.

Radio Setup :

wifi0 : Choose the radio mode from the drop-down list as Access , Dual , Backhaul , or Sensor (for 
Presence) . If the radio configured in the WLAN Interface wifi0 is a Presence radio profile, choose 
the Sensor (for Presence) mode.

wifi1 : Choose the radio mode from the drop-down list as Access , Dual , Backhaul , or Sensor (for 
Presence) . If the radio configured in the WLAN Interface wifi1 is a Presence radio profile, choose 
the Sensor (for Presence) mode.

3. Click Configuration > All Devices , select the check boxes of the APs that HiveManager needs to update, 
and then click Update > Upload and Activate Configuration.

Applying Presence Profiles to BR200-WP
Aerohive BR200-WP radios can be configured to use their integrated Presence capabilities or to dedicate 
their radios for Presence sensor-only operation.

The radio in the BR200-WP has integrated Presence capabilities when you choose any of the first four radio 
settings. As with standalone APs, this means that a radio serves clients as it does normally and, at the same 
time, collects all client Presence data and delivers this data to HiveManager. With these Presence 
capabilities, the radio in the BR200-WP does not scan multiple channels but remains on its current channel 
and performs additional processing when it receives Presence data from clients within its radio coverage.

To combine the BR200-WP radio integrated Presence capabilities with any one of its other radio modes:

1. Click Configuration > Devices > All Devices.
2. Select the device check box of the Aerohive BR200-WP device for which you want to apply a Presence 

radio profile, click Modify , select the following, and then click Save :

Choose any radio setting except for the Use radio as a sensor (for Presence) setting for which you want 
the access point to perform normal wireless operations, such as supporting wireless client access and 
backhaul functions. 

WLAN Interface : Choose a radio interface on which you want to integrate a new Presence radio 
profile.

2.4 GHz (wifi0) Radio Profile : Select the New ( + ) icon, and then click More Settings to create a 
new Presence radio profile to apply to this interface. The New Radio Profiles window appears.

Or

5 GHz (wifi0) Radio Profile : Select the New ( + ) icon, and then click More Settings to create a 
new Presence radio profile to apply to this interface. The New Radio Profiles window appears.

Presence Analytics Radio Settings : (select)

Enable Presence Analytics : Select to enable Presence analytics on this radio profile, and then 
configure the Presence interval and channel scanning settings if necessary (see "Configuring 
Presence Radio Profiles" on page 5 to configure the Presence settings). After you click Save, 
HiveManager returns to the new or existing Aerohive AP you selected in Step 2.
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3. In the WLAN Interface section, choose the new Presence radio profile you just configured from the Radio 
Profile drop-down list to apply it to the interface, and then click Save .

4. Click Configuration > All Devices, select the check boxes of the APs that HiveManager needs to update, 
and then click Update > Upload and Activate Configuration.

To enable Presence sensor-only capabilities on the radio of the BR200-WP:

1. Click Configuration > Devices > All Devices.
2. Select the device check box of the BR200-WP for which you want to apply a Presence sensor-only radio 

profile, click Modify , select the following, and then click Save :
Use radio as a sensor (for Presence) : Choose this radio mode to configure the radio as a Presence 
sensor-only radio. 

WAN Interface : Choose a radio interface on which you want to configure the Presence sensor-only 
capability.

2.4 GHz (wifi0) Radio Profile : Choose a preconfigured Presence radio profile (defined earlier in 
"Configuring Presence Radio Profiles" on page 5) from the radio profile drop-down list to apply it 
to this interface.
Or
5 GHz (wifi0) Radio Profile : Choose a preconfigured Presence radio profile (defined earlier in 
"Configuring Presence Radio Profiles" on page 5) from the radio profile drop-down list to apply it 
to this interface.

3. Click Configuration > All Devices, select the check boxes of the BR200-WPs that HiveManager needs to 
update, and then click Update > Upload and Activate Configuration .

Defining Presence Retail Stores
Before defining Presence retail stores, make sure you have activated the Presence analytics service. For 
those devices that use Presence radio profiles, make sure you have configured the radio profiles and 
applied them to the Aerohive devices in your retail stores. A store represents a physical retail store, a 
landmark within a store, or in general, a logical location where a customer wants to collect Presence 
Analytics. To create Presence retail stores and assign Aerohive devices to those stores, complete the 
following steps:
1. Click Reports > Presence Analytics.

The Presence Analytics page appears.

2. Click Configure .

You must have already accepted the end-user license agreement (EULA) to reach this point in the 
Presence Analytics setup procedure. 

The Configure Presence Analytics page appears.

3. To define a new retail store, click New , enter the following, and then click Save  :
Store Name : Enter the name of the store. The name can be up to 32 characters without including 
spaces.
Time Zone : Choose the time zone of the store from the drop-down list.
Address, City, State : Enter the complete store address.

The BR200-WP with its radio in this mode continues to provide access for wired clients, but the radio 
no longer supports network access for wireless clients. 
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Associated Devices/Sensors : Aerohive devices manged by HiveManager that are not already 
assigned to a retail store location are displayed in the Available Devices list. 

The total number of available unassigned devices in this list is shown within the parenthesis at the end 
of the list title. 

From the list of Available Devices, choose and move each device you want assigned to the new retail 
store to the Selected Devices list by clicking the device you want to move, and then clicking the right 
arrow ( > ). 

The Devices at Other Stores list displays Aerohive devices located at other retail store locations. The total 
number of devices located in other stores is shown within the parenthesis at the end of the list title.

Selecting One or Multiple Devices
When one Aerohive device is selected for a retail store, all the data collected by the device is 
associated with Presence Analytics metrics for that store. When multiple Aerohive devices are selected 
for a single retail store, all the data collected is aggregated into metrics for that store.

To collect metrics for various landmark areas within a physical retail store, you can define those 
landmark areas as stores and associate Aerohive devices that correspond to those landmark areas.

Viewing Presence Analytics Dashboard
Raw data gathered from Aerohive devices that is sent to Euclid is only processed during certain times of the 
day. To ensure you receive meaningful analytic results, allow at least 24 hours to elapse to make certain that 
Euclid has had sufficient time to accumulate and process raw data. Click Reports > Presence Analytics > 
Analytics Dashboard to view the following Visitor Analytics metrics:

Visits : Number of client visits to the store or stores today versus client visits during a previous day, week, 
and month

Opportunity : Capture rate as the percentage of clients passing by the store or stores that enter the store 
or stores today versus during a previous day, week, and month

Engagement : Average visit duration in minutes and the percentage engagement rate of clients that 
stay for at least 20 minutes in the store or stores today versus during a previous day, week, and month.

Loyalty : Frequency with which visitors later return to the store or stores today versus a previous day, 
week, and month.

These are the four main metric widgets. However, you can expand the graphical view to see more 
metrics and create comparisons between them.

To view all managed Aerohive devices in HiveManager, navigate to Configuration > Devices > All 
Devices and view the devices listed under Managed Devices.

If you attempt to move a managed Aerohive device from the Available Devices to the Selected 
Devices list that is not configured as a Presence-enabled device, an error message is displayed. 
The device is moved from one list to the other but is not recognized by the system as a 
Presence-enabled device.

More metrics are available by opening the widget.
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For each of chart displays listed above, you can hover your mouse over portions of the chart to view 
metrics that cover different data aggregation periods. 

View Full Report : Click View Full Report for each of the four metrics to view more detailed current 
information for each metric.

Invite users : To send an Email link to view this report to another person or an Email distribution 
alias, click Invite users. The Email message contains a link to allow viewing of this analytics report. 
An Email entry field appears.

Invite : Enter the email destination address of the person or Email alias.

Day, Week, or Month vs. Last Week, or Last Month : Select to display metrics aggregated during 
the current day, week, or month duration versus last week or last month. Click in the date entry 
field to select a day. A calendar appears from which you can select a day by first clicking on the 
arrows to select the month, and then select the day.

store filter : Enter the filter to list filtered store-related information.

PDF : Select to create a PDF report. Follow the instructions in the dialog box as it prompts you to 
open or save the PDF file. 

List of retail stores and metrics : The list displays retail stores and their corresponding metrics. The 
metrics for a particular retail store can be displayed over the following time durations: calendar 
days, week-to-date (WTD), last week (LW), month-to-date (MTD), or last month (LM), depending 
on the time duration you select. The total number of stores and total visitor metrics are shown at 
the bottom of the list.

Show/Hide Inactive Stores : Click to show or hide retail stores that do not display active data 
collection.

To return to the overview page, click Back to overview.

View full chart : Click View full chart for the Visits, Opportunity, and Loyalty metrics to view more details. 

Menu Options : For all or individually chosen retail stores, you can choose from drop-down lists of Visits, 
Repeat Visit Rates, Capture Rate, Visit Frequency menus that are plotted on a graph as a solid line or 
choose another menu option for comparison that is plotted on the same graph as a dashed line. The 
menu options change depending on the Visitor Analytics metric you choose to chart. 

You can also chart the data for different time periods, such as daily, weekly, monthly, quarterly, or only 
on selected weekdays, that are displayed in different colored graphs. 

As with the other charts, you can hover your mouse over portions of the chart to view data that cover 
different periods.

Select Stores and Tags : Click All to open the Select Stores and Tags dialog box. To add stores to the 
chart, select the store whose metrics you want to view from the list of stores, and then click Save. The 
stores you selected are listed at the right of the chart and assigned a unique color. Metrics for each 
store are graphed using the color assigned for each store.

To return to the overview page, click Back to overview . Click + Add 2nd Chart to add and configure a 
second chart.

Navigate to Home > HiveManager Services > Update Email Service Settings to set up Email 
destinations.
For more information: Aerohive Release Notes Online Docs and Videos HiveMind 11

http://www.aerohive.com/330000/docs/help/english/6.1r1/ref/Aerohive_ReleaseNotes_330104-01.pdf
http://www.aerohive.com/techdocs
http://blogs.aerohive.com


Presence Analytics Aerohive 6.1 New Features Guide
Viewing Presence Analytics Monitor
The Analytics Monitor tab is designed for troubleshooting by analyzing the raw data arriving at the Aerohive 
devices. Click Reports > Presence Analytics > Analytics Monitor to view the total number of detected clients 
that visit your store and the Presence data throughput of the Aerohive sensor-enabled devices:

Time Range : Select Last Minute, Last Hour, or Last 24 Hours time period to view meaningful raw data 
collected from detected clients and the total amount of Aerohive sensor data throughput during the 
selected time period.

Presence Analytics Connection Status : Displays the CAPWAP connection status of the Aerohive devices 
at the Presence retail store to HiveManager: green indicates the sensor is up, and gray indicates the 
sensor is down.

Last time data was posted : Displays the day and time that Aerohive devices last reported sensor data to 
HiveManager.

Total Number of Detected Clients : Displays the total number of clients detected by Aerohive devices 
during the selected time period.

Total Throughput of Sensor Data : Displays the total amount of data throughput, in kilobytes, of Aerohive 
sensor data during the selected time period.

List of Presence stores and number of devices at the store : To view real-time client movement detected 
by the Aerohive sensors at a particular retail store, click the store name to display Aerohive sensors for 
the chosen store. 

Click an Aerohive device from which you want to view real-time data. 

The Aerohive Device Summary window appears for the chosen device. View the following 
information, and then click Close to close the window:

CAPWAP Status : The CAPWAP connection status of the chosen Aerohive device is displayed: 
green indicates the sensor has a CAPWAP connection to HiveManager, and gray indicates it is 
disconnected.

Last connection time : Displays the date and time Aerohive last connected to HiveManager.

Clients are currently being tracked : Displays the number of clients currently being tracked by 
Aerohive.

Search : You can search the Recently Detected Clients list for a client MAC address. Enter the 
MAC address for the client you want to find in the list. If found, the client MAC address (displayed 
in yellow) and the amount of time since it was first seen are displayed. To view the complete list 
again, delete the MAC address from the search box.

Pause : The display refreshes automatically every 10 seconds. To freeze the client MAC address 
list and elapsed time, click the Pause icon. To set the list to automatically refresh, click the Pause 
icon again.

Recently Detected Clients : Displays a list of client MAC addresses.

Time Detected : Indicates the amount of time elapsed since the client MAC address was first 
detected in the current session. 
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ID Manager Anonymous Access and Self-Registration
This release adds two new ID Manager features: Anonymous Access and Self-Registration. Anonymous 
Access offers Internet access as a courtesy to visiting guests using mobile devices so they do not have to 
pay to use their own Internet providers. Self-Registration allows businesses to configure a captive web portal 
where a guest asks for and receives a username and password, uses these credentials to log in at first use, 
and then has ongoing access without the need to log in as long as they are in range, or until the account 
expires as configured by the ID Manager admin.

Anonymous Access
Use Anonymous Access to offer your customers and guests that are using mobile devices complimentary 
Internet access during their visits to your site. You benefit from increased customer satisfaction, a possible 
increase in return customer business, and the data logs that are generated for these guests. You can define 
duration and usage limitations for anonymous guests in ID Manager. 

Setting Anonymous Access Restrictions
You can enforce three types of access restrictions for anonymous access guests:

• No restrictions: access and bandwidth are always available and unlimited
• Time restrictions: You enforce time restrictions so that guests can only obtain access during the time 

periods that you specify.
• Data Usage restrictions: You can enforce data usage (bandwidth) restrictions to prevent guest traffic 

and activity from overloading your network. You can also suspend access temporarily in instances 
where bandwidth usage or the number of guests exceeds your requirements. 

Anonymous Access grants access through open SSIDs and a “use policy acceptance” captive web portal 
that you configure in HiveManager and upload to devices that are running ID Manager. Then you create a 
guest type in ID Manager for anonymous access, and link that guest type to your anonymous access SSID. 

The steps to configure Anonymous Access are described in the following sections.

Configuring an Anonymous Access SSID in HiveManager
1. In HiveManager, select your network policy (or create a network policy if you have not already done 

so), and click OK. In the configuration panel that appears, click the Choose button in the SSID section, 
enter the following information, and then click Save:

Profile Name: Enter a name for the SSID. The name can contain up to 32 characters, including spaces.
SSID: Use the same name as the SSID profile name or enter a different one. This is the name that wireless 
clients receive in beacons (unless you choose to hide the SSID). The name can be up to 32 characters 
long and—unlike the profile name—can include spaces.
SSID Broadcast Band: Select 2.4 GHz & 5 GHz
Description: Enter a brief description for this SSID. The description can contain up to 64 characters, 
including spaces.
In the SSID Access Security section, select Open.
Select the Use Aerohive ID Manager check box.

Anonymous Access runs on distributed networks where each site has one AP. 

You must configure a separate SSID in HiveManager for each of type of restriction that you want to 
enforce, and you must also configure a user profile for each SSID. If you only apply one type of restriction, 
(the most common case), or no restrictions, you only need one SSID with an associated user profile.
You must also configure a Guest Type in ID Manager for each SSID, based on the restrictions you want to 
enforce. If you have only configured one SSID, then you need only one Guest Type.
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In the dialog box that appears, make sure that only your new SSID is highlighted and then click OK.
2. Your now see your SSID in the Configure Interfaces & User Access window. In the Authentication section 

for your SSID, click the red <CWP> link to configure the captive web portal for this SSID. From the dialog 
box, select New and click OK.

3. In the New Captive Web Portal window, enter the following information and then click Save.
Name: Enter a name for the captive web portal of up to 32 characters including spaces.
Registration Type: From the drop-down list, select Time/Data Limits (No Authentication Required). 

4. You can now either assign an existing user profile to this SSID, or create a new user profile for anonymous 
access only. In the User Profile section for this SSID, click Add/Edit. In the dialog box that appears, make 
sure you are in the Default tab, click New, enter the following information, and the click Save:

Name: Enter a name for this user profile of up to 32 characters including spaces.
Attribute number: Assign a unique attribute number for each user profile and SSID that you configure. 
ID Manager uses attribute numbers to determine which restrictions (if any) to apply to guests that use 
anonymous access. 
Default VLAN: Leave the default VLAN as 1.
Description: Enter a brief description for this user profile of up to 64 characters including spaces.

5. In the Choose SSIDs dialog box, make sure your user profile is the only one highlighted, and click OK.

Enabling Anonymous Access in ID Manager
Perform the following steps to enable Anonymous Access In ID Manager for the associated SSIDs.

1. From the ID Manager home page, in the Manage Guests section, select Guest Account Management.
2. Select the Guest Type tab, click New, enter the following information, and then click Create:

Type Name: Enter a name for this guest type. The name can contain up to 12 characters, including 
spaces.
SSID: If you uploaded the SSID and user profiles to your ID Manager devices, this field becomes a 
drop-down list. Select the SSID from this list.
Attribute number: This field is automatically populated with the attribute number for the selected SSID.
Auth Type: Select No authentication (Anonymous Access). A cancel switch now appears in this 
window. This switch allows you to turn off anonymous access for a period of time (for example, if data 
usage rates become unmanageable.) You can use this switch to temporarily block and then reinstate 
access without the need to reconfigure time limits or disable the feature completely.
Access Restriction: Define access limitations, if any, in this section. You can choose to set no limitations, 
set a time limitation, or set a data usage limitation. For each type of limitation that you want, you will 
need to configure a separate SSID and user profile in HiveManager.
No restriction: This option allows unrestricted guest access.

You can use the default captive web portal settings or customize your captive web portal for 
appearance, language, and other options. For detailed instructions about how to customize 
captive web portals, see the HiveManager Help.

If you configure more than one SSID for anonymous access to enforce multiple restriction types, you 
must also configure a user profile for each SSID.

You must upload SSIDs and User Profiles to the APs on which you will be using ID Manager before you 
can see them in ID Manager.
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Time Limit: This option slows you to set a time restriction on guest access. There are two options:
Fixed time window: if this is selected, the allowed time period will always start at 12:00am.
Rolling time window: If this is selected, the allowed time covers 24 hours prior to the current time. 

Self-Registration
ID Manager Self-Registration allows you to create an SSID and user profile where guests log in once with a 
username and password provided by ID Manager, and then have login-free access indefinitely as long as 
they are within range of the SSID, or until the account expires. Self-Registration in ID Manager operates in 
much the same way as guest access in many hotels and conference centers.

To enable Self-Registration, first configure an SSID in HiveManager to use a one-time login captive web 
portal (that you configure in ID Manager as explained below.) Then configure two user profiles (a default 
profile for guest access and a registration profile for password creation and delivery.) Finally, push these 
configurations to the APs on which you want to apply ID Manager.

The steps for these processes are described below.

1. In HiveManager, select your network policy (or create a network policy if you have not already done 
so), and click OK. In the configuration panel that appears, click the Choose button in the SSID section, 
enter the following information, and then click Save:

Profile Name: Enter a name for the SSID. The name can contain up to 32 characters, including spaces. 
It will be helpful if you identify this SSID as a self-registration SSID.
SSID: Use the same name as the SSID profile name or enter a different one. This is the name that wireless 
clients receive in beacons (unless you choose to hide the SSID). The name can be up to 32 characters 
long and—unlike the profile name—can include spaces.
SSID Broadcast Band: Select 2.4 GHz & 5 GHz
Description: Enter a brief description for this SSID. The description can contain up to 64 characters, 
including spaces.
In the SSID Access Security section, select Open.
Select the Use Aerohive ID Manager check box. 

In the Choose SSID dialog box that appears, make sure that only your new SSID is highlighted and then 
click OK. 

2. Your now see your SSID in the Configure Interfaces & User Access window. In the Authentication section 
for your SSID, click the red <CWP> link to configure the captive web portal for this SSID. From the Choose 
CWP dialog box, select New and click OK.

3. In the New Captive Web Portal window, enter the following information and then click Save.
Name: Enter a name for the captive web portal of up to 32 characters including spaces.
Registration Type: From the drop-down list, select Self-registration (Password-based). 

4. Create a new default user profile for self-registration. In the User Profile section for this SSID, click 
Add/Edit. In the Choose User Profiles dialog box, make sure you are in the Default tab, click New, enter 
the following information, and the click Save:

Name: Enter a name for this user profile of up to 32 characters including spaces.

You can use the default captive web portal settings or customize your captive web portal for 
appearance, language, and other options. For detailed instructions about how to customize 
captive web portals, see the HiveManager Help.

For Self-Registration, you must configure both a default user profile and a registration profile. 
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Attribute number: Assign a unique attribute number for each user profile and SSID that you configure. 
ID Manager uses attribute numbers to determine which restrictions (if any) to apply to guests that use 
anonymous access. 
Default VLAN: Leave the default VLAN as 1.
Description: Enter a brief description for this user profile of up to 64 characters including spaces.

5. In the Choose User Profiles dialog box, make sure you are in the Default tab and that your new user 
profile is the only one highlighted. Do not exit from this dialog box yet, and do not click Save.

6. In the Choose User Profiles dialog box, click the Registration tab, and then click New. In the New User 
Profile window, enter the following information, and then click Save.

Name: Enter a name for this user profile of up to 32 characters including spaces.
Attribute number: Assign a unique attribute number for each user profile and SSID that you configure. 
ID Manager uses attribute numbers to determine which restrictions (if any) to apply to guests that use 
anonymous access. 
Default VLAN: Leave the default VLAN as 1.
Description: Enter a brief description for this user profile of up to 64 characters including spaces.

When you click Save, the Choose User Profiles dialog box appears. Follow the next two steps carefully to 
assign both profiles to your self-reg SSID.

7. In the Choose User Profiles dialog box, in the Registration section, select the user profile you just 
configured for registration.

8. In the same dialog box, switch to the Default section and highlight the default user profile you created 
for the self registration SSID. Now click Save.

In the Configure Network Policy window, in the SSIDs section, you should now see both user profiles for 
the Self-Registration SSID that you created.

Enabling Self-Registration in ID Manager
There are two steps you must take in ID Manager to activate the Self-Registration. The first step is to create a 
guest type for self-registration. The second step is to configure the captive web portal information in ID 
Manager > Configuration > ID Manager Settings > Registration GUI. Both steps are described below.

Creating a Guest Type for Self-Registration
1. From the ID Manager home page, in the Manage Guests section, select Guest Account Management.
2. Select the Guest Type tab, click New, enter the following information, and then click Create:

Type Name: Enter a name for this guest type. The name can contain up to 12 characters, including 
spaces.
SSID: If you uploaded the SSID and user profiles to your ID Manager devices, this field becomes a 
drop-down list. Select the Self-Registration SSID from this list.
Attribute number: This field is automatically populated with the attribute number for the selected SSID.
Auth Type: Select User Name/Password.
Account Expiration: Select a time period for which you want self-registration accounts to remain active 
from the options in this section. 

If you do not select both a default and a registration user profile, you will be prompted to do so.

You must upload SSIDs and User Profiles to the APs on which you will be using ID Manager before you can 
see them in ID Manager.
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Configuring the Registration GUI Captive Web Portal for Self-Registration
This step configures the captive web portal that is displayed on guest devices for Self-Registration.

1. In ID Manager > Configuration > ID Manager Settings > Registration GUI, scroll down to the Registration 
section. 

2. Select the CWP based Registration tab. Complete the following fields in this section and then click 
Update:

Enable CWP-based Registration: First select this check box to unlock the fields.
Guest Type: Select the guest type that you created for self-registration from the drop-down list.
Authorized by: Enter the name of the person who configured self-registration (this information is for use 
in the logs).
Language: Select a language from the drop-down list.
Time Zone: Select the time zone for your location.
Date Format: Select a date format from the drop-down list.
Time Format: Select either a 12 hour or 24 hour time format.
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Client Management (Trial Version)
As people increasingly make use of personal mobile devices to do work, they expect to be able to use them 
anywhere—at home, on the road, and in the office. Introducing a variety of wireless devices with different 
operating systems and applications to the corporate network poses a challenge for network security 
administrators. Client Management provides a simple method to control network access and mobile 
wireless device functions without any IT intervention. The employees themselves enroll their devices when first 
connecting to the wireless network.

To determine the ownership type of their devices, their MAC addresses can automatically be compared 
with a list of all company-issued devices (CIDs) or the users can be allowed to specify their devices as 
personally owned or company issued. After the type of device ownership is established, users must accept 
the terms of use and then download an enrollment profile and Wi-Fi configuration to their devices. 
Depending on the Client Management settings, the enrollment profile can contain client and CA 
certificates and device behavior and usage restrictions.

The infrastructure to support this is diagrammed below. As you can see in Figure 1, Aerohive has introduced 
an online database system, the Client Management cluster, to manage the enrollment process. This cluster 
consists of a group of highly available servers that communicate with HiveManager and with Apple clients 
through APNS (Apple Push Notification Service). This trial version supports the provisioning and management 
of Apple mobile devices running iOS 5 or later and Apple computers running Mac OS X v10.7 or later.

Figure 1 Client Management Overview
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Wi-Fi configuration and client profiles. After the 
installation, the user can access the network.
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* CA, server, and client certificates are only sent to the AP and client when the SSID uses 802.1X 
authentication and the AP functions as an Aerohive RADIUS server. If you use an external RADIUS server, you 
must export the CA and server certificates from HiveManager and then import them to the RADIUS server. 
If the SSID uses private PSKs to authenticate users, no certificates are required.
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Configuring Client Management
There are several components involved in configuring Client Management, some of which are unique to the 
type of access security for the SSID—802.1X, private PSK, and PSK. The configuration elements that all three 
SSID types have in common are explained first, followed by three sections with the configuration steps for 
each SSID type.

1. To request that the trial version of Client Management be enabled for a HiveManager Online account or 
an on-premises HiveManager appliance, send an email to acm.beta@aerohive.com. You must provide 
either your VHM ID if you have a HiveManager Online account or the system ID for an on-premises 
HiveManager appliance.

2. After receiving an email response confirming that you can begin using the feature, log in to the VHM for 
which you want to enable Client Management, click Home > Administration > HiveManager Services, 
expand Client Management Settings, enter the following, and then click Update:

Enable Aerohive Client Management: (select)

Automatic policy assignment based on device ownership: Select if you use a list of client MAC 
addresses for corporate-issued devices (CIDs) to determine whether clients are corporate issued or 
personally owned (BYOD for Bring Your Own Device). The Client Management cluster compares the 
MAC addresses of clients during the enrollment process with those in the list. If they are there, then they 
are CID; otherwise, they are BYOD. Clear if you do not use such a list but instead allow users to indicate 
whether their clients are corporate issued or personally owned during the enrollment process.

3. If you are not going to use a list of CID MAC addresses, you can skip this step. However, if you do have a 
list of MAC addresses for corporate-issued client devices and want to use that to distinguish which client 
devices are CIDs or BYODs, click Home > Administration > Auxiliary Files > CID Clients > Upload. Browse 
to the location of a .txt file with a list of CID MAC addresses, select it, and then click Upload.

After uploading the file to HiveManager, HiveManager sends it by HTTPS to the Client Management 
cluster of servers at acm-beta.aerohive.com (207.20.241.108). HiveManager also displays the uploaded 
list of MAC addresses on the CID Clients page. To modify a MAC address or remove it from the list, you 
must edit the text file and then upload the revised file to HiveManager to effect the change.

4. Because 802.1X EAP-TLS authentication and the validity period on private PSKs require accurate time 
settings on all devices, check the settings in the NTP profile that the network policy references. You can 
view the NTP profile from the network profile or by clicking Configuration > Advanced Configuration > 
Management Services > NTP Assignments and then clicking the name of the NTP profile whose settings you 
want to review. Make sure the correct time zone is set, Enable NTP client service is selected, and from one 
to four valid NTP servers are defined.

5. You can use an external RADIUS server or a RADIUS server running on an Aerohive device. An Aerohive 
RADIUS server can have a local user database or it can look up users on an Active Directory, OpenLDAP, 
or Open Directory server. This example demonstrates a local user database configuration. Create local 
RADIUS user groups and users. Click Configuration > Advanced Configuration > Authentication > Local 
User Groups > New, enter the following, leave the other settings as they are, and then click Save:

User Group Name : Employees

Description : For all employees using 802.1X authentication

RADIUS users : (select)

User Profile Attribute: 30 (This is the attribute that will be assigned to the default user profile in the 
next step.)

If there is a firewall between your HiveManager and the Client Management cluster, make sure it 
allows HTTPS traffic from HiveManager to the cluster. The Cloud Management cluster generates 
certificate files, which HiveManager retrieves from it, and HiveManager pushes CID MAC address lists 
and client profiles to the cluster.
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Click Configuration > Advanced Configuration > Authentication > Local Users > Import , browse to a 
CSV-formatted file containing a list of employees formatted as follows, and then click Import :

#User Name, User Type, User Group Name, Password, Description, Virtual 
HiveManager Name

User1, 1, Employees, aerohive123, , home

User2, 1, Employees, aerohive123, , home

6. Create the following three user profiles to control the type of network access you want to provide 
employees when they are using different types of wireless client devices: 
• User profile for Apple CID clients with full access to the Internet and internal network
• User profile for Apple BYOD clients with access only to the Internet. (You can enforce other 

restrictions in the BYOD user profile such as reduced rate limits and scheduled times of network 
access.)

• Default user profile for non-Apple clients with full access to the Internet and internal network

The settings below assume that the default VLAN is 1, user profile attributes 10, 20, and 30 are not in use 
by any other user profiles, and that the rate limits of 3000 Kbps for 802.11a/b/g/n BYOD clients are 
reasonable for your network. Keep in mind that these settings are just examples. Adapt them as 
necessary for your configuration and network.

User profile for Apple CID clients

On the Configuration > User Profiles page, click New, enter the following, leave the other settings as 
they are, and then click Save:

Name: CID-access

Attribute Number: 10

Default VLAN: 1

Description: For employees’ CID Apple clients

User profile for Apple BYOD clients

On the Configuration > User Profiles page, click New, enter the following, leave the other settings as 
they are, and then click Save:

Name: BYOD-access

Attribute Number: 20

Default VLAN: 1

Description: For employees’ BYOD Apple clients

Firewalls: In the IP Firewall Policy section, choose the predefined policy Guest-Internet-Access 
-Only from the From-Access and To-Access drop-down lists and choose Deny as the Default 
Action.

QoS Settings: Click the New icon ( + ) next to Rate Control & Queuing Policy, enter the following 
and then click Save:

Name: BYOD-QoS

Per User Rate Limits: 3000 Kbps (802.11a/b/g and 802.11n)

Whenever there is a configuration change to a firewall policy referenced by a user profile, 
Aerohive recommends making a complete configuration upload and device reboot, not just 
a delta upload.
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Description: For employees' BYOD Apple clients

Per User Queue Management: Leave the policing rate limits for classes 6 and 7 as they are, 
and set classes 0-5 as 3000 Kbps for 802.11a/b/g and 802.11n.

Choose BYOD-QoS from the Rate Control & Queuing Policy drop-down list, and set the Policing 
Rate Limit for a/b/g mode and 11n mode as 14000 Kbps. These are the maximum limits for all 
users to which the user policy applies and are significantly less than the default maximum rate 
limits for employees using CID clients.

Default user profile for non-Apple clients

On the Configuration > User Profiles page, click New, enter the following, leave the other settings as 
they are, and then click Save:

Name: employee-access

Attribute Number: 30

Default VLAN: 1

Description: For employees’ non-Apple clients

Client Classification Policy: Select Enable user profile reassignment based on client classification 
rules . Add the following two policy rules:

Choose any - any - any - CID - CID-access, and then click Apply .

Click New, choose any - any - any - BYOD - BYOD-access, and then click Apply .

7. Based on device ownership, you can apply different user profiles to enforce network access control 
through the settings within the user profiles. In addition, you can also bind client profiles to user profiles to 
enforce client device control. To save your changes to the network policy, click Save in the upper right 
of the Configure Interfaces & User Access panel. To create a client profile and bind it to the BYOD user 
profile created earlier, click Configuration > Advanced Configuration > Security Policies > Client Profiles 
> New , enter the following, and then click Save :

Name : Enter a name for the client profile.

User Profile Attribute : Enter the user profile attribute to which you want to bind this client profile. For 
example, in step 6 above, the CID-access user profile was assigned attribute 10 and the BYOD-access 
user profile was assigned attribute 20. If you enter 10 here, then this client profile will be applied to all 
CID clients. Likewise, if you enter 20 here, it will be applied to all BYOD clients.

Organization : Enter the name of the organization that you want to appear on the client profile.

Description : Enter a useful description about the client profile for future reference.

Profile Lifetime on Client Devices

Do not delete the profile from the client device: Select this option to keep the client profile on the 
client indefinitely. The user has to remove it manually later.

Automatically delete the profile <number> minutes later: Select this option to remove the client 
profile after the client leaves the wireless network and the specified period of time elapses. When 
the client disassociates, the AP sends a notification message to the Client Management cluster, 
which removes the client profile after it concludes its countdown. Note that the enrollment and 
Wi-Fi configuration profiles remain on the client so that it does not have to go through the 
complete enrollment process the next time it connects to the network. It only needs to 
download the client profile again.
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Client Settings

To enforce client device settings and behavior, expand the various Client Settings sections, and 
then click Config. HiveManager displays a number of controls that you can set for the client such 
as restrictions to device functionality and application availability, and email account settings.

8. You can also control how the enrollment, welcome, and device ownership modification pages appear 
to the user by clicking Configuration > Advanced Configuration > Management Services > Client Mgmt 
Portal. On this page, you can change the logo, graphics, and text, and preview how your changes will 
look in either a horizontal or vertical orientation. When you click Save , HiveManager immediately 
communicates your changes to the Client Management cluster.

If you edit an existing client policy, your changes do not affect clients currently enrolled and 
connected to the network at the time that you make the changes. If you want to enforce the 
changes on all clients immediately, select the enrolled clients on the Monitor > Clients > 
Enrolled Clients page, and then click Operation > Unenroll Clients,

If there are multiple client profiles on a device, the most restrictive settings have priority.

Because changes require HiveManager to communicate with the Client Management cluster, it is 
normal for there to be a delay in executing commands such as previewing and saving settings.
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Using 802.1X
When you use an 802.1X SSID, the clients access a single SSID for enrollment and network access. Although 
the SSID is the same, there is a difference in the form of user authentication that occurs before and after 
enrollment. When the users authenticate before enrollment, they use PEAP, whereas after enrollment, they 
use EAP-TLS. The enrollment process is shown in Figure 2.

Figure 2 Enrollment process with an 802.1X SSID

1. Because the SSID uses 802.1X EAP-TLS authentication after enrollment, check that HiveManager has the 
correct certificates. (The Client Management cluster sends these to HiveManager shortly after you 
enable the Client Management feature.) To check the certificates, click Configuration > Advanced 
Configuration > Keys and Certificates > Certificate Mgmt , and then note if the following certificate files 
are present:

ClientMgmt-Radius-Server_key.pem

ClientMgmt-Radius-Server_Crt.crt

ClientMgmt_CA.crt

2. In the Configuration section of the GUI, create a new network policy that supports wireless access and 
branch routing or edit an existing one. (The configuration is simpler if you use an Aerohive router as the 
RADIUS server or private PSK server—note that the BR100 does not support RADIUS server functionality. 
However, you can also configure an AP as a private PSK server if it has static network settings.)

If you use an external RADIUS server instead of an Aerohive RADIUS server, export these three files 
and then import them to the RADIUS server.
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3. Click Choose for SSIDs, click New , enter the following, leave the other settings as they are, and then click 
Save :

Profile Name: Corp-Emp-802.1X
SSID: Corp-Emp-802.1X (automatically entered)
WPA/WPA2 802.1X (Enterprise): (select)
Enable Client Management: (select)

4. Highlight Corp-Emp-802.1X, and then click OK. To complete the configuration for the SSID, follow the 
steps below to apply the type of authentication and user profiles that you want to use:

Authentication

Click <RADIUS_Settings> , and then click New . To use the Aerohive branch router as the RADIUS 
server, enter BR-RADIUS-Server in the RADIUS Name field, select Obtain an Aerohive RADIUS 
server address through DHCP options , and then click Save .

User Profile

Click <RADIUS_Settings> , choose an existing configuration that defines the Aerohive branch 
router as the RADIUS server, and then click Save . If you do not already have such a configuration 
object, click New , enter BR-RADIUS-Server in the RADIUS Name field, select Obtain an Aerohive 
RADIUS server address through DHCP options , and then click Save .

5. Click Edit for Additional Settings , expand Router Settings , click the New icon ( + ) for RADIUS Service, 
enter the following, leave the other settings as they are, and then click Save :

Name: Corp-Emp-RADIUS

Database Settings : Select Local Database and move Employees from the Available Local User Groups 
column to the Selected Local User Groups column.

Optional Settings : Choose the following certificate and server key files:

CA Cert File: ClientMgmt_CA.crt

Server Cert File: ClientMgmt-Radius-Server_Crt.crt

Server Key File: ClientMgmt-Radius-Server_key.pem

6. To enable RADIUS server functionality on the router, click Configuration > Devices > Routers > 
router_name, expand Service Settings , and select Enable the router as a RADIUS server .

Because BR series devices do not support Client Management, you must disable the SSIDs with Client 
Management configured for them on the routers. By disabling these SSIDs, clients cannot associate with 
them and then fail to enroll. Click Configuration > Devices > Routers > router_name, expand SSID 
Allocation, clear the check boxes for the Client Management-enabled SSIDs, and then click Save.

7. To upload the network policy and certificates to your devices, click Configuration, highlight your network 
policy and click OK, and then click Continue to advance to the Configure & Update Devices panel. 
Select all your devices that you want to update. Click Settings and make sure that all of the check boxes 
at the bottom of the dialog box are selected so that HiveManager uploads not only the configuration 

Because all APs support Client Management, an alternative approach is to use an AP330 or AP350 in 
router mode instead of using a BR series device. Then you do not have to disable the SSIDs on them.
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but also all the web portal pages, certificates, and users required for Client Management to function, 
and then click Upload.

Private PSK Self-Registration
Private PSK self-registration uses an open SSID with a captive web portal requiring user authentication for 
enrollment and a private PSK SSID for access. In this approach, a user associates with two different SSIDs. First, 
the user accesses an open SSID with a captive web portal requiring him to submit a user name and 
password to register. After a successful registration, the AP contacts the private PSK server and obtains a 
private PSK for the user, which it sends to the Client Management cluster when it redirects the client to the 
enrollment page. After the user enrolls, the cluster sends a notification to the client through APNS to 
download a Wi-Fi configuration and a client profile from the cluster. When the cluster sends the Wi-Fi 
configuration to the client, it includes an encrypted form of the private PSK for use in the second SSID with 
which the client now automatically connects.1 The enrollment process is shown in Figure 3.

Figure 3 Enrollment process with private PSK self-registration

The private PSK is never seen by the user. The Client Management cluster encrypts and embeds it in the 
Wi-Fi settings profile, which it then sends to the client to use for its wireless network connection.

1. Although Apple devices running any version of iOS can automatically switch to the access SSID, Apple devices running 
OS X 10.7 and OS X 10.8 cannot. Users with client devices running these versions must switch to the new SSID manually.
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1. To create a private PSK user group, click Configuration > Advanced Configuration > Authentication > 
Local User Groups > New, enter the following, leave the other settings as they are, and then click Save:

User Group Name : Employees-PPSK

Description : For all employees using private PSKs

Automatically generated private PSK users : (select)

User Profile Attribute: 10

User Name Prefix : Corp

Private PSK Secret : Click Generate.

2. To create private PSK users and assign them to the group, click Configuration > Advanced Configuration 
> Authentication > Local Users > Bulk , enter the following, leave the other settings as they are, and then 
click Create :

Create Users Under Group: Employees-PPSK

Number of New Users: (enter the number keys that you estimate you need for the size of your 
company, keeping in mind that many people carry more than one wireless mobile device)

Description: For all employees

Email Notification: Enter the name of the administrator responsible for distributing private PSKs to the 
employees. (To set or check the HiveManager email settings, click Home > HiveManager Services , and 
then expand Update Email Service Settings .)

3. In the Configuration section of the GUI, create a new network policy that supports wireless access and 
branch routing or edit an existing one. (The configuration is simpler if you use an Aerohive router as the 
RADIUS server and private PSK server—note that the BR100 does not support RADIUS server functionality. 
However, you can configure an AP as a RADIUS server and as a private PSK server if it has static network 
settings.)

4. Click Choose for SSIDs, click New , enter the following, leave the other settings as they are, and then click 
Save :

Profile Name: Corp-Emp-PPSK

SSID: Corp-Emp-PPSK (automatically entered)

Private PSK: (select)

Enable private PSK self-registration: (select)

Registration SSID: Emp-Connect (This is an open SSID to which employees initially associate to 
enroll. After they successfully enroll, they then automatically transition to Corp-Emp-PPSK.)

Enable Client Management: (select)

5. Highlight Corp-Emp-PPSK, and then click OK. To complete the configuration for the SSID, follow the steps 
below to apply the type of authentication and user profiles that you want to use:

Authentication

Click <PSK_User_Groups> , highlight Employees-PPSK  , and then click OK .
Click <Private_PSK_Server> , highlight BR_as_Private_PSK_Server  , and then click OK .
Click <Private_PSK_CWP> , click New , enter the following, leave the other settings as they are, 
and then click Save :

Name: Enter a name for the captive web portal. 
Captive Web Portal Login Page Settings : Authentication
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Click <Private_PSK_RADIUS_Settings> , and then click New . To use the Aerohive branch router as 
the RADIUS server, enter BR-RADIUS-Server in the RADIUS Name field, select Obtain an Aerohive 
RADIUS server address through DHCP options , and then click Save .

User Profile

Click Add/Remove , on the Default tab, highlight employee-access(30) , select Enable user 
profile reassignment based on client classification rules , and then click Save . When finished, the 
full configuration for Corp-Emp-PPSK looks like this:

6. Click Edit for Additional Settings , expand Router Settings , click the New icon ( + ) for RADIUS Service, 
enter the following, leave the other settings as they are, and then click Save :

Name: Corp-Emp-RADIUS

Database Settings : Select Local Database and move Employees from the Available Local User Groups 
column to the Selected Local User Groups column.

Optional Settings : Choose the following certificate and server key files:

CA Cert File: ClientMgmt_CA.crt

Server Cert File: ClientMgmt-Radius-Server_Crt.crt

Server Key File: ClientMgmt-Radius-Server_key.pem

7. To enable RADIUS server functionality on the router for user authentication through the captive web 
portal, click Configuration > Devices > Routers > router_name, expand Service Settings , and select 
Enable the router as a RADIUS server .

Because BR series devices do not support Client Management, you must disable the SSIDs with Client 
Management configured for them on the routers. By disabling these SSIDs, clients will not associate with 
them and then fail to enroll. Click Configuration > Devices > Routers > router_name, expand SSID 
Allocation, clear the check boxes for the Client Management-enabled SSIDs, and then click Save.

8. To upload the network policy and certificates to your devices, click Configuration, highlight your network 
policy and click OK, and then click Continue to advance to the Configure & Update Devices panel. 
Select all your devices that you want to update. Click Settings and make sure that all of the check boxes 
at the bottom of the dialog box are selected so that HiveManager uploads not only the configuration 
but also all the web portal pages, certificates, and users required for Client Management to function, 
and then click Upload.

Because all APs support Client Management, an alternative approach is to use an AP330 or AP350 in 
router mode instead of using a BR series device. Then you do not have to disable the SSIDs on them.
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PSK
PSK uses an open SSID with a captive web portal requiring user authentication for enrollment, and a PSK SSID 
for access. In this approach, as with private PSKs, a user associates with two different SSIDs. First, the user 
accesses an open SSID with a captive web portal requiring him to submit a user name and password to 
register. After a successful registration, the AP redirects the client to the enrollment page on the Client 
Management cluster. When the cluster sends the Wi-Fi configuration through APNS to the client, it includes 
an encrypted form of the PSK for use in the second SSID with which the client now connects automatically.2 
The enrollment process is shown in Figure 4 on page 28.

Figure 4 Enrollment process with a PSK SSID

1. In the Configuration section of the GUI, create a new network policy that supports wireless access and 
branch routing or edit an existing one. (The configuration is simpler if you use an Aerohive router as the 
RADIUS server. Note that the BR100 does not support RADIUS server functionality. However, you can also 
configure an AP as a RADIUS server if it has static network settings.)

2. Click Choose for SSIDs, click New , enter the following, leave the other settings as they are, and then click 
Save :

Profile Name: Corp-Emp-PSK

SSID: Corp-Emp-PSK (automatically entered)

2. Although Apple devices running any version of iOS can automatically switch to the access SSID, Apple devices running 
OS X 10.7 and OS X 10.8 cannot. Users with client devices running these versions must switch to the new SSID manually.
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WPA/WPA2 PSK (Personal): (select)

Key Value and Confirm Key Value: Enter a PSK text string for users to enter.

Enable Client Management: (select)

Provisioning SSID: Access-PSK (This is an open SSID to which employees initially associate to 
enroll. After they successfully enroll, they then automatically transition to Corp-Emp-PSK.)

3. Highlight Corp-Emp-PSK, and then click OK. To complete the configuration for the SSID, follow the steps 
below to apply the type of authentication and user profiles that you want to use:

Authentication

Click <Authentication_CWP> , click New , enter the following, leave the other settings as they are, 
and then click Save :

Name: Enter a name for the captive web portal.

Registration Type: User Authentication

Captive Web Portal Login Page Settings : Self-registration

Click <RADIUS_Settings> , choose an existing configuration that defines the Aerohive branch 
router as the RADIUS server, and then click Save . If you do not already have such a configuration 
object, click New , enter BR-RADIUS-Server in the RADIUS Name field, select Obtain an Aerohive 
RADIUS server address through DHCP options , and then click Save .

User Profile

Click Add/Remove , on the Default tab, highlight employee-access(30) , select Enable user 
profile reassignment based on client classification rules , and then click Save . When finished, the 
full configuration for Corp-Emp-PPSK looks like this:

4. Click Edit for Additional Settings , expand Router Settings , click the New icon ( + ) for RADIUS Service, 
enter the following, leave the other settings as they are, and then click Save :

Name: Corp-Emp-RADIUS

Database Settings : Select Local Database and move Employees from the Available Local User Groups 
column to the Selected Local User Groups column.

Optional Settings : Choose the following certificate and server key files:

CA Cert File: ClientMgmt_CA.crt

Server Cert File: ClientMgmt-Radius-Server_Crt.crt

Server Key File: ClientMgmt-Radius-Server_key.pem

5. To enable RADIUS server functionality on the router for user authentication through the captive web 
portal, click Configuration > Devices > Routers > router_name, expand Service Settings , and select 
Enable the router as a RADIUS server .
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Because BR series devices do not support Client Management, you must disable the SSIDs with Client 
Management configured for them on the routers. By disabling these SSIDs, clients will not associate with 
them and then fail to enroll. Click Configuration > Devices > Routers > router_name, expand SSID 
Allocation, clear the check boxes for the Client Management-enabled SSIDs, and then click Save.

6. To upload the network policy and certificates to your devices, click Configuration, highlight your network 
policy and click OK, and then click Continue to advance to the Configure & Update Devices panel. 
Select all your devices that you want to update. Click Settings and make sure that all of the check boxes 
at the bottom of the dialog box are selected so that HiveManager uploads not only the configuration 
but also all the web portal pages, certificates, and users required for Client Management to function, 
and then click Upload.

Monitoring Clients
After clients are enrolled, you can view them on the Monitor > Clients > Enrolled Clients page. You can see 
the device name, user name (learned through RADIUS), enrollment status, ownership type (CID or BYOD), 
MAC address, iOS version, device model, and the time of its most recent wireless connection. To see more 
device details, click the device name. You can see information such as its battery level, storage usage and 
capacity, apps installed on the device (up to a maximum of 10), and restrictions imposed through client 
profiles.

To see the most up-to-date client information, select the check box for a client about which you want to 
view detailed information, and then click Operation > Refresh Clients before clicking the client name to view 
detailed device information.

Besides refreshing client data, here are the other operations that you can perform on enrolled clients:

Unenroll Clients: This removes client profiles, Wi-Fi configurations, and certificates installed on the 
selected client devices and from the Client Management cluster database. 

If a user manually removes the profiles from his client device, it sends a notification to the APNS server, 
which notifies HiveManager through the Client Management cluster. The cluster also polls the client 
periodically through APNS to check the status of the installed profiles. If the user deletes the profiles while 
his device is offline, the Client Management cluster will discover this when the client does not respond to 
the APNS poll it sends when the client reconnects to the enrollment page.

Basically, the behavior is exactly the same whether the HiveManager admin or the user unenrolls the 
client.

Delete Clients: This deletes entries for selected clients from the Client Management cluster database. 
You can use this operation to resolve any client status mismatch that might arise between the database 
and a client.

Lock Clients: This locks selected client devices. If a passcode is enabled on a device when you perform 
this operation, the user must enter it to regain access to the device.

Clear Passcode: This option clears the passcode for a device. It is useful if a user forgets it and cannot 
access the device.

Because all APs support Client Management, an alternative approach is to use an AP330 or AP350 in 
router mode instead of using a BR series device. Then you do not have to disable the SSIDs on them.

If a user manually deletes the profile from an Apple device running OS X 10.7, the device does not 
send a notification and does not respond to polling requests. As a result, the Client Management 
cluster cannot discover that the profile has been deleted. To resolve this situation manually, use the 
Operation > Delete Clients option described next.
Apple devices running OS X 10.8 also do not send a notification when a profile is deleted. However, 
they do respond to polls, so the situation will resolve itself automatically.
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Wipe Clients: This operation removes all data from selected devices. Note that it can only be applied to 
CID devices. (Exercise great caution before performing this operation.)

If you experience any difficulty with the client enrollment process, ensure that there are no firewalls blocking 
the following services:

StudentManager Enhancements
StudentManager includes a number of additional features and enhancements. In addition to interfacing 
with PowerSchool SIS (Student Information System), StudentManager now also seamlessly interfaces with 
Aeries SIS. This allows StudentManager to import and synchronize data from the Aeries system, and to 
manage the schedules, classes, teachers, and schedules. StudentManager in turn leverages the capabilities 
of HiveManager and TeacherView, providing centralized, fully manageable scheduling and control 
structures.

For student information systems with which StudentManager does not interface natively, StudentManager 
has the ability to interface with them by means of a RESTful API. Using the RESTful API, StudentManager can 
access and manipulate the database object of third party student information systems, allowing you to 
centralize control of otherwise unsupported systems. You can find more information in the StudentManager 
API Guide.

Configuring StudentManager to Operate with Aeries SIS
You must configure StudentManager to work with Aeries by providing StudentManager with the credentials 
and the name of the Aeries database you want to integrate. Do the following to configure 
StudentManager:

1. Log in to StudentManager as the administrator with super user privileges.
2. Click TeacherView > SIS Configuration, enter the following information, and then click Save:

SIS Type: Aeries: Aeries

Server IP Address: Enter the IP address of your Student

Database Name: Enter the name of the Aeries database whose data you want to use.

User Name: Enter the Aeries database username.

Password: Enter the password for your Aeries database.

Description: Enter a brief, helpful description of the configuration.

Source Destination Service (Protocol and Port)

Apple client devices APNS TCP 5223

Aerohive APs APNS TCP 5223

Client Management cluster APNS TCP 2195, TCP 2196

HiveManager Client Management cluster HTTPS, TCP 443

Apple client devices Client Management cluster HTTPS, TCP 443

Aerohive APs Client Management cluster HTTPS, TCP 443
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3. Select Enable Automatic Schedule Sync from SIS to synchronize the schedules between 
StudentManager and Aeries. When you synchronize schedules, the following actions are taken:
• Any schedule that exists in StudentManager but not in Aeries, is created.
• Any schedule that exists in Aeries but no in StudentManager, is deleted.
• When a schedule exists in StudentManager and Aeries, StudentManager overwrites the contents of 

the Aeries database with StudentManager contents.

MyHive and HiveManager Initial Login Changes
This release introduces a new user experience for system administrators logging into a new version of 
HiveManager. The experience differs for system administrators of on-premises HiveManager, HiveManager 
Online, and on-premises HiveManager with the Redirector. Three new screens have been added to the 
on-premises HiveManager and HiveManager Online log in experience. The Review Inventory page provides 
a list of Aerohive devices. For on-premises HiveManager, this page displays the total number of Aerohive 
devices connected to HiveManager at login. For HiveManager Online, this page displays a list of Aerohive 
devices that have been licensed to your organization, including the device type, as well as the total number 
of Aerohive devices. The next screen, Activate License, displays license and entitlement key information and 
allows you to active your license. The Management Settings page requires you to change the default 
password, choose the Express or Enterprise mode, and select a time zone. (A system administrator who 
deletes the HiveManager database will see the Review Inventory and Management Settings pages. 
However, the Activate License page is not displayed in this case.) After you have completed these 
changes, a Congratulations! page is displayed. When you exit this page, the HiveManager Configuration 
panel is displayed. For on-premises HiveManager with the Redirector, there is a new login page.

In addition to the new pages described above, existing HiveManager Online system administrators will 
notice a new welcome screen in MyHive and that there is no longer a separate Redirector that is visible from 
this page. Instead of an external Redirector, you can use the HiveManager Online interface to redirect, or 
add and remove, devices. Within HiveManager Online, a new Remove button, available from the 
Configuration and Monitor pages, permits you to remove a device from your HiveManager network, the 
serial number of the device from the HiveManager database, and the configuration from the device. Using 
this command, the device does not automatically reconnect to the HiveManager network. To add a device 
back into the network, you will need to select the Add button from the Monitor or Configuration page and 
supply the serial number of the device. As a result, you will want to record the serial number of any devices 
that you may want to add back onto your HiveManager network.

For on-premises HiveManager and on-premises HiveManager with the Redirector, the new Remove button 
permits you to remove devices from the HiveManager network as well as remove the configuration from the 
device. 
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Also, a new option in the Utilities pull down menu, Reset Device to Default, is available from the Monitor and 
Configuration pages in HiveManager Online, on-premises HiveManager, and on-premises HiveManager 
with Redirector. This option allows you to reset APs, branch routers, switches, and VPN gateways. The Reset 
Device to Default option removes the device configuration from the device and from HiveManager. Then 
the device reconnects to the HiveManager network automatically. 

Logging in to On-Premises HiveManager and HiveManager 
Online 
This procedure describes how to log in to on-premises HiveManager and HiveManager Online using the new 
log in pages.

1. For on-premises HiveManager, log in to HiveManager with the default user ID (admin) and password 
(aerohive). Then continue with step 4.

For HiveManager Online, log in with your username and password using the following screen. Then click 
Login. If you do not already have an assigned username and password, you can use the default values 
of username (admin) and password (aerohive).

2. For HiveManager Online, the Dashboard page is displayed.
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3. Select go! under HiveManager Online. 
4. For both HiveManager Online and on-premises HiveManager, the License Agreement page is displayed. 

Read through the agreement and click Agree to continue.

The Review Inventory page is displayed. It provides a list of devices that have established a connection 
to HiveManager as well as Aerohive devices that are not currently connected. Devices find 
HiveManager through DHCP, DNS, or a local CAPWAP connection.

5. Click Next.
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6. The Activate License page is displayed.

Complete the following fields, and then click Next.

Entitlement Key: The license key for your on-premises HiveManager product is populated 
automatically. This field also lists the number of devices that can be managed by this license as well as 
the expiration date of the license.

For on-premises HiveManager:

Add another entitlement key: Select this field to enter additional keys for your HiveManager 
network. After you select it, the Enter entitlement key field is displayed. Enter the entitlement key 
and click Activate. 

For HiveManager Online:

Use 30 day trial appears instead of the Add another entitlement key field. You have the option to 
select this field instead of supplying an entitlement key.
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7. The Management Settings page is displayed. 

Change the following fields where indicated and then click Finish.

HiveManager

Username: This field displays the user name that you used to log on.

Password: You must change the default password (aerohive) to complete the log in process. 
Enter a new password in this field that consists of 8 to 32 characters and then retype the 
password in the following field to confirm. You can clear the Obscure Password field to display 
the password in plain text.

Administrative Mode

Express Mode: Express mode provides a simple set of configuration components designed for 
managing a single network. This is the default setting. If you choose this mode, you can switch to 
Enterprise mode later and HiveManager will automatically convert your settings in Express mode 
to Enterprise mode. However, if you select Enterprise mode first, you cannot switch back to 
Express mode and preserve your settings. To change from Enterprise to Express mode, you must 
erase the database, reboot HiveManager, and then choose Express mode after you log back in.
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Enterprise Mode. Enterprise mode provides a complete set of configuration components for 
managing multiple networks that require more advanced settings. If you select this mode, the 
Update default preshared key for device virtual access console field is displayed. If you select 
this field, you can enter the preshared key for a Virtual HiveManager. You can clear the Obscure 
Password field to display the preshared key in plain text.

Administrator’s Time Settings

Country: This field only appears in HiveManager Online. Use the scroll bar to select a country. The 
country the you select filters the list of time zones available in the Time Zone field. For example, if 
you select “United States” as the country, only four time zones are displayed.

Time Zone: In on-premises HiveManager, this field is automatically set to the time zone location of 
the server that is running HiveManager. Use the scroll bar to change the time zone setting.

Current Time: This field displays the current time of the time zone selected.

8. The Congratulations! page is displayed. Press Configure to continue to the HiveManager Configuration 
panel.
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Logging in to On-Premises HiveManager with Redirector
This procedure describes the new log in page when logging in to on-premises HiveManager with Redirector. 

1. Log into the redesigned MyHive page by entering your username and password. Then press Login.

2. The Device Redirection Info page is displayed. It is unchanged from previous releases. Continue to use 
Redirector as in previous releases.
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ID Manager GUI Enhancements
This release introduces a new look for the ID Manager administration interface, including a procedure that 
allows HiveManager customers to request a free 30-day trial. 
In general, the functions and actions available in the new ID Manager administration interface are the same 
as in previous versions. The major change in this release is the look and feel of the interface, the ability to 
request a free 30-day trial account, and the addition of two new features: Anonymous Access and 
Self-Registration. For more information about these features, see "Anonymous Access" on page 13, and 
"Self-Registration" on page 15.

ID Manager Free Trial Account
HiveManager Online customers who want to try ID Manager can now request a free 30-day version directly 
from their MyHive dashboard. They are directed through a series of steps through which they access the 
Configuration section in HiveManager, configure a guest SSID and request and activate the free ID 
Manager account for that SSID. These steps are described below.

To request and activate a free version of ID Manager, follow these steps:

1. Click the Request a trial button under ID Manager on your MyHive dashboard.

Super administrators can also request free trials directly for their customers from HiveManager.

The Request a trial button disappears from the MyHive page after it has been used once.
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2. In the Update Customer Info dialog box, complete the fields and click OK.

3. In the Sign up for an ID Manager Trial dialog box, select the number of guest accounts you want. If you 
want to allow your employees to use ID Manager to register guests, select the Enable directory 
integration check box and enter your domain name. (For more information about employee 
sponsorship, see the ID Manager online Help). Click Create my free trial.

4. In the Welcome to Aerohive window, enter and confirm a new password, select a language, time zone, 
and date format, then click Continue.
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5. You should now see a go! button in the ID Manager section on your MyHive dashboard. Do not go to ID 
Manager yet. First you must go to HiveManager Online to create a Guest SSID and enable ID Manager in 
HiveManager. From this window, click the link for your HiveManager Online account.

6. In the HiveManager Welcome window, click the Use 30 day trial link.
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7. In the Management Settings window that appears, enter the following information and then click Finish.

HiveManager:

Password: Enter and confirm a password for your HiveManager account. The password can contain 
between 8 and 32 characters, including upper- and lower-case letters, numbers, and punctuation. To 
view the characters as you type, clear the Obscure Password check box.

Console Mode:

Select either Express or Enterprise mode, depending on your network requirements. You can easily 
upgrade to Enterprise mode at a later date if you need to, but you cannot downgrade from Enterprise 
Mode to Express Mode.

Administrator’s Settings:

Select a country and a time zone.
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8. Click the Configure button in the Congratulations! window. You are taken to the Express or the Enterprise 
HiveManager Configuration page where you will configure a guest SSID and enable your ID Manager 
account.

9. In the Configuration panel, click the Choose button in the SSID section, enter the following information, 
and then click Save:

Profile Name: Enter a name for your guest SSID. The name can contain up to 32 characters, including 
spaces.
SSID: Use the same name as the SSID profile name or enter a different one. This is the name that wireless 
clients receive in beacons (unless you choose to hide the SSID). The name can be up to 32 characters 
long and—unlike the profile name—can include spaces.
SSID Broadcast Band: Select 2.4 GHz & 5 GHz
Description: Enter a brief description for this SSID. The description can contain up to 64 characters, 
including spaces.
In the SSID Access Security section, select Open.
Use Aerohive ID Manager: if your free trial version was created successfully, you should see a check 
box to enable ID Manager. Select the check box to enable ID Manager.

10. Complete the guest SSID and user profile configuration and upload the configuration to the Aerohive 
devices on which you want to try ID Manager. When you return to the ID Manager Home page, you will 
see a progress bar that tells you when your free trial will expire. Click either of the links in this area for 
information about how to purchase ID Manager. 
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ID Manager Initial Customer Experience
The following section describes the first-time login experience for ID Manager customers.

When you purchase ID Manager, you will receive an email with your initial login credentials (including a link 
to your MyHive account, a user name and a MyHive password). When click the link, you will see the new 
MyHive login window.

Enter the user name and password that you received in the email message and click Login. The 
Welcome to Aerohive window appears. This window is where you can change your MyHive and 
HiveManager passwords. This window is shown below:
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The process to change your MyHive settings in this window is identical to previous versions. Once you 
have completed these steps, the new MyHive dashboard is displayed, as shown here:

Select go! to see the new ID Manager Home page, as illustrated below.
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The new ID Manager Home page contains three sections that replace the links on the home page of 
previous versions: 

• Connect: This section replaces the Configure your network to support ID Manager link in previous 
versions. Click Show Me How to see the steps you take to link ID Manager to your network, and view 
a list of your active HiveManager accounts (VHMs). Click the name of a HiveManager account 
(VHM) to go to the HiveManager Configuration tab in a new window.

• Manage Guests: This section replaces the Create and manage guest accounts link in previous 
versions. In this section you can see the number of connected guests and the total number of guest 
accounts you have created. Click any number (except 0) for more information. This section also 
provides a list of all of the guest types you have created. Click any guest type name to see more 
information.

Click the Add New Guest link to see a dialog box where you can quickly add an individual guest 
account. Click the Guest Account Management link to go to a new window where you can create 
individual guest accounts, create a bulk guest list (for example, a group of guests who are scheduled 
to arrive at the same time for the same purpose such as a board meeting), reset a guest password, 
import a .csv file of guest information, remove guests, and export spreadsheet file of guest data.

• Authorize: This section replaces the Create and manage ID Manager administrators and operators 
link in previous versions. Click Tell Me More to see a description of the default admin types (Admin, 
Operator, and Monitor). In this section you can see a list of all current ID Manager administrators, 
identified by type. Click any number to for more information about that group of administrators. 
Click Add to create a new admin.

There are five tabs at the top of the new ID Manager Home page:

• Home: The ID Manager Home page. Click this tab from any other page to return to the home page.
• Monitor: Click this tab to see ID Manager logs and reports.
• Configuration: Click this tab to create new guests or guest types. You can also reach this page by 

clicking the Guest Account Management link in the Manage Guests section on the Home page.
• MyHive: Click this tab to return to your MyHive dashboard.
• Registration GUI: Click this tab to open a new window containing the ID Manager registration 

interface.

The New ID Manager GUI - Additional Changes
Although the functionality of most of the ID Manager administration GUI pages remains the same, the 
appearance has changed significantly in many cases. This section describes the most obvious differences.

The Configuration Page: The default view (Guest Accounts) of this page displays information about all active 
guests and guest types. From this page you can create new guest accounts, either individually or in 
bulk, import .csv files for large groups of guests, export spreadsheet files, change passwords, and add or 
remove guests. Under the Guest Type tab you can add, clone, or remove guest types. 

The panel on the left side of this page provides these additional views:

• Supported Networks: This view shows activity for your ID Manager SSIDs, including the number of 
guest accounts and the number of currently-connected guests for each SSID.

• Admin Accounts: This view shows detailed information about all ID Manager administrators and 
Admin Groups.
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• ID Manager Settings: This view contains the following pages:
• Registration GUI: This page is where you can customize the registration interface by changing 

the background color and logo, define the format of private keys, and configure what is 
displayed in the panels of the registration GUI and the Registration kiosk. In addition, you can 
configure a one-time login captive web portal for the Self-Registration feature on the CWP 
based Registration tab.

• Employee Sponsorship: (Previously released.) This page is where you make changes to your 
employee sponsorship settings.

• Authentication Options: This page is where you apply advanced authentication options, 
including third-party RADIUS client access, or enable the authentication proxy feature 
(previously released).

• The Monitor page: This page displays detailed information about your ID Manager account activity 
and contains two subsections:
• Logs: From this view you can see five types of logs and customize the time period for which the 

logs are kept.
• Reports: From this view, you can see six different reports, customize the duration covered by 

these reports, and export the reports in spreadsheet (.xls) format.

P/N 330105-01, Rev. C
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