
Aerohive 6.1r2 New Features Guide
This guide describes the new features and feature enhancements introduced in the HiveOS and 
HiveManager 6.1r2 releases, ID Manager September 2013 release, and StudentManager 1.1r4 release.

New Hardware Platform
SR2024P: This release introduces the SR2024P switch to the Aerohive SR2000 series switches that provide wired 

network access. The SR2024P model features PoE support on all 24 ports using the same power budget 
as the SR2024 plus four 1 Gigabit SFP/SFP+ uplink ports. The SR2024P switch can also operate as a router 
with full Aerohive router functionality.

New Features and Feature Enhancements
Several new features and feature enhancements have been introduced in the 6.1r2 release. You can read 
summaries of these features and enhancements below. Major features are covered in more detail in 
individual sections later in this guide. For more information about known and addressed issues for the HiveOS 
and HiveManager 6.1r2 releases, ID Manager September 2013 release, and StudentManager 1.1r4 release, 
refer to the corresponding Aerohive Release Notes.

The following are the new features and feature enhancements in the HiveOS and HiveManager 6.1r2 
releases.

Support of IEEE 802.11ac: Aerohive supports the first wave of IEEE 802.11ac technologies, features, and data 
rates. See "IEEE 802.11ac" on page 4.

Enhancements to Applications Visibility and Control (AVC): A number of enhancements have been made 
to the Applications Visibility and Control (AVC) feature, including auto discovery of applications by 
usage, the ability to create custom applications, support for the Microsoft Lync application, and the 
ability to disable AVC:

Auto Discovery of Applications: This release significantly enhances the Application Auto Discovery 
feature by adding new widgets that automatically present the top applications based on usage out of 
the box. In 6.1r2, this feature now supports drill down capabilities. In addition, you can add up to seven 
applications to an applications watchlist as well as create individual watch lists for each virtual 
HiveManager (VHM). See "Auto Discovery of Applications" on page 9.

Custom Applications: In addition to the more than 700 system defined applications, in 6.1r2 you can 
define custom applications that can be detected with the auto discovery feature and that you can 
add to the applications watchlist or to QoS and firewall policies. Custom applications, used for 
proprietary or hosted applications, incorporate rules that are defined by IP addresses, TCP or UDP ports 
as well as by HTTP and HTTPS host names. In addition, these custom applications can be viewed from the 
Dashboard. See "AVC Support for Custom Applications" on page 10.

Support for Microsoft Lync: This release adds support of the Microsoft Lync suite of products as a 
system-defined application. See "AVC Support for Microsoft Lync" on page 12.

Disabling AVC: Super users (in on-premises HiveManager) now have a system-wide way to disable or 
enable the Application Visibility and Control Settings for all VHMs. See "Disabling AVC" on page 13.
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Enhancements to Captive Web Portals: In this release, the captive web portals include the collection of 
client information during authentication and information to determine the Aerohive device to which a 
captive web portal client is associated:

Collecting Client Information from Captive Web Portals: You can now collect information submitted by 
the user as part of the authentication and acceptance of the terms of use when a user authenticates to 
a captive web portal. See “Collecting Client Information from Captive Web Portals” on page 13.

NAS-ID for External Captive Web Portal: Aerohive APs now include the NAS-ID in the redirected HTTP 
headers sent to external captive web portals so that you can use the information to determine the 
Aerohive device to which a captive web portal client is associated. You can configure an Aerohive 
device to use its host name as the NAS-ID, or to use a custom NAS-ID that you configure consisting of 
1-64 characters.

Using External DNS Servers in DHCP Offers: You can now specify DNS services directly from external DNS 
proxies or servers through the enabled DHCP connection of the router. See “Using External DNS Servers in 
DHCP Offers” on page 14.

Specifying an Ethernet Port for Switch Netdump File: You can now specify an Ethernet port on an Aerohive 
switch for saving the netdump file to a TFTP server on the network automatically the next time the switch 
boots up. See “Specifying an Ethernet Port for Switch Netdump File” on page 15.

Enabling or Disabling DHCP Server ARP Validation by Routers: There is now an option to enable or disable 
DHCP server ARP validation by Aerohive routers. See “Enabling or Disabling DHCP Server ARP Validation 
by Routers” on page 17.

Switch PSE Support for Legacy Devices: This release adds the ability to configure Aerohive switches to 
provide PoE support for legacy powered devices that do not comply with the current 802.3at standard, 
which requires specific capacitors and resistors. An Enable Legacy Device Support check box in 
Configuration > Configure Interfaces & User Access > Device Templates > Switch Template > Additional 
Port Settings now allows you to enable or disable support for legacy powered devices. By default, this 
feature is enabled.

New HiveManager Graphical User Interface Appearance: The graphical user interface has a new look and 
feel In this release of HiveManager. "New HiveManager GUI Appearance" on page 18.

Enhancements to Configuration and Monitoring Pages: Changes were made to the Configuration and 
Monitoring pages and commands in this release of HiveManager. See "Enhancements to Configuration 
and Monitoring Pages" on page 18.

Simplified Device Updates: The Device Update drop-down menu has been updated to make it easier to 
push configuration changes to a device (or devices). See "Simplified Device Updates" on page 19.

Support for RADIUS Proxy and ID Manager Proxy on the Same Device: You can now configure a RADIUS 
proxy server for authentication and an ID Manager RADSec proxy server to operate simultaneously on a 
single Aerohive device. 

HiveManager Online Configuration and Monitoring Changes: In 6.1r2, changes were made to how you add, 
remove, and view devices in HiveManager Online. See "HiveManager Online Configuration and Monitor 
Changes" on page 21.

Whenever you enable or disable this feature, the switch PSE power module must reboot. 
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Enhanced ID Manager Features: The following improvements are included in the new ID Manager 
(September 2013):

ID Manager Print Customization: ID Manager administrators can now customize the print template from 
the ID Manager kiosk to accommodate small-factor printers to print guest credentials on badges. 
Administrators can choose from two default templates, or can create and save their own templates. The 
default templates accommodate 8.5 x 11" standard paper and 2.4 x 4" thermal print paper. Templates 
can be customized for fonts, graphics, and the information that is provided on the badge or printed 
page.

Text Message Customization: ID Manager provides branding and personalization of text messages by 
enabling you to edit the body of the text message that is sent to customers.

Customization of the Guest Management Portal: We now provide the ability to have a uniquely branded 
URL for use with ID Manager. Previously, one URL was used, http://idmanager.aerohive.com. In this 
release, you can prepend your company name to the previous URL, for example, 
http://yourcompanyname.idmanager.aerohive.com.

Guest Approval Process Enhancements: Employees of the host company can now approve a request 
from a guest for Internet access before the guest receives access to the network. This feature applies to 
guests requesting access through the kiosk and is configured in the ID Manager administration GUI. 

ID Manager Print Customization: ID Manager administrators can now customize the print template from 
the ID Manager kiosk to accommodate small-factor printers to print guest credentials on badges.
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IEEE 802.11ac

Aerohive supports the first wave of IEEE 802.11ac technologies, features, and data rates. Support of 802.11ac 
Wave 1 allows for devices that operate on wider 80-MHz channels, take advantage of improved media 
access protocols, such as dynamic channel access and RTS-CTS bandwidth signaling, and use MCS 
(modulation and coding scheme) 8 and 9, which modulates the signal using 256-QAM.

Because the features of 802.11ac operate automatically in accordance with its own internal mechanism, 
you cannot configure their specific details; however, you can configure HiveManager to use or not to use 
802.11ac features in specific situations. This section first explains the supported 802.11ac features, and then 
follows with a description of the HiveManager controls that invoke them.

Feature Descriptions
This section describes each of the new 802.11ac features and behaviors that AP370 and AP390 access 
points support.

80 MHz Channel Width
Aerohive AP370 and AP390 access points support a number of 802.11ac features that increase the speed 
and efficiency of network transmission. They support wider channel widths, which increases the channel 
capacity, thereby increasing the data rate. The 802.11n standard introduced the 40-MHz channel, which 
alone doubled the channel capacity over the previous 802.11a 20-MHz specification. 802.11ac goes further 
still, increasing it again to 80 MHz. Because the bandwidths required are so large, 802.11ac features operate 
exclusively in the 5 GHz band; the 2.4 GHz band is too narrow.

An 80-MHz channel is made up of four adjacent, contiguous 20-MHz subchannels. To understand the 
importance of various fall-back processes such as dynamic channel access, it is important first to 
understand how the larger channels are formed. For example, in the illustration below, channel 60 is a 
20-MHz channel. When bound to channel 64 to create a 40-MHz channel, channel 60 retains a certain 
amount of identity as the primary 20-MHz subchannel; channel 64 then becomes the secondary 20-MHz 
subchannel. When the 80-MHz channel is created by combining the 40-MHz channel (created by channels 
60 and 64) and an adjacent 40-MHz channel (created by channels 52 and 56), the original 40-MHz channel 
retains its identity as the primary 40-MHz subchannel of the new 80-MHz channel. Likewise, the other 40-MHz 
channel is now the secondary 40-MHz subchannel.

The following 802.11ac features appear in the 6.1r2 HiveManager GUI in anticipation of the forthcoming 
release of the first pair of Aerohive access points to support 802.11ac: the AP370 and AP390.
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CCA (Clear Channel Assessment) on Secondary Channels
802.11ac optimizes channel utilization by performing a clear channel assessment not only on the primary 
20-MHz subchannel, but all secondary subchannels. For example, when an Aerohive 802.11ac device wants 
to transmit on an 80-MHz channel, it first examines each of the 20-MHz subchannels for existing traffic. If the 
entire 80-MHz channel is clear, then the device begins the media contention phase on the full 80-MHz 
channel. If, however, part of the channel is noisy or busy, then the device continues with media contention 
only on the clear channel. By checking each of the subchannels of the 80-MHz channel in this order, 
Aerohive 802.11ac devices provide a means to transmit on one of the clear subchannels in the event that 
the entire 80-MHz channel is unavailable. For example, in the case of the Aerohive device mentioned 
above, if the primary 40-MHz subchannel is clear but the secondary 40-MHz subchannel is busy (that is, if 
another device is transmitting there), then the Aerohive device can still transmit a 40-MHz signal. By doing 
this, the Aerohive device is still able to transmit data, despite part of the 80-MHz channel being unavailable. 
This process of falling back to a narrower available channel is called dynamic channel access. By contrast, if 
a device uses static channel access, it cannot select a narrower band and must wait for the entire 80-MHz 
channel to clear before continuing to vie for access to the wireless medium.

60

6460

64605652

802.11a first defined the 20 MHz channel.

802.11ac combines 40 MHz channels into 80 MHz channels, 
consisting of a primary and secondary 40 MHz subchannel; 
the primary 40 MHz channel, in turn, has a primary (Channel 
60) and secondary 20 MHz channel.

802.11n defined a 40 MHz channel made by combining two 
adjacent 20 MHz channels. Here, channels 60 and 64 are 
combined with channel 60 acting as the primary 20 MHz 
subchannel.

Channels and Subchannels

48444036 64605652

802.11ac also defines the optional 160 MHz channel, 
which can be contiguous or segmented into two 
non-continuous 80 MHz subchannels. Aerohive devices 
do not currently support 160 MHz channels.
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If the network is busy on both the secondary 40-MHz subchannel and the secondary 20-MHz channel (within 
the primary 40-MHz channel), the Aerohive 802.11ac device can still transmit on the primary 20-MHz 
subchannel. This ability increases channel utilization considerably.

RTS and CTS Bandwidth Signaling
Similar to the operation of CCA, when the AP370 and AP390 contend for the medium using the RTS-CTS 
protocol, they do so by exploiting bandwidth signaling, a new contention resolution mechanism introduced 
in 802.11ac. An AP sends four 20-MHz RTS frames simultaneously to reserve a full 80-MHz channel. Each of the 
20-MHz RTS frames is transmitted in the 802.11a format so that all stations can understand it. If a station is 
transmitting (or if there is noise) on one of the 40-MHz subchannels, then receiving devices can signal that 
only 40 MHz is available for data by responding the RTS with a 20-MHz CTS frame (also transmitted in the 
802.11a format) on each of the free subchannels. Furthermore, if only one of the 20-MHz subchannels is 
available, then receiving devices respond with a 20-MHz CTS frame, notifying the AP of the bandwidth 
limitation.

MCS (Modulation and Coding Scheme) 8 and 9 Support
The AP370 and AP390 support MCS (modulation and coding scheme) index values 8 and 9. MCS 8 and 9 use 
256-QAM, which increases the link speed by a third over MCS 6 and 7, respectively, each of which use 
64-QAM modulation. The reason for the increase is that 256-QAM can encode 256 distinct values in its 256 
QAM states, which means it encodes eights bits of data per symbol. 64-QAM by contrast can only encode 
six bits of data per symbol. The increase from six bits to eight is an increase of 33.3%.

A symbol is the individual unit of transmitted data. it includes not only the data bits, but also error 
correction bits. The number of bits per symbol is found by the following equation: 

Bits per symbol = log2 (Total number of modulation states).

For example, log2 256 = 8, so 256-QAM encodes eight bits of data per symbol, whereas  
log2 64 = 6, so 64-QAM encodes only six bits per channel.

Channel

64
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CCA

CCA

CCA

CCA

Listen for 
available channel 
(Physical layer)

Continue with media contention 
protocols on primary 40 MHz 
subchannel (MAC sublayer)

Medium Busy

The AP370 and AP390 assess 
the entire 80 MHz channel, 
and then continue with 
Media contention only on 
the subchannels that were 
free of traffic and noise.

The device can now use RTS/CTS 
and other protocols to access 
the wireless medium.

Clear Channel Assessment
(CCA)

Time

Media Contention
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Like 64-QAM--the highest modulation available in 802.11n—256-QAM uses coding rates of 3/4 and 5/6. These 
values represent the ratio of user data transmitted to total bits transmitted in each symbol; the lower the 
fraction of user bits, the lower the data rate, but the higher the error tolerance. Comparing 3/4 coding rate 
with 5/6 coding rate, the 5/6 coding rate results in a data rate that is about 11% higher than the 3/4 coding 
rate.

Although the 5/6 coding rate results in a higher data rate (because a higher fraction of transmitted bits 
contains actual user data), it is more susceptible to noise and other interference problems because a 
smaller fraction of the transmitted data is dedicated to error correction. 256-QAM is even more susceptible 
to noise because of its constellation point density.

Aggregate MAC Protocol Data Unit (A-MPDU) Support
The AP370 and AP390 also increase channel utilization because of the 802.11ac requirement to use 
aggregate frames to transmit data. Even when there is only one MPDU (MAC Protocol Data Unit), 802.11ac 
specifies that the MPDU be encapsulated as an aggregate MPDU, or A-MPDU. Transmitting all data as 
aggregate frames reduces protocol overhead by allowing much of the administrative header information 
for each contained MPDU to be transmitted at the VHT (Very High Throughput) instead of at base data 
rates. VHT is the nomenclature for the very high 802.11ac data rates, modulation, and coding.

The A-MPDU consists of a number of subframes, each of which is a complete MAC frame encapsulated with 
an MPDU delimiter and an optional padding block. The MPDU delimiter is a four-byte field at the start of 
every aggregated subframe that contains the size of the MAC frame along with a delimiter signature—a 
unique, eight bit field that always has the value 0x4E so that devices or software can scan quickly for them.

Successful transmission of the A-MPDU requires that each of the subframe has length (in octets) that is some 
multiple of four. If the MAC frame length is not a multiple of four octets, then a padding block is appended 
to the end of the MAC frame so that the total length of the subframe is a multiple of four octets. See the 
following illustration for a breakdown of a typical A-MPDU.

The non-user data bits are used for forward error correction, and can be likened conceptually to the 
parity data in certain RAID storage arrays.

MDPU 
Delimiter

A-MPDU

MPDU 
Subframe

MPDU Subframes

MAC
Header

MAC 
Body

Aggregated MAC Subframe

Padding
Block

Aggregate MAC Protocol Data Unit (A-MPDU)
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HiveManager 802.11ac Configuration
This section describes where you can configure 802.11ac features and behavior in HiveManager.

QoS Rate Queuing
You can configure the QoS settings independently among the primary 802.11 data-rate-related 
technologies. When you click Configuration > User Profiles > user_profile_name > QoS Settings, you have the 
option of setting the QoS rate limit per user by choosing a previously defined rate control & queuing policy 
and for all users combined based on the transmission type of their client devices: 802.11a/b/g, 802.11n, and 
802.11ac. The default setting is to limit 802.11a/b/g traffic to 54 Mbps, 802.11n traffic to 1 Gbps, and 802.11ac 
traffic to 2 Gbps, but you can set these maximum rates by entering new values and clicking Save.

If you want to create a new rate queuing policy, you can either click the New ( + ) icon next to Rate Control 
& Queuing Policy, or click Configuration > Advanced Configuration > QoS Policies > Rate Control and 
Queuing > New, enter your preferred rate limits, and then click Save.

Planning Tool and Map Objects
You can choose to place AP370 and AP390 devices on a map using the Planning Tool. The AP370 and 
AP390 are 802.11ac devices, and the Planning Tool feature takes into account their features and behaviors. 
You can choose an 802.11ac device as the default AP type in the planning tool by clicking Tools > Planning 
Tool, choosing 802.11ac 3x3:3 - AP370 3x3 internal antenna, 3 streams, dual radio) or 802.11ac 3x3:3 - AP390 
3x3 external antenna, 3 streams, dual radio) from the Default AP Type drop-down list, and then clicking 
Update.

You can place AP370 and AP390 device icons on a map by clicking Maps > map_name > map_building > 
map_floor > Planned APs, choosing your desired 802.11ac access point from the AP Type drop-down list, 
and then clicking Add AP.

Radio Profiles
New radio technologies require new radio profiles to take advantage of the new features. You can now find 
two new radio profiles in HiveManager that are preconfigured to use 802.11ac technology: radio_ac0, 
which is the default 802.11ac radio profile, and High-Capacity-80MHz-11ac-Profile, which is an 802.11ac 
radio profile template that you can clone and customize for your own use. Both of these profiles are 
available to be applied to specific APs by clicking Monitor > Devices > Access Points > Aerohive APs, 
selecting an 802.11ac-capable AP, clicking Modify, and then choosing the 802.11ac radio profile you want 
to apply to the 5 GHz radio.

You can clone and customize the High-Capacity-80MHz-11ac-Profile radio profile by clicking Configuration 
> Radio Profiles, selecting High-Capacity-80MHz-11ac-Profile, and clicking Clone. After naming and 
modifying the profile how you want it, click Save. The new radio profile is now available to apply to the 5 
GHz radios on AP370 and AP390 devices.

802.11ac only applies to the 5 GHz band, so 802.11ac radio profiles are only applicable to 5 GHz radios.
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Enhancements to Applications Visibility and Control (AVC)
The Applications Visibility and Control (AVC) feature has been greatly enhanced with the addition of auto 
discovery of applications by usage, the ability to create custom applications, support for the Microsoft Lync 
application, and the ability to disable AVC.

Auto Discovery of Applications
In 6.1r2, the Application Auto Discovery feature has been enhanced significantly with the addition of new 
Dashboard widgets that automatically present the top applications based on usage out of the box as well 
as supporting drill down capabilities. In addition to the auto discovery of applications, you can define a 
watchlist of up to seven applications for each VHM. Within a HiveManager network, VHMs might include 
multiple locations with different functions for each. For example, if your network consists of a sales 
organization in one building you might want to add Salesforce to your applications watchlist for that VHM. 
For an engineering department in a second building, you might want to add Bugzilla or Confluence to the 
watchlist for that VHM.

A graphic representation of application usage is displayed in the widgets on the Applications perspective of 
the Dashboard tab. There are now two sets of widgets. One set is for the most used applications that are 
found through auto-discovery, including watchlist applications and custom applications that are the default 
widgets (see "AVC Support for Custom Applications" on page 10). A second set of widgets is dedicated to 
applications that are only included on the applications watchlist.
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The following widgets report usage information about the top usage applications:

• All Applications by Usage
• Top 10 Applications by Usage - Summary
• Top 20 Applications by Usage
• Top 20 Users by Application Usage
• Top 20 Application Usage over Time
• Top 20 Users by Clients

The following widgets display information only about the applications in the user-defined applications 
watchlist:

• Watchlist Applications by Clients
• Watchlist Applications by Usage
• Watchlist Applications by Usage - Summary
• Watchlist Applications Usage over Time

These widgets display applications regardless of how much traffic they generate. Consequently, the 
applications that you add to the above watchlists are likely to be mission critical applications that you want 
to guarantee are included in reports regardless of their usage. Also, adding an application to an 
applications watchlist does not prevent it from appearing in one of the top usage watchlists. 

To display the application watchlist widgets, select the Dashboard tab > Applications. To change which 
widgets are displayed, click the Customize Dashboard perspective icon (  ) in the upper right corner of 
the page and the list of all available Application widgets is displayed in the widget selection panel. Select 
the check boxes next to the watchlist widgets that you want to display and then click Save. The Applications 
perspective is refreshed with the widgets you selected. 

In previous releases, you could add up to 30 applications to a system-wide application watchlist. With the 
auto discovery of applications in this release, fewer applications are supported on the watchlist and fewer 
are needed because the widgets display the most used applications automatically. As a result of this 
change, if you have more than seven applications in your watchlist, you will need to revise it to a list of seven 
applications before you push 6.1r2 onto your devices. When you push your new watchlist to a device, the 
previous watchlist is removed from the device.

AVC Support for Custom Applications
In addition to the over 700 system-defined applications, 6.1r2 permits you to create custom applications that 
are used for proprietary or hosted applications in order to monitor, control access, and assign bandwidth 
usage to these applications. For instance, custom applications might pertain to a specific industry, such as 
medical imaging or student testing applications. You define a custom application by specifying one or 
more of the following detection rules:

• Host name (supporting both HTTP and HTTPS)
• IP address
• IP address and port number for TCP or UDP
• Port number for TCP or UDP

For the most part, HiveManager treats custom applications the same way it does system defined 
applications. Aerohive devices can automatically detect a custom application and report it to 
HiveManager for display in the dashboard widgets. You can also add a custom application to the 
applications watchlist and use it in QoS and firewall policies. However, there are two differences in how 
custom and system defined applications are treated. Unlike with system defined applications, the devices 
on your network are not aware of the detection rules for a custom application until you push the 
HiveManager configuration with the custom applications onto your devices. As a result, each time you 
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define a new custom application that you want your devices to monitor, you must push the configuration 
onto the devices in your network. Also, it is important to understand that custom applications take 
precedence over system defined applications. For example, if you create a custom application to monitor 
Aerohive FTP traffic, that application has a higher priority than the system defined FTP application.

Within a custom application, all of the detection rules are grouped together. As a result, if traffic matches 
any of the rules within a custom application, the traffic is classified as belonging to that custom application. 
The maximum number of rules per custom application is 64 with a limit of 100 custom applications for each 
VHM. 

Within a VHM, each custom application must have a unique name and detection rules. You cannot create 
two custom applications with the same name or two applications with different names, but with the same 
detection rules. For example, if you define a application called "applicationOne" with TCP and port number 
8080 you cannot define another application with TCP and port number 8080. However, within a different 
VHM you can create a custom application with TCP and port number 8080 and call it "applicationOne". 

Creating a Custom Application
To create a custom application, navigate to Configuration > Advanced Configuration > Common Objects 
> Application Services. The Applications Services page is displayed. Select the Custom Applications tab and 
then select Add. The Custom Application > New dialog box is displayed. Fill out the following fields:

Application Name: Indicates the name of the custom application. Enter a name that consists of up to 32 
characters, including special characters. Spaces are not permitted.

Description: Enter a description of the custom application. This text is displayed when you use your 
mouse to hover over the application name.
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Application Detection Rules:

Select one of the following from the drop-down menu, enter the required fields, and then click Add to add a 
rule to the application and Save:

Hostname: Use the drop-down menu to select HTTP or HTTPS. Enter the host name that you want to 
associate with this application name. This field accepts a host name, such as www.aerohive.com. You 
can specify a wild card ( * ) in this field at either end of the host name. For example, both 
www.aerohive.* and *.aerohive.com are acceptable entries.

Server IP Address: Use the drop-down menu to select TCP or UDP. Enter the IP address of the server that 
you want to associate with the application name and protocol. You can enter a single IP address in the 
following format: xxx.xxx.xxx.xxx or a range of IP addresses separated by a hyphen. Then you can assign 
an optional port number.

Port Number: Use the drop-down menu to select TCP or UDP. Then assign a port number, from 1 to 65535, 
to the selected protocol.

After you select Save, the Application Services page is displayed with the Custom Applications tab 
selected. It contains the following fields:

Application: Lists the name of the custom application. 

Usage (Last Day): Indicates the usage of the custom application in the last day which is defined as the 
preceding 24 hours. 

Usage (Last 30 Days): Indicates the usage of the custom application in the last 30 days.

Adding a Custom Application to a Watchlist
To add a custom application to an application watchlist, navigate to the Application Watchlist section of 
the Reports > Report Settings page. From the Applications Watchlist section, select the Custom Applications 
tab and then click the checkbox next to the desired custom application. Click the right arrow ( > ) to move 
the selected application from the Custom Applications list to the Selected Applications list. Then click 
Update at the top of the page. You can add a combination of both custom and system defined 
applications to a watchlist. (The limit of seven applications on a watchlist applies to the total number of 
custom and system defined applications.) When you add a custom application to the applications watchlist 
the group name is automatically assigned to "Custom". 

AVC Support for Microsoft Lync
Microsoft Lync is enterprise unified communications software that is loaded onto mobile clients and then 
used for collaboration via VoIP (Voice over IP) services, instant messaging, and audio, video, and web 
conferences. Aerohive devices can automatically detect this application traffic and report it to 
HiveManager for display in the Dashboard. You can also add Microsoft Lync to the applications watchlist 
and use it in QoS and firewall policies.

The Aerohive AVC feature supports the following versions of Microsoft Lync:

• Microsoft Office Communication Suite 2007
• Lync 2010
• Lync Online

The Microsoft Lync application requires version 3.1.0 of the application signature files. To check which version 
of the signature files are loaded onto your devices, navigate to Configuration > Devices > All Devices, and 
then click the Edit Table icon (  ). In the Customize Table Columns dialog box that appears, select App Signature, 
use the right arrow ( > ) to move it from the Available Columns list to the Selected Columns list, and then click 

After you have created a custom application, push the configuration onto the devices in your 
network.
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Save. You can then see which version is loaded on all the devices listed on that page. To download the latest 
version of the signature files, select the check boxes for all devices with application signatures files earlier than 
3.1.0, and then click Update > Advanced > Upload and Activate Application Signatures. The Upload and 
Activate Application Signatures dialog box appears with the version number of the application signature files 
for each selection in the App Signature column. (On premises HiveManager users must be logged in as a 
super user to download signature files.) If you selected various types of Aerohive platforms, click Settings, select 
Update by signature version, and then click the Save icon. (With this option selected, HiveManager can 
automatically upload the appropriate 3.1.0 file to multiple types of platforms.) Select the 3.1.0 version, make sure 
the check boxes for all the devices are selected in the section at the bottom of the dialog box, and then click 
Upload.

To add the Microsoft Lync application to an application watchlist, navigate to the Application Watchlist 
section of the Reports > Report Settings page. From the Applications Watchlist section, select the System 
Defined Applications tab and then click the checkbox next to the Microsoft Lync application. Click the right 
arrow ( > ) to move the selected application from the System Defined Applications list to the Selected 
Applications list. Then click Update at the top of the page.

Disabling AVC
In on-premises HiveManager only, super users can disable the AVC feature on all VHMs with one command 
from the Home VHM. (By default, the AVC feature is enabled.) To disable this feature, click Home > 
Administration > HiveManager Services, select the checkbox next to Application Visibility and Control 
Settings. Then clear the checkbox next to Enable Application Visibility Reporting on all VHMs and click 
Update. It is important to understand that this command only stops processing applications data on 
HiveManager and does not affect the configuration on the devices. When a super user disables AVC, VHM 
system administrators are notified that this feature is currently offline.

Collecting Client Information from Captive Web Portals
When a user authenticates to a captive web portal, you can now collect information submitted by the user 
as part of the authentication and acceptance of the terms of use. HiveManager reports information 
collected in this way in the HiveManager event monitor.

To configure HiveManager to collect information from the captive web portal, log in to HiveManager as a 
user with administrator privileges, click Configuration > Advanced Configuration > Management Services > 
Management Options, choose the management profile you intend to use or to create a new one, select 
Report client information gathered from captive web portals, and then click Save.

You can view the information that HiveManager collects by clicking Monitor > Events. The collected 
information appears in the Description column on the Events page.

HiveManager 6.1r2 includes a preloaded set of version 3.0.9 application signature files. Upgrade to version 3.1.0 
for a complete set of files.
For more information: Aerohive Release Notes Online Docs and Videos HiveMind 13

http://www.aerohive.com/techdocs
http://blogs.aerohive.com
http://www.aerohive.com/330000/docs/help/english/documentation/Aerohive_ReleaseNotes_330104-02.pdf


Using External DNS Servers in DHCP Offers Aerohive 6.1r2 New Features Guide
Using External DNS Servers in DHCP Offers
In earlier versions of HiveManager, routers acted as Domain Name System (DNS) servers or proxies in 
Dynamic Host Configuration Protocol (DHCP) offers and requested clients connect through them to DNS 
services. The DNS request was forwarded by the router to an internal or external DNS server for domain name 
resolution.

In this release, you do not need routers to act as DNS proxies and can specify that DNS services be supplied 
from external DNS servers to obtain IP addresses in DHCP offers.

If you specify a DNS service, HiveManager configures the router as the DNS proxy for any devices 
connected to its interfaces. You can specify the DNS proxy to use the same DNS servers for all domain name 
resolution, or to use separate DNS servers for internal and external domain name resolution. If you choose to 
use separate DNS servers, you can specify DNS settings for specific domains. Aerohive routers, Aerohive APs 
configured to function as routers, and Aerohive switches configured to function as routers can all be used as 
DNS proxies.

If you specify an external DNS service, HiveManager does not configure the router as a DNS proxy. You must 
configure up to three external DNS servers using the static IP addresses of those external DNS severs. To use 
external DNS servers, routers must be configured and enabled to function as DHCP servers.

With the DHCP server enabled, external DNS servers defined in the DNS service object apply to all 
associated subnetworks. You can customize DHCP to override the global DNS service settings at the 
subnetwork level, even if a DNS service is not specified.

To summarize, you now have two options when defining a DNS service: 

• Supply external DNS server IP addresses in DHCP offers

The router sends name resolution requests to up to three external DNS servers using DHCP that you 
supply to HiveManager by configuring their static IP addresses. DHCP must be enabled, and you must 
enter the static IP address of at least one (and up to three) external DNS servers. For subnetworks, you 
can override the global DNS service settings configured at the network level.

• Set the router as the DNS server in DHCP offers 

The router acts as a DNS proxy and sends name resolution requests to the DNS servers you specify. You 
can choose name resolution using the same DNS servers configured for the router or specify other 
name resolution servers:

• Set the router to use the same DNS servers for all domain name lookups

The router sends DNS requests for names that match domains to the DNS servers you specify.

• Set the router to use separate DNS servers for internal and external domain name lookups

The router sends DNS requests for names that match internal domains to the specified internal 
DNS servers, and sends other requests through DHCP to specified external DNS servers.

The same external DNS servers and proxies apply to all subnetworks with the DHCP server enabled. 
You can override the application of the same external DNS servers to a subnetwork level by setting 
the DHCP customization option.
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Configuring External DNS Server IP Addresses in DHCP Offers
To configure a new network or modify an existing network to use external DNS servers:

1. Click Configuration > Show Nav > Networks > New, or for an existing network click Configuration > Show 
Nav > Networks > network_name, enter the following, and then click Save:

Name: The name of the network

Web Security: Whether web security is enabled for the network—and if so, if it is Barracuda or 
Websense—or not ("None")

DNS Service: Click the New ( + ) icon to create a new DNS server, or click the Modify icon to modify an 
existing DNS Service.

Name: Enter a descriptive name for the DNS service. The name can be up to 32 characters long, and 
cannot include spaces.

Description: Enter a meaningful note for the DNS service for later reference. The description can be up 
to 64 characters long, including spaces.

Supply external DNS server IP addresses in DHCP offers: (select)

In this mode, the router sends DNS requests the specified external DNS servers for domain name 
resolution.

In the External DNS Servers panel, specify up to three IP addresses and classification types, if 
applicable, for the external DNS servers to be used for domain name resolution. 

2. To override the global DNS service settings configured at the network level for an existing subnetwork, 
click Network > network_name, choose the following, and then click Save:

Subnetwork: Select the check boxes to choose the subnetworks for which you want to override the 
network-level DNS service, and then click Modify.

Override the DNS service set at the network level: (select)

DNS Service: Select the network-level DNS service for which you want to override from the DNS 
Service drop-down list, and then click Save. 

To override the network-level DNS server by replacing it with another DNS server, click the New 
( + ) icon and configure the new DNS service.

Specifying an Ethernet Port for Switch Netdump File
This release of HiveManager allows you to specify an Ethernet port on an Aerohive switch to save the 
netdump file to a TFTP server. If a switch becomes unresponsive, you can enable it to save the netdump file 
to a TFTP server on the network automatically the next time it boots up. You can then provide this file to 
Aerohive Support to assist in diagnosing the issue that triggered the lack of response from the switch.

During the bootup phase on an Aerohive switch, the switch attempts to upload the netdump file to a TFTP 
server through all switch ports. This is problematic because such an upload can cause physical loops or 
traffic storms and uplink port issues. The ability to specify a management port is added to overcome 
potential physical loops and problematic uplinks, which are likely to hinder the process of saving the 
netdump file to a TFTP server.

The settings require routers to function as DHCP servers and are ignored by subnetworks if DHCP is 
disabled.
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This new feature allows you to specify a networking port for the bootloader to upload the netdump file. 
When bootloader boots up and detects a need to upload the netdump file, only the specified netdump 
port is enabled (while the other switch ports are disabled) to upload the netdump file. The factory setting is 
eth1/0, which means all ports are available for the netdump transfer if ports are not specified. In HiveOS, only 
ports eth1/1–eth1/28 in a 24-port switch (or ports eth1/1–eth1/52 in a 48-port switch) are open to be 
configured as a management port, whereas eth1/0 can be set in the bootloader.

Specifying an Ethernet Port for the Netdump File
To specify an Ethernet port for saving the netdump file to a TFTP server:

1. Click Configuration > Show Nav > Devices > Switches > switch_name, to select the switch for which you 
want to generate a Netdump file. 

2. Click Update > Advanced > Update Netdump Settings, enter the following, and then click Upload.

Enable Netdump: (select)

TFTP server for saving netdump files: IP address of the TFTP server to which you want the switches to send 
the netdump file.

VLAN for reaching the TFTP server: If your TFTP server lies on a specific VLAN, enter that VLAN number in 
this field.

Native-VLAN of local Aerohive device: Enter the native VLAN of the device.

Interface for management traffic: Use the two drop-down lists to select the management port. For 
example: Eth1/5.

DHCP: Select to have the switch bootloader use DHCP to obtain an address on startup.

Static: Select to expand the section and enter the required network settings that the bootloader must 
use to connect to the network.

Address of local Aerohive device: Enter the IP address of the local switch, along with the network prefix 
defining the network mask. For example, entering "10.1.1.1/24" means that the switch IP address is 
10.1.1.1 and the subnet mask is a 24-bit mask, or 255.255.255.0. This is a required field if the Static radio 
button is selected.

Gateway for reaching the TFTP server: Enter the IP address of the gateway switch that the switch will 
use to access the TFTP server. Even if the TFTP server is on the same subnet (and does not strictly require 
routing), this field is mandatory if the Static radio button is selected.

Port drop-down list options depend on the switch models selected. If you select only 48-port switches, 
the range option is set to 1-52; otherwise, the range option is limited to 1-28.
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Enabling or Disabling DHCP Server ARP Validation by Routers
In earlier versions of HiveManager, there was no option to enable or disable Dynamic Host Configuration 
Protocol (DHCP) server Address Resolution Protocol (ARP) validation by Aerohive routers.

When DHCP server ARP validation is enabled, before it offers an IP address, the DHCP server carries out a 
series of ARP tests to validate that the address is available and no address conflict exists. If the DHCP server 
detects an address conflict, it offers another available IP address from the address pool.

When there are many clients that require IP addresses at the same time, there is a disadvantage to ARP 
validation testing. For each address, the DHCP server must send a gratuitous ARP request and wait for 
several seconds to validate that the IP address is usable. However, this validation process consumes time 
and resources unnecessarily, because the HiveManager network management system itself sends 
gratuitous ARP tests to validate these IP addresses.

In this release, DHCP server ARP validation is enabled by default. Disable branch routers from carrying out 
ARP validation tests in the Configure Subnetwork section.

Enabling and Disabling DHCP Server ARP Validation
To enable or disable DHCP server ARP validation for an existing subnetwork:

Click Configuration > Show Nav > Networks > network_name, enter the following, and then click Save:

Subnetwork: Select the check boxes to choose the subnetworks for which you want to disable DHCP 
server ARP validation.

Use ARP to check for IP address conflicts: (clear)
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New HiveManager GUI Appearance 
In this release of HiveManager, the graphical user interface has a new fresh look and feel, a lighter color 
theme, new icons and buttons that promote more harmonious interaction, and customized elements that 
are easier to use. 

Enhancements to Configuration and Monitoring Pages
In 6.1r2, several changes were made to the Configuration and Monitoring pages and commands. On both 
the Configuration and Monitoring pages, the names of the headings have been changed. They are now 
called Unconfigured Devices and Configured Devices (formerly, New Devices and Managed Devices). 
For more information: Aerohive Release Notes Online Docs and Videos HiveMind 18

http://www.aerohive.com/330000/docs/help/english/documentation/Aerohive_ReleaseNotes_330104-02.pdf
http://www.aerohive.com/techdocs
http://blogs.aerohive.com


Simplified Device Updates Aerohive 6.1r2 New Features Guide
A device that appears under Unconfigured Devices has a CAPWAP (Control and Provisioning of Wireless 
Access Points) connection to HiveManager, but no configuration or HiveOS image changes have been 
pushed to the device. In addition to having a CAPWAP connection to HiveManager, a device in the 
Configured Devices heading has experienced a device-level change to the configuration or the HiveOS 
image such as having a network policy pushed to the device or upgrading the configuration or image files.

Also, a new command, Guided Configuration, is available from the navigational panel. Selecting this 
command, takes you to the Network Configuration module as well as collapses the Nav. On the 
Configuration page, the link to the Monitor page, View Device Monitoring, has been replaced with a new 
command, Device Monitoring, that is available from the Utilities drop-down menu. Also the link to the 
Configuration page from the Monitor page, View Device Configuration, has been removed. However, the 
new Device Monitoring command is also available from the Utilities drop-down menu on the Monitor page.

Simplified Device Updates
A one-click option to push an updated configuration, HiveOS image, and new application signatures onto a 
device (or devices) has been added so that you can update all three configurations (complete or partial 
uploads) at the same time and reboot devices automatically. From the Network Configuration module as 
well as from the Configuration and Monitor pages, there are now two options available from the Update 
drop-down menu: Update Devices and Advanced. To push the configurations listed above onto a device 
or devices at the same time, use the Update Devices option. Use the Advanced option to update specific 
configurations on a device or devices, such as application signatures and bootstrap files, as well as perform 
configuration and HiveOS image uploads independently.

To use the simplified device update feature, you must save HiveOS images, including .hm files, to 
HiveManager because HiveOS images require metadata that contain version information. Also, you need to 
obtain the image files from either an image server or the Aerohive License Server. Navigate to Configuration 
> All Devices > device > Update > Advanced > Upload and Activate HiveOS Software > Add/Remove 
HiveOS Image, select HiveOS 6.1r2 images from update server, and then click Upload. 

There are two ways to access the new Update Devices menu. From the Network Configuration module, 
select a device (or devices) in the Configure & Update Devices section and then select Update > Update 
Devices to display the Update Devices menu. (The Update button was previously called the Upload button.) 
When you perform a complete configuration update, the devices are rebooted automatically.

For HiveManager Online administrators, image management is handled by the Aerohive Cloud team, so 
the correct versions are available by default.
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Or, you can select a device (or devices) from either the Configuration or Monitor page, and then click 
Update > Update Devices to display the Update Devices menu.

To do a partial configuration update on your devices, click Update. To do a complete configuration update, 
select Perform a complete configuration update for all selected devices, and then click Update. When you 
perform a complete update, the devices are rebooted automatically.

To do a partial update of the HiveOS image, click Update. To perform a complete update of the HiveOS 
image on the selected devices, select Upgrade these devices to the latest version of HiveOS, and then click 
Update. With this selection, the selected image is uploaded and devices will reboot automatically.

To update HiveManager, application signatures, and an HiveOS image independently on a device, select 
Upload and Activate Configuration from the bottom of the Update Devices page. To upload an older 
version of the HiveOS software or to upload a version of HiveOS from your local management system or an 
SCP Server onto a device, select Upload and Activate HiveOS Software.

To update specific configurations on a device or devices such as application signatures and bootstrap files, 
select Update > Advanced from the Configuration or Monitor pages to choose any of the following 
operations: Upload and Activate Configuration, Upload and Activate HiveOS Software, Upload and Activate 
Application Signatures, Remove Captive Web Page Directory, Update Bootstrap, Update Country Code, 
Update PoE Max Power, or Update Netdump Settings. (The commands available from the Advanced option 
were previously available from the Upload button on the Configuration and Monitor pages.) These options 
are described in the online Help.

To perform targeted device uploads, such as a delta configuration uploads, from the Network Configuration 
module, select a device or devices in the Configure & Update Devices section and then click Update > 
Advanced Update and choose any of the upload options presented there. These options are described in 
the online Help.

The HiveOS option on the Update Devices menu is only shown if the device is not running the latest version 
of HiveOS.
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HiveManager Online Configuration and Monitor Changes
In HiveManager Online only, two new tabs have been added to the Configuration and Monitor pages, 
Managed Devices and Unmanaged Devices, as well as a method to add devices to and remove devices 
from the Aerohive cloud and a VHM. The Managed Devices tab is available to all HiveManager Online 
administrators. The devices listed on the Managed Devices tab are currently connected to the Aerohive 
cloud as well as to a VHM (or they were connected at one time). Devices that were once connected to a 
VHM and are now powered down are still shown on this tab, but in a disconnected state.

The Unmanaged Devices tab is only displayed when you have device inventory access privileges. Devices 
listed on the Unmanaged Devices tab have never been connected to a VHM, but are connected to the 
Aerohive cloud. To allow access to the Unmanaged Devices tab, which are granted on the MyHive page 
(by a super user), select Admin Account Manager > New, and then Allow to manage HiveManager device 
inventory (supported in 6.1r2).

Managed Devices
The devices listed on the Managed Devices tab are currently connected to the Aerohive cloud and are 
managed actively by a VHM or they were connected at one time. Managed devices include those that 
have already been configured and those devices that have not yet been configured. 

The following fields appear on the Managed Devices tab:

Modify: Click to modify the status of a selected device. The All Devices > Edit page appears. For 
information about the fields on this page, see the online Help.

Update: Click to upload the configuration to a selected device or devices. See "Simplified Device 
Updates" on page 19.

Utilities: Select this drop-down menu to access the Utilities options, including Device Monitoring, Client 
Information, and Diagnostics. For information about the options on this menu, see the online Help.

Device Inventory: Select this drop-down menu to add or remove devices. To add a device to the 
Managed Devices tab, select Add. Then the Add Devices menu appears. You can enter the serial 
numbers of the devices you want to add manually, by selecting the Enter serial numbers tab, or by 
importing them from a .csv file by selecting the Import tab and browsing to the desired file. Then click 
Add and Close at the bottom of the page.
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To delete a device, select the checkbox next to a device on the Managed Devices tab, and then click 
Device Inventory > Removal. A warning message is displayed that indicates selecting this option removes 
the device from HiveManager Online, resets the device to its default or bootstrap settings, and removes the 
serial number of the device from your MyHive account. After you remove a device, a confirmation message 
is displayed and it is moved to the Unmanaged Devices tab.

Unmanaged Devices
The devices listed on the Unmanaged Devices tab fall into two categories. A green "connected" device  
(  ) is currently connected to the Aerohive cloud, but the device has not yet made a connection to a 
VHM. A gray "disconnected" device (  ) is not currently connected to the Aerohive cloud. This includes 
devices that have never established a connection. 

The following fields appear on the Unmanaged Devices tab:

Refresh: Select this button to trigger the synchronization between the Aerohive cloud and the VHM. 

Device Inventory: Select this drop-down menu to add or remove devices. See the previous section for a 
description.

© 2013 Aerohive Networks, Inc.
Aerohive is a U.S. registered trademark of Aerohive Networks, Inc.
P/N 330106-01, Rev. A

After a device establishes a connection with a VHM, it is moved to the Managed Devices tab. You 
may need to select Refresh to update the display.
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