
Aerohive New Features Guide for 6.1r6a
This guide describes the new features and feature enhancements introduced in the HiveOS and 
HiveManager 6.1r6a releases. 

New Features and Feature Enhancements
Several new features and feature enhancements have been introduced in these releases. You can read 
summaries of these features and enhancements below. Several major features are covered in more detail in 
individual sections later in this guide. For more information about known and addressed issues in the HiveOS 
6.1r6 and HiveManager 6.1r6a releases, refer to the corresponding Aerohive 6.1r6 release notes.

New Hardware Platform
BR200-LTE-VZ: This release introduces the BR200-LTE-VZ router. The 

BR200-LTE-VZ allows enterprises to provision branch office networks and 
teleworkers quickly and easily. This router provides LAN and WLAN 
connectivity and PoE (power over Ethernet) support. The router has a 
single dual band 2.4/5 GHz (802.11a/b/g/n) radio, an embedded LTE 
modem for use with the Verizon 4G LTE network, two external diversity 
antennas, one WAN port (ETH0), four LAN ports (ETH1 through ETH4), a 
Console port, and an LTE USB port for WAN connection redundancy 
(reserved for future use). The BR200-LTE-VZ router supports up to 16 SSIDs, 16 VLANs, 16 networks, and 64 
user profiles across both wired and wireless interfaces..

New and Enhanced HiveOS 6.1r6 Features
The following are the new features and feature enhancements in the HiveOS 6.1r6 release.

Enhancements to NetConfig UI Security: The NetConfig UI in HiveOS 6.1r6 now displays a message that 
notifies you if Internet connectivity is unavailable rather than simply displaying the WAN Interface 
Settings page. See "Enhancements to NetConfig UI Security" on page 4.

DHCP Option 43 Support: In HiveOS 6.1r5 and earlier, Aerohive devices were unable to fully support DHCP 
Option 43 because the maximum number of configurable hex digits was limited to 32. This release 
increases the number of configurable hex digits to 254, making it easier to deploy applications such as 
Microsoft Lync Server. See "DHCP Option 43 Support" on page 5.

Additional USB Modem Support: This release adds the following USB modems to the supported modems list:

• AT&T Beam AC340U
• Verizon Pantech 4G LTE UML295
• T-Mobile Rocket 3.0 4G ZTE MF683
• Franklin Wireless 4G LTE U772
• Huawei E3276

There is no 6.1r6 firmware image for the SR2124P and SR2148P devices.
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Devices Supporting KDDR Logging: The KDDR (Kernel Diagnostic Data Recorder) logs capture run-time 
statistical data about unexpected events and difficult-to-predict or unwanted situations that might 
occur with the ongoing processes and services of an Aerohive device. The KDDR logs are disabled by 
default in both the on-premises HiveManager appliances and HiveManager Online. With this release, 
KDDR logging support is available for all Aerohive access points that can run HiveOS version 6.1r6.

Country Certification for Aerohive devices: In the 6.1r6 release, several Aerohive devices have been newly 
certified for both regulatory specifications and DFS (dynamic frequency selection) in the following 
countries:

New and Enhanced HiveManager 6.1r6a Features
The following are the new features and enhancements in the HiveManager 6.1r6a release. 

BR Route Summarization: With this release, route summarization in HiveManager software increases the scale 
of a VPN gateway-BR deployment. HiveManager does a local subnet route summarization and then the 
VPN gateway uploads the larger subnet configuration to each branch. See "VPN Gateway-BR Route 
Summarization" on page 6.

CAPWAP Delay Alarm Change: With this release, you can disable the CAPWAP delay alarms at the policy or 
device level to avoid excessive alarms that might be triggered as a result of variable or high-latency 
connections between HiveManager and its Aerohive devices. See "CAPWAP Delay Alarm Change" on 
page 9

Entitlement Key Information Export: With this release, you can easily identify the number of Aerohive license 
entitlements and determine when they need to be renewed for your Aerohive system. After you export 
a summary file that contains the entitlement key information, you can assess when you will need to 
notify Aerohive to renew your various licenses. See "Entitlement Key Information Export" on page 12.

ID Manager Proxy: Prior to this release, when attempting to retrieve customer IDs using an on-premises 
HiveManager appliance deployed on a LAN, HiveManager could not contact ID Manager if use of a 
proxy server was required on the local network. The HiveManager proxy server support only extended to 
contacting the Aerohive License Server.

With this release, an on-premises HiveManager appliance deployed in a LAN can now access ID 
Manager by configuring a proxy server for ID Manager connections. See "ID Manager Proxy" on 
page 13.

Manual Selection of ID Manager Authentication Proxy: With prior releases, both on-premises HiveManager 
and HiveManager Online automatically selected devices to act as ID Manager authentication proxies. 
For example, whenever an AP became a RADIUS server, the AP automatically became the ID Manager 
authentication proxy by default. If many APs were configured to act as RADIUS servers, it became 

Platform Regulatory Certification in: DFS Certification in:

AP121 China, India, Saudi Arabia, Taiwan USA FCC

AP141 China, India, Saudi Arabia, Taiwan USA FCC

AP170 China, Saudi Arabia, Taiwan China, Saudi Arabia, Taiwan

AP330 Canada, China, Taiwan Canada

AP350 Canada, China Canada

BR100 China, Taiwan N/A

BR200-WP China, Saudi Arabia, Taiwan N/A
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difficult to identify which RADIUS servers were being used. See "Manual Selection of ID Manager 
Authentication Proxy" on page 14.

HTTPS Security Enhancement for the NetConfig UI and TeacherView: The NetConfig UI and TeacherView now 
use HTTPS rather than HTTP for more secure communications over the network. See "HTTPS Security 
Enhancement for the NetConfig UI and TeacherView" on page 15.

Stronger Wi-Fi Security and Transition of WPA to WPA/WPA2 "Auto" Authentication: With the decision of the 
Wi-Fi Alliance to discontinue certifying devices that support WPA only, or "WPA alone" authentication, 
WPA is still allowed, but only in the "WPA/WPA2 Mixed mode" or "Auto" mode. 

To comply with this decision, HiveManager 6.1r6a no longer allows WPA-PSK (WPA Personal) or 
WPA-802.1X (WPA Enterprise) authentication combinations to be used. For HiveManager and HiveOS 
6.1r5 and earlier versions, you can still use the WPA only option without the setting being overridden by 
HiveManager 6.1r6a after a configuration upload. However, for AP230 devices, if HiveManager detects 
that the WPA only authentication option is set, it is replaced by the WPA/WPA2 "Auto" setting after a new 
configuration upload. See "Stronger Wi-Fi Security and Transition of WPA to WPA/WPA2 “Auto” 
Authentication" on page 16.

PCI DSS 3.0 Support: PCI DSS (Payment Card Industry Data Security Standard) compliance is required for all 
merchants and service providers that store, process, or transmit payment cardholder data. With this 
release, HiveManager PCI compliance reports follow the PCI DSS 3.0 standard. This release adds the 
following sections to the PCI compliance report:

• Authentication and session management compliance (PCI DSS 3.0 section 6.5.10)
• Passwords and phrases requirements (PCI DSS 3.0 section 8.2.3)
• Initialization, stopping, or pausing of the audit logs (PCI DSS 3.0 section 10.2.6)

Client Management Certificate Files in .pfx Format: When enrolling clients through an 802.1X SSID that makes 
use of an external RADIUS server, it is necessary to export the Client Management server certificate, 
private key, and CA certificate files from HiveManager and then import them to the RADIUS server. 
When the external RADIUS server is a Microsoft NPS (Network Policy Server), it is necessary to import the 
files in .pfx format (PKCS #12). To simplify the file transfer, HiveManager now provides a .pfx file that 
contains all three required certificate and key files for export (Configuration > Advanced Configuration 
> Keys and Certificates). After exporting the .pfx file from HiveManager, you can then import it directly to 
the Windows Server running NPS.

AVC signature update: For this release, an updated version of the AVC Signature files, version 3.1.6 (dated 
2014/03/16), has been added to HiveManager. To download the latest AVC Signature files, go to 
Configuration > Show NAV > All Devices, select the check boxes next to devices that you want to 
update, and then click Update > Advanced > Upload and Activate Application Signatures. Or, you can 
request this file from the Aerohive site from the Support > Software Downloads > login with your Software 
Downloads Login > Current Software Releases > HiveOS and HiveManager Version 6.0 > Layer 7 
Application Signatures page.
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New and Enhanced HiveOS 6.1r6 Features
The following sections describe new and enhanced features in the HiveOS 6.1r6 releases.

Enhancements to NetConfig UI Security
In HiveOS 6.1r3 and earlier, BR100, BR200, and BR200-WP routers and AP330 and AP350 devices acting as 
routers indicate that they have lost Internet connectivity by simply displaying the WAN Interface Settings 
page in the NetConfig UI. You can try to re-establish an Internet connection by querying the DHCP server, 
configuring PPPoE settings, or using a static IP address. Because the BR200-WP router has two additional 
WAN interfaces, you can also try to re-establish an Internet connection by associating with an SSID or by 
using a USB modem to connect to a cellular network.

The NetConfig UI in HiveOS 6.1r6 now displays a message page that notifies you that Internet connectivity is 
unavailable rather than displaying the WAN Interface Settings page. While the default setting is not to 
include a link on the new message page to the WAN Interface Settings page, the network administrator can 
include a link if so desired. To enable this option, go to HiveManager > Configuration, select the network 
policy that is applied to the router, click Additional Settings > Router Settings, and then select the Enable 
WAN configuration through the NetConfig UI for telecommuters check box.

The advantage of showing an Internet down page without a link to the WAN Interface Settings page is that 
in a large office, some employees, guests, or contractors could, without the network administrator’s 
knowledge, re-establish an Internet connection by changing the WAN settings themselves. For example, a 
user might enable WAN connectivity through the USB modem. Internet connectivity might be restored, but 
doing so would incur unexpected charges as data goes through a cellular network. Another user might 
associate the router with an SSID on a nearby AP, but not knowing which SSID to connect to could also open 
a security risk.

Alternatively, in a small office with a few workers, where there is no confusion as to who has administrative 
privileges, showing an Internet down page and providing a direct link to the WAN Interface Settings page 
after entering valid credentials is an added convenience.

The illustration below shows the new Internet Connectivity is Temporarily Unavailable message page with a 
direct link to the WAN Interface Settings page. This link does not appear by default but you can enable it 
through HiveManager.

 After clicking the link, you must enter valid credentials with either a user name or the serial number of 
the device, and a password before you can configure WAN Interface Settings in the NetConfig UI.
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The following illustration shows the option you select in HiveManager to enable WAN configuration through 
the NetConfig UI for telecommuters, which adds the link “Go to configure Network Settings” to the new 
network down message page.

DHCP Option 43 Support
The maximum length of Hex options has been increased from 32 to 254 characters in HiveOS 6.1r6 to better 
support applications that require DHCP to be configured with vendor specific information such as option 43 
(described in RFC2132). This enhancement helps you to deploy applications such as Microsoft Lync server, 
for instance.

Devices that are running HiveOS 6.1r5 and earlier, cannot make use of this feature as the Hex option value is 
restricted to 32 or less. So, if you input a value greater than 32 hex digits in HiveManager 6.1r6 and upload a 
configuration to your device, HiveManager automatically changes the value that is inputed to 32 “F” Hex 
characters to “lock the field” to prevent the device from receiving a value greater than 32. 

You can see this change in HiveManager 6.1r6 by clicking Configuration > Networks > New. In the 
Subnetworks section, click New and expand Custom Options. Under the column Type, select Hex from the 
drop-down menu. Alternatively, you can see this by clicking Configuration > Advanced Configuration > 
Common Objects > DHCP Server and Relay > New. Expand Custom Options and under the column Type, 
select Hex from the drop-down menu.
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New and Enhanced HiveManager 6.1r6a Features
The following sections describe new and enhanced features in the HiveOS 6.1r6a releases. 

VPN Gateway-BR Route Summarization
With this release, route summarization in HiveManager software increases the scale of a VPN gateway-BR 
deployment. HiveManager does a local subnet route summarization and then the VPN gateway uploads 
the larger subnet configuration to each branch. 

Route summarization increases the scale of VPN gateway-BR deployment by consolidating selected 
multiple routes into a single route advertisement, in contrast to flat routing, where every routing table 
contains a unique entry for each route. By causing a single summary route to be advertised to other areas 
by the VPN gateway, it reduces the need for BRs to maintain a large volume of routes in their routing tables. 
By representing a series of network numbers in a single summary address, route summarization reduces the 
number of routes that a router must maintain.

Example of Subnet Advertising with Previous Releases

In previous releases, BR1 has 16 subnets 10.100.1.0/24, 10.101.1.0/24, … and 10.115.1.0/24, BR2 has 16 subnets 
as 10.100.2.0/24, 10.101.2.0/24, … and 10.115.2.0/24, and so on until BR254 has 16 subnets as 10.100.254.0/24, 
10.101.254.0/24, … and 10.115.254.0/24. Without route summarization, HiveManager pushes the following 
configuration to each BR:

BR1:
routing internal-sub-network 10.100.1.0/24 
routing internal-sub-network 10.101.1.0/24
… 
routing internal-sub-network 10.115.1.0/24 

BR2:
routing internal-sub-network 10.100.2.0/24 
routing internal-sub-network 10.101.2.0/24
… 
routing internal-sub-network 10.115.2.0/24
...
BR254:
routing internal-sub-network 10.100.254.0/24 
routing internal-sub-network 10.101.254.0/24
… 
routing internal-sub-network 10.115.254.0/24

These subnets are advertised to the VPN gateway in with the following format:

BR1:
10.100.1.0/24 255.255.255.0 mgt0.1 subnet 10.100.1.0/24   255.255.255.0
10.101.1.0/24 255.255.255.0 mgt0.2 subnet 10.101.1.0/24   255.255.255.0
…
10.115.1.0/24 255.255.255.0 mgt0.15 subnet 10.115.1.0/24   255.255.255.0

BR2:
10.100.2.0/24 255.255.255.0 mgt0.1 subnet 10.100.2.0/24   255.255.255.0
10.101.2.0/24 255.255.255.0 mgt0.2 subnet 10.101.2.0/24   255.255.255.0
…
10.115.2.0/24 255.255.255.0 mgt0.15 subnet 10.115.2.0/24   255.255.255.0
...
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.BR254:
10.100.254.0/24 255.255.255.0 mgt0.1 subnet 10.100.254.0/24   255.255.255.0
10.101.254.0/24 255.255.255.0 mgt0.2 subnet 10.101.254.0/24   255.255.255.0
...
10.115.254.0/24 255.255.255.0 mgt0.15 subnet 10.115.254.0/24   255.255.255.

The VPN gateway installed these subnets and advertised them to all other BRs. The total number of subnets 
being exchanged between BRs and the VPN gateway is 254 x 16 = 4064.

Example of Subnet Advertising with this Release
With route summarization implemented in this release, for example, HiveManager can push the following 
configuration to each BR: 

BR1:
routing internal-sub-network 10.100.0.0/16
routing internal-sub-network 10.101.0.0/16
… 
routing internal-sub-network 10.115.1.0/16 
BR2:
routing internal-sub-network 10.100.0.0/16 
routing internal-sub-network 10.101.0.0/16
… 
routing internal-sub-network 10.115.0.0/16
...
BR254:
routing internal-sub-network 10.100.0.0/16
routing internal-sub-network 10.101.0.0/16
… 
routing internal-sub-network 10.115.0.0/16

The subnets will be advertised to the VPN gateway in a file with the following format: 
BR1:
10.100.1.0/24 255.255.255.0 mgt0.1 subnet 10.100.0.0/16   255.255.255.0
10.101.1.0/24 255.255.255.0 mgt0.2 subnet 10.101.0.0/16   255.255.255.0
…
10.115.1.0/24 255.255.255.0 mgt0.15 subnet 10.115.0.0/16   255.255.255.0
BR2:
10.100.2.0/24 255.255.255.0 mgt0.1 subnet 10.100.0.0/16   255.255.255.0
10.101.2.0/24 255.255.255.0 mgt0.2 subnet 10.101.0.0/16   255.255.255.0
…
10.115.2.0/24 255.255.255.0 mgt0.15 subnet 10.115.0.0/16   255.255.255.0
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...
BR254:
10.100.254.0/24 255.255.255.0 mgt0.1 subnet 10.100.0.0/16   255.255.255.0
10.101.254.0/24 255.255.255.0 mgt0.2 subnet 10.101.0.0/16   255.255.255.0
…
10.115.254.0/24 255.255.255.0 mgt0.15 subnet 10.115.0.0/16   255.255.255.0

Although the total number of subnets exchanged remains at 4064, the VPN gateway installs the subnets in 
the first portion of the line before mgt0.x but advertises the subnets to all other BRs in the second portion of 
the line following the mgt0.x. The total number of subnets exchanged between BRs and VPN gateway 
remains at only 16.

Using the same approach, HiveManager maps the outside routable subnet to the inside non-routable 
subnet for a one-to-one NAT.

The steps used for configuring a subnetwork in HiveManager remains the same. For detailed information 
about configuring subnetworks, see “Network” in the online Help system.
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CAPWAP Delay Alarm Change
CAPWAP (Control and Provisioning of Wireless Access Points) delay alarms are triggered when the 
connection between an Aerohive device and HiveManager exceeds a predetermined delay threshold. For 
the on premises HiveManager, you can configure CAPWAP delay threshold intervals in the CAPWAP Server 
Settings section (Home > Administration > HiveManager Services > CAPWAP Server Settings). For 
HiveManager Online, however, the delay threshold intervals are fixed and cannot be modified by 
administrators.

In previous releases, there was no mechanism available to disable CAPWAP delay alarms at the policy or 
device level. Whenever an Internet connection between an Aerohive device and HiveManager was slow 
and unreliable, multiple delay alarms were triggered that, in turn, caused multiple Email alarm notifications 
to be sent to the admin.

With this release, you can disable the CAPWAP delay alarms at the policy or device level to avoid excessive 
alarms that might be triggered as a result of latent connections between HiveManager and its Aerohive 
devices.

CAPWAP delay alarms are enabled by default. You can now disable CAPWAP delay alarm settings in three 
areas in HiveManager by clearing the appropriate check boxes: network policy (available only in Enterprise 
mode), single device, and multiple devices.

Network Policy Setting
To disable CAPWAP delay alarms in network policy in Enterprise mode, navigate to Network Policy > 
Additional Settings > Configure Interfaces and User Access, expand the Service Settings section, clear 
Enable CAPWAP delay alarms, and then click Save.

You cannot set network policies in Express mode.
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Single Device Setting
To disable CAPWAP delay alarms on a single device in Enterprise mode, navigate to the Configuration > 
Devices > All Devices, select the device_name for which you want to disable the alarms, click Modify, 
expand the Advanced Settings section, clear the Enable CAPWAP delay alarms check box, clear the 
Override CAPWAP delay alarm settings check box, and then click Save.

Layer 3 VPN Gateway: To disable CAPWAP delay alarms on a Layer 3 VPN Gateway or VPN Gateway Virtual 
Appliance configured in Enterprise mode, navigate to the Configuration > Devices > All Devices, select the 
VPN_Gateway_name for which you want to disable the alarms, click Modify, expand the Advanced 
Settings section, clear Enable CAPWAP delay alarms, and then click Save.
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Layer 2 VPN Gateway: To disable CAPWAP delay alarms on a Layer 2 VPN Gateway or VPN Gateway Virtual 
Appliance configured in Enterprise mode, navigate to the Configuration > Devices > All Devices, select the 
VPN_Gateway_name for which you want to disable the alarms, click Modify, expand the Advanced 
Settings section, clear the Enable CAPWAP delay alarms check box, clear the Override CAPWAP delay 
alarm settings check box, and then click Save.

To disable CAPWAP delay alarms on a single device in Express mode, navigate to the Configuration > 
Devices > All Devices, select the device_name for which you want to disable the alarms, click Modify, 
expand the Advanced Settings section, clear the Enable CAPWAP delay alarms check box, clear the 
Override CAPWAP delay alarm settings check box, and then click Save.

Multiple Device Settings
To disable CAPWAP delay alarms on multiple devices in Enterprise mode, navigate to the Configuration > 
Devices > All Devices, select multiple device_names for which you want to disable the alarms, click Modify, 
expand the Optional Settings section, expand the Advanced Settings section, clear the Enable CAPWAP 
delay alarms check box, clear the Change CAPWAP delay alarm settings check box, and then click Save. 
The multiple device settings option is not supported for VPN Gateways.

You cannot change the CAPWAP settings for multiple devices in Express mode.
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CAPWAP Delay Alarm Warning
In both Express and Enterprise modes, a CAPWAP delay alarm message and action confirmation dialog box 
appears whenever a configuration upload operation is initiated and a CAPWAP delay alarm exists for the 
selected Aerohive devices to which you want to upload a new configuration. This message indicates that 
the network WAN connection speeds between HiveManager and the devices you selected for a 
configuration upload are slow or unreliable.

When this confirmation dialog box appears, you can decide whether or not to continue with the 
configuration upload. Click Yes to continue the upload operation. Click No to cancel the upload operation.

Entitlement Key Information Export
With this release, you can easily identify the number of Aerohive license entitlements and determine when 
they need to be renewed for your Aerohive system. After you export a summary file that contains the 
entitlement key information, you can assess when you will need to notify Aerohive to renew your various 
licenses. Simply log into either your on-premises HiveManager or HiveManager Online account and 
navigate to the License Management page (Home > Administration > License Management). 

In the Device Inventory column, two types of items are displayed: the number of configured Aerohive 
devices and the number of VPN Gateway Virtual Appliances. To view device inventory details for each of 
these two items, click the total number of devices or VPN gateway fields as shown in the example. A popup 
list appears displaying the configured Aerohive device model and a total count of each device model.
For more information: Aerohive Release Notes Online Docs and Videos HiveMind 12

http://www.aerohive.com/330000/docs/help/english/documentation/Aerohive_ReleaseNotes_330104-06.pdf
http://www.aerohive.com/techdocs
http://blogs.aerohive.com


New and Enhanced HiveManager 6.1r6a Features Aerohive New Features Guide for 6.1r6a
To export a .csv file to a spreadsheet application, such as Microsoft Excel, click Export. 

The .csv file provides a list and total number of licensed device models, a list of VPN Gateway Virtual 
Appliances and total number of VPN Gateway Virtual Appliances licensed, evaluation and permanent 
entitlement keys for the devices in the current inventory, technical support expiration dates, and original 
license activation dates.

ID Manager Proxy
When attempting to retrieve customer IDs using an on premises HiveManager deployed on a LAN prior to 
this release, HiveManager was unable to reach the ID Manager using only its default gateway, and the 
proxy server configuration options only supported external connections to the Aerohive License Server.
With this release, an on premises HiveManager deployed in a LAN can now access the ID Manager by 
configuring a proxy server for ID Manager connections. 

To configure a proxy server to access the ID Manager:

1. Navigate to the Home > Administration > HiveManager Settings page, click Current Network Settings 
section (which becomes the Edit Network and HA Settings section), scroll down to the Proxy 
Configuration section, and select Enable HTTP Proxy for secure connection to Aerohive cloud service.

2. Optionally, depending on the settings of the HTTP proxy, enter the IP address or domain name, proxy 
port number, user name, and password to access ID Manager, and then click Test Connection via Proxy.

If an entitlement key is not installed in HiveManager, the Export button does not appear even though the 
devices are registered.
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3. If the connection test is successful, click Save. 

If unsuccessful, reconfigure the HTTP proxy parameters until you can successfully connect to ID Manager.

4. After the proxy server successfully connects to ID Manager, navigate to Home > Administration > 
HiveManager Services and select the Customer ID Retrieval check box.
The Use proxy settings for ID Manager connections check box should appear above the Retrieve button. 

5. Enter your Email address, password and password confirmation, select Use proxy settings for ID Manager 
connections check box, and then click Retrieve.

Your customer ID is retrieved. 

6. Select the Use proxy settings for ID Manager connections check box and click Update to obtain the 
certificate from ID Manager using the HTTP proxy server, or clear the Use proxy settings for ID Manager 
connections check box and click Update to obtain the certificate from ID Manager without using the 
HTTP proxy server.

Manual Selection of ID Manager Authentication Proxy
With prior releases, both on-premises HiveManager and HiveManager Online automatically selected 
devices to act as ID Manager authentication proxies. For example, whenever an AP became a RADIUS 
server, the AP automatically became the ID Manager authentication proxy by default. If many APs were 
configured to act as RADIUS servers, it became difficult to identify which RADIUS servers were being used.

With this release, you can manually select which devices can serve as ID Manager authentication proxies by 
enabling or disabling them on a single device or on multiple devices. This manual selection feature is 
supported in both HiveManager Express and Enterprise modes.

To enable or disable a single device or multiple devices to act as ID Manager authentication proxies when a 
device is configured as a RADIUS server:
1. Log in to HiveManager and navigate to the Configuration > Devices > All Devices page.
2. Select a single device, click Modify, expand the Service Settings section, select or clear the Act as ID 

Manager authentication proxy when this device is a RADIUS server check box in the ID Manager 
Authentication Proxy section, and then click Save.
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3. Select multiple devices, click Modify, expand the Service Settings section, select Change ID Manager 
authentication proxy check box in the ID Manager Authentication Proxy section, select or clear the Act 
as ID Manager authentication proxy when this device is a RADIUS server check box, and then click Save.

 

After the selected managed device or devices are enabled as ID Manager authentication proxies, a 
special icon is displayed in the HiveManager list view of the devices. 

 

HTTPS Security Enhancement for the NetConfig UI and 
TeacherView
In HiveManager 6.1r6a and HiveOS 6.1r6, the NetConfig UI, and TeacherView now use HTTPS rather than HTTP 
in all communications over the network. HTTPS is more secure as it encrypts data traffic between the client 
and Aerohive devices using SSL/TLS. It also allows the client to authenticate the device that it is connecting 
to in order to prevent information from being read by a third-party.

As a result of this change, you might see a “certificate warning” page appear prior to the page that you 
wish to navigate to such as when you want to access the NetConfig UI by entering the IP of the device in 
your browser. The warning page is normal as Aerohive devices use self-signed certificates that are secure, 
but not independently verified. Depending on the specific browser that you are using, the warning might 
look different. To proceed past this page, simply click the option that allows you to continue to the website 
that you want. Some browsers display this warning once and allow you the option of not seeing it each time 
by providing an exception feature that accepts self-signed certificates. Alternatively, you can acquire one 
from well-known certificate authorities (CA) such as Verisign©, to avoid this behavior.
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Stronger Wi-Fi Security and Transition of WPA to WPA/WPA2 
“Auto” Authentication
Aerohive devices are certified by the Wi-Fi Alliance and conform to the list of security combinations that all 
devices must support. As of January 1, 2014, the Wi-Fi Alliance has discontinued certifying devices that 
support WPA only or “WPA alone” authentication. WPA is still allowed, but only in the “WPA/WPA2 Mixed 
mode” or “Auto” mode. 

To comply with this decision, HiveManager 6.1r6a no longer allows WPA-PSK (WPA Personal) or WPA-802.1X 
(WPA Enterprise) authentication combinations to be used. These combinations have been replaced with 
“Auto” options: WPA-(WPA or Auto)-PSK or WPA-(WPA or Auto)-802.1X, depending on which radio button in 
the SSID Access Security section is selected. The other two security combinations for Key Management, 
listing WPA2 in their respective drop-down menus, remain unchanged in their function. 

For HiveManager and HiveOS 6.1r5 and earlier versions, you can still use the WPA-PSK (WPA Personal) or 
WPA-802.1X (WPA Enterprise) security combinations without the setting being overridden by HiveManager 
6.1r6a after a configuration upload. However, if HiveManager 6.1r6a detects that the device is an AP230, 
and the security combination is set to WPA-PSK (WPA Personal) or WPA-802.1X (WPA Enterprise), 
HiveManager replaces these settings with, Auto-(WPA or WPA2)-PSK or Auto-(WPA or WPA2)-EAP (802.1X) 
when you perform a configuration upload, depending on which option in the SSID Access Security section is 
selected. The “Auto” means that Aerohive devices detect whether the client is using WPA or WPA2 
authentication and accommodates either method automatically.

You can see the changes in HiveManager 6.1r6a by clicking Configuration > SSIDs > New and selecting the 
radio button WPA/WPA2 PSK (Personal), or Private PSK. Both of these drop-down menus are identical. To see 
the WPA-(WPA or Auto)-802.1X combination, select the radio button WPA/WPA2 802.1X (Enterprise).
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