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About This Guide

This guide describes Aerohive hardware devices, including component descriptions, installation and 
mounting instructions, wiring diagrams, and hardware specifications for each device. This guide is a useful 
resource for all Aerohive administrators.
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Chapter 1 Aerohive Access Points

Aerohive access points with cooperative control technology provide the benefits of a controller-based 
wireless LAN solution without a controller or an overlay network.

Aerohive access points are organized into groups that share control information between themselves, 
making them reliable, scalable, and easy to deploy and manage in wireless and wired networks.

This chapter describes the following Aerohive AP platforms:

• "AP370 and AP390 Platforms" on page 8
• "AP121 and AP141 Platforms" on page 16
• "AP330 and AP350 Platforms" on page 24
• "The AP170 Platform" on page 33
• "AP110 and AP120 Platforms" on page 45
• "The AP320 Platform" on page 52
• "The AP340 Platform" on page 59
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Chapter 1 Aerohive Access Points
AP370 and AP390 Platforms
This section contains hardware component descriptions, mounting and installation instructions, operating 
and environmental specifications and other hardware-related information for the AP370 and AP390 wireless 
access points.

AP370 and AP390 Product Overview
The AP370 and AP390 wireless access points provide dual concurrent 802.11b/g/n and 802.11a/n/ac radios 
for 3x3:3 MIMO (Multiple Input Multiple Output) antenna configurations. When you enable 802.11ac 
high-throughput options such as wide-channel mode (80-MHz channels), A-MPDU and A-MSDU packet 
aggregation, short guard interval, 256 QAM modulation, and MCS15 data rates, they can provide a PHY 
data rate up to 1.3 Gbps per radio. The AP370 has six internal antennas and the AP390 uses six detachable 
external antennas (three 2.4 GHz and three 5 GHz in both cases). Both models have two RJ45 10/100/1000 
Ethernet ports (ETH0 and ETH1), an RJ45 console port, and a USB modem port protected by a port cover. The 
devices have built-in mounting hardware that allows you to install them on a ceiling track or a wall.

The AP370 and AP390 models provide excellent throughput and coverage. The AP370 has three internal 2.4 
GHz antennas and three internal 5 GHz antennas. The AP390 uses three 2.4 GHz and three 5 GHz detachable 
external antennas. In both models, the 5 GHz radios provide 802.11ac high-throughput connectivity.

Shipping Carton Contents
The AP370 and AP390 shipping cartons contain the following items:

• AP370 or AP390 device
• QuickStart Guide
• 4 adhesive rubber feet
• Security bracket
• Hardware kit containing 2 cross-head screws, 2 security screws, and 3 wall mount screws with 

anchors

Hardware Components
You can see the hardware components in Figure 1 on page 9. Each component is described in Table 1 on 
page 9.

To meet federal radiation exposure requirements, these devices should be installed at a minimum 
distance of 9.05" (23 cm) from your body.
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AP370 AND AP390 PLATFORMS
Figure 1 AP370 and AP390 hardware components

Table 1 AP370 and AP390 hardware components

Component Description

Status light The status light indicates operational states for system power, firmware updates, 
Ethernet and wireless interface activity, and major alarms. See "Status Light" on 
page 11.

2.4 and 5 GHz 
RP-SMA connectors 

On AP390 models, you can connect up to six detachable single-band antennas 
(three 2.4 GHz and three 5 GHz) to the male 802.11a/b/g/n/ac RP-SMA (reverse 
polarity-subminiature version A) connectors. The connectors are labeled for easy 
identification. See "Antennas" on page 11.

Console port You can access the CLI by making a serial connection to the RJ45 Console port. 
See "Console Port" on page 18.

Power connector There are two ways to power an AP370 or AP390. You can connect a device to a 
100 – 240-volt AC power source by connecting an AC/DC power adapter 
(available as an option) to the 12 V (1.1A) DC connector. You can also power the 
device through the ETH0 port from PSE (power sourcing equipment) that is 
compatible with the 802.3af and 802.3at standards. Because there is no on/off 
switch, these devices automatically power on when you connect them to power. 

ETH0 10/100/1000 
Mbps ports

The 10/100/1000-Mbps RJ45 Ethernet ports—ETH0 and ETH1—are compatible with 
10/100/1000Base-T/TX and automatically negotiate half- and full-duplex 
connections with the connecting device. These ports are autosensing and adjust to 
straight-through and crossover Ethernet cables automatically. The ETH0 port is 
PoE-capable. See "Ethernet Ports" on page 10.

AP370

Console portEthernet ports

Power connector

USB modem port cover

Reset pinhole

Status indicator light

Status indicator light

AP390
2 4GHz(2)

5GHz(1)

5GHz(0)

Antenna connectors

Console portEthernet ports

Power connector

USB modem port cover

Reset pinhole
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Chapter 1 Aerohive Access Points
Ethernet Ports
The AP370 and AP390 devices have two RJ45 10/100/1000 Base-T/TX Ethernet ports (Eth0 and Eth1) that 
automatically negotiate half- and full-duplex connections with the connecting device. The ports are 
autosensing and adjust to straight-through and crossover standard cat3, cat5, cat5e, or cat6 Ethernet 
cables automatically. The AP can receive power through an Ethernet connection to the ETH0 port from PSE 
(power sourcing equipment) that is compatible with the 802.3af standard. Such equipment can be 
embedded in a switch or router, or it can come from purpose-built devices that inject power into the 
Ethernet line en route to the AP. Because the PoE port has autosensing capabilities, the wiring termination in 
the Ethernet cable can be either straight-through or crossover. 

Aerohive provides the following PoE injectors as an optional accessory:

• AH-ACC-INJ-20W-EU
• AH-ACC-INJ-20W-US
• AH-ACC-INJ-20W-AU
• AH-ACC-INJ-20W-IL

If an AP is connected to both an AC power source and PSE, the AC power source takes priority. If the device 
loses power from that source, it automatically switches to PoE. If the AC power comes back online, the AP 
automatically switches back to AC. 

The pin assignments in the Ethernet port follow the TIA/EIA-568-B standard (see "Power over Ethernet Port Pin 
Assignments" on page 108). 

Console Port
Through the Console port, you can make a serial connection between your management system and the 
AP. When you connect to the device using the RJ45 Console port, the management station from which you 
connect to the device must have a VT100 emulation program, such as Tera Term Pro© (a free terminal 
emulator) or Hilgraeve HyperTerminal® (provided with Windows® operating systems from XP forward). The 
serial connection settings are: 9600 bits per second, 8 data bits, no parity, 1 stop bit, no flow control.

The pin-to-signal mapping for the Console port is shown in "RJ45 Console Port Pin Assignments" on page 112. 

Reset button The Reset button allows you to reboot the device or reset it to its factory default 
settings. See "Reset Button" on page 18.

USB port The Type-A USB 2.0 port (backward compatible with USB1.1) allows you to connect 
a wireless 3G/4G USB modem to serve as a backup WAN connection. See "USB 
Modem Port" on page 11

Security tab cavity, 
security screw and 
device lock slot

When mounting the AP on a ceiling track or flat surface, you can secure it to the 
track using the security screw and bracket that ships with the device. You can also 
physically secure the AP by attaching a lock (such as a Kensington® notebook 
lock) and cable to the device slot. See "Locking the AP370 and AP390" on page 14.

Each time the AP switches from one power source to another, it must reboot.

Table 1 AP370 and AP390 hardware components (Continued)

Component Description
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AP370 AND AP390 PLATFORMS
USB Modem Port
The USB modem port (backward compatible with USB1.1) allows you to connect a wireless 3G/4G USB 
modem to serve as a backup WAN connection. The port is protected by a port cover (see Figure 1 on 
page 9). To access the port, remove the screw that secures the cover in place. To protect the port, keep the 
cover in place when the port is not in use. For additional security, when you are not using the port, you can 
secure it with one of the security screws that ship with the device. 

Reset Button
You can reset the device or restore the factory default settings using the Reset button. Insert a paper clip or 
similar tool into the Reset pinhole and press the button. To reboot the device, press the button for 5 seconds. 
To return the configuration to the factory default settings, press it for at least 10 seconds. After releasing the 
button, the indicator light goes dark, and then glows steady amber while the firmware loads and the system 
performs a self-test. After the software finishes loading and the AP has connected to HiveManager, the 
status indicator glows steady white.

To disable the Reset button from resetting the configuration, enter this command: no reset-button 
reset-config-enable. When this command is enabled, pressing the button for 5 seconds will still reboot 
the AP, but pressing it for more than 10 seconds will not reset its configuration.

Status Light
The AP370 and AP390 have a rectangular status light bar on the top corner and down one side of the 
chassis. The colors of this light bar indicate the following states of activity:

• Dark: There is no power or the status indicator is disabled.
• Amber (flashing): This is an alert that indicates that the device is performing a firmware upgrade. Do 

not power off the device during this process.
• Amber (steady): This is an alert that indicates that the CAPWAP connection has not been 

successfully established, or the device is booting or shutting down.
• White: The device is powered on, a successful CAPWAP connection has been made, and the 

firmware is operating normally.

Antennas
The antennas for the AP370 and AP390 are described below.

AP370
The AP370 has six internal single-band antennas. The 2.4 GHz band antennas (IEEE 802.11a/b/g/n) have 
a 2-5 dBi gain. The 5 GHz antennas (IEEE 802.11a/b/g/n/ac) have a 3-6 dBi gain. All antennas are 
omnidirectional and provide fairly equal coverage in all directions.

AP390
The AP390 has three male 2,4 GHz 802.11a/b/g/n RP-SMA (reverse polarity-subminiature version A), and 
three male 5 GHz 802.11a/b/g/n/ac RP-DMA external antenna connectors. These connectors 
accommodate six external articulated antennas (three 2.4 GHz and three 5 GHz), which are purchased 
separately. The external antennas must have a 4-dBi gain, be omnidirectional, and provide fairly equal 
coverage in all directions in a toroidal (donut-shaped) pattern. The connectors are labeled for easy 
identification and connection. 

If you use the security screw, you will need a spanner insert bit for size #6 security screws and a driver 
handle that will accept the bit. These bits are available from Aerohive in sets of three for AP121, AP141, 
AP330, AP350, AP370, and AP390 models (AH-ACC-SEC-BIT-330-AP350-3PK). 
Hardware Reference Guide 11



Chapter 1 Aerohive Access Points
For optimal coverage, align the antennas as shown in Figure 2. For more information about configuring 
antennas for the best coverage, see "Configuring Antennas" on page 114.

Figure 2 Aligning the articulated antennas for AP390 devices

Mounting the AP370 or AP390
You can mount the AP370 or AP390 on a flat surface using the adhesive rubber feet that ship with the 
device. You can also mount these devices on a wall or to the tracks of a dropped ceiling grid. The following 
sections describe these installation methods.

Wall Mount
Attach the AP370 or AP390 to any vertical surface that supports its weight (slightly less than 1 lb, or 0.45 kg for 
either device), and to which you can install the wall mount screws. There are four wall-mount slots on the 
back of the device. Measure the distances between the centers of the large ends of the slots to mark the 
hole locations, and drill corresponding holes in the wall. Install at least three wall mount screws (and plastic 
anchors if necessary). If you are connecting the device to cables from inside the wall, drill an access hole for 
the cables. 

Ceiling Mount
Use the mounting tabs and clips that are built into the back of the AP370 or AP390 devices to attach them to 
a standard 15/16”-wide track (2.38 cm) or a 9/16” (1.34 cm) track in a dropped ceiling, The tabs slip over the 
edge of the ceiling track and the clips click into place to secure the device. 

You can mount the device in either a diagonal or square position on the track. Figure 3 on page 13 shows 
an AP in both diagonal mount and square mount positions on a standard dropped ceiling track. 

You can also mount these devices to non-standard (recessed) dropped ceiling tracks using brackets 
designed for these tracks. These brackets can be ordered from Aerohive (AH-ACC-BKT-80211AC-KIT).

      
45°

90° to wall 

straight

straight

straight

45°

straight

90° to 
ceiling

Ceiling mount

Wall mount

45°

45°
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AP370 AND AP390 PLATFORMS
Figure 3 Diagonal and square mount position options

Figure 4 shows how to mount an AP370 or AP390 in the diagonal position on a standard dropped ceiling 
track. To mount the device in the square position, use the square mount clips and tabs and follow the same 
steps (except for the rotation, which will be in the opposite direction). You may need to drill a small hole in 
the adjacent ceiling tile to accommodate the cables. Connect the cables and, for the AP390, align the 
external antennas for optimum reception (see Figure 2 on page 12).

Figure 4 Ceiling track mount options for the AP370 or AP390

To remove the device, press the clips toward the device until they disengage from the track, then rotate the 
device gently and pull it away from the track.

Ceiling track

Diagonal installation Square installation

Diagonal 
mount clip

Diagonal 
mount clip

Diagonal mount tab 
(under fingertip)

CLICK!

Diagonal mount 
tab (under 
fingertip)

Note: For a square 
mount, rotate in the 
opposite direction.

Hold the device upside down and slip 
the diagonal mount clips over the edges 
of the track. Because you are installing 
the device from below, it is helpful to 
use your fingertips to identify the 
locaion of the mounting tabs.  

1

2 Press the device gently against the 
track and rotate it until the mount 
clips click into place.  
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Chapter 1 Aerohive Access Points
Locking the AP370 and AP390 
You can secure the AP using a Kensington lock, or you can use the security bracket and security screw that 
ships with the device to secure it to a ceiling track or to a wall. Figure 5 shows the security slot locations and 
Figure 6 describes how to secure the device.
You can use either the cross-head screw or the security screws that ship with the security bracket to secure 
the AP to a ceiling or wall. If you use the security screw, you will need a spanner insert bit for size #6 security 
screws and a driver handle that will accept the bit. These bits are available from Aerohive in sets of three for 
AP121, AP141, AP330, AP350, AP370, and AP390 models (AH-ACC-SEC-BIT-330-AP350-3PK). If you use the 
cross-head screw, you can install it with a cross-head screwdriver. Figure 6 shows how to install the security 
bracket.
Aerohive recommends a variety of Kensington locks. For more information, contact your sales 
representative.
Figure 5 AP370 and AP390 security slot locations

Figure 6 Installing the AP370 and AP390 security bracket

Optional Accessories
Aerohive offers a variety of optional accessories for the AP370 and AP390. Contact your sales representative 
for more information.

Diagonal mount lock slot

Square mount 
lock slot

5GHz(0)

Kensington
lock slot

Side view Bottom view

Clip

Security 
bracket 

Security 
screw 

1 Guide security bracket into the lock slot 
until the screw holes align and the end 
of the bracket slips under the clip.  

2 Insert the security screw or the 
cross-head screw into the slot and 
tighten with the appropriate tool.  
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AP370 AND AP390 PLATFORMS
Device, Power, and Environmental Specifications
Understanding the range of specifications for the AP370 and AP390 is necessary for optimal deployment 
and device operation. The following specifications describe the physical features and hardware 
components, the power adapter and PoE (Power over Ethernet) electrical requirements, and the 
temperature and humidity ranges in which the devices can operate.
Device Specifications

Chassis dimensions:

• AP370: 6.69" W x 1.63" H x 6.69" D (170 mm W x 41 mm H x 170 mm D)
• AP390: 6.69" W x 1.63" H x 7.3 (with antenna connectors) D - (170 mm W x 41 mm H x 185.6 mm D)

Weight

• AP370: 11.6 oz (0.36 kg) 
AP390: 13.5 oz (0.42 kg)

Antennas: 

• AP370: Three internal omnidirectional 802.11b/g/n 2.4 GHz antennas, and three internal 
omnidirectional 802.11a/n/ac 5 GHz antennas

• AP390: Three 802.11b/g/n 2.4 GHz and three 5 GHz external omnidirectional 802.11b/g/n/ac 
articulated antennas

Console serial port: 

• RJ45 (9600 bits per second, 8 data bits, parity: none, 1 stop bit, no flow control

Ethernet port 

• Eth0: autosensing 10/100/1000 Base-T/TX Mbps, with IEEE 802.3af-compliant PoE
• Eth1: autosensing 10/100/1000 Base-T/TX Mbps

Power Specifications

AC/DC power adapter:

• Input:100 – 240 VAC
• Output: 12V/1.1A

PoE nominal input voltages: 48 V

RJ45 power input pins: Wires 4, 5, 7, 8 or 1, 2, 3, 6

Environmental Specifications
• Operating temperature: 32 to 104° F (0 to 40° C)
• Storage temperature: -40 to 185° F (-40 to 85° C)
• Relative Humidity: 5 to 95% RH (noncondensing)
Hardware Reference Guide 15



Chapter 1 Aerohive Access Points
AP121 and AP141 Platforms
This section contains hardware component descriptions, mounting and installation instructions, operating 
and environmental specifications and other hardware-related information for the AP121 and AP141 wireless 
access points.

AP121 and AP141 Product Overview
The AP121and AP141 wireless access points provide dual concurrent 802.11b/g/n and 802.11a/n radios for 
2x2:2 MIMO (Multiple Input Multiple Output) antenna configurations. When you enable 802.11n 
high-throughput options such as wide-channel mode (40-MHz channels), A-MPDU and A-MSDU packet 
aggregation, short guard interval, and MCS15 data rates, they can provide a PHY data rate up to 300 Mbps 
per radio. The AP121 has four internal antennas, and the AP141 has four detachable external antennas (two 
2.4 GHz and two 5 GHz in both cases). Both models have an RJ45 10/100/1000 Ethernet port, an RJ45 console 
port, and a USB modem port (reserved for future use).

Hardware Components
You can see the hardware components for the AP121and AP141 models in Figure 7. and read a brief 
description of these components in Table 2 on page 17.

Figure 7 AP121 and AP141 hardware components

To meet federal radiation exposure requirements, these devices should be installed at a minimum 
distance of 9" (23 cm) from your body.

Console port

ETH0 LAN port

AP121 and AP141 components (chassis shown upside down)

AP141

Reset

External antenna 
connectors

(AP141 only, two 2.4 
GHz and two 5 GHz) USB modem port

Device lock slot

Security tab cavity

Mounting tab

Power connector

Security screw hole

Mounting tab

AP121

Status indicator
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AP121 AND AP141 PLATFORMS
Ethernet Ports
AP121 and AP141 devices have one RJ45 10/100/1000Base-T/TX Ethernet port (Eth0). The AP can receive 
power through an Ethernet connection to the ETH0 port from PSE (power sourcing equipment) that is 
compatible with the 802.3af standard. Aerohive provides suitable PoE (power over Ethernet) injectors as an 
optional accessory.

The port accepts standard cat3, cat5, cat5e, or cat6 Ethernet cable and can receive power over the 
Ethernet cable from PSE (power sourcing equipment) that is 802.3af-compatible. Such equipment can be 
embedded in a switch or router, or it can come from purpose-built devices that inject power into the 
Ethernet line en route to the AP. Because the PoE port has autosensing capabilities, the wiring termination in 
the Ethernet cable can be either straight-through or crossover. Aerohive provides several PoE injectors as 
accessories that you can order: AH-ACC-INJ-20W-EU, AH-ACC-INJ-20W-UK, AH-ACC-INJ-20W-US, 
AH-ACC-INJ-20W-AU, and AH-ACC-INJ-20W-IL.

Table 2 AP121 and AP141 hardware component descriptions

Component Description

Status indicator The status indicator conveys operational states for system power, firmware updates, 
Ethernet and wireless interface activity, and major alarms. See "Status Indicator" on 
page 18.

2.4 and 5 GHz 
RP-SMA 
connectors 
(AP141)

You can connect up to four detachable single-band antennas (two 2.4 GHz and two 
5 GHz) to the male 802.11a/b/g/n RP-SMA (reverse polarity-subminiature version A) 
connectors. The antennas and the connectors are labeled for easy identification. 
See "Antennas" on page 19.

Console port You can access the CLI by making a serial connection to the RJ45 Console port. See 
"Console Port" on page 18.

Power connector There are two ways to power an AP121 or AP141. You can connect a device to a 100 
– 240-volt AC power source by connecting an AC/DC power adapter (available as 
an extra option) to the 12 V (1.1A) DC connector. You can also power the device 
through the ETH0 port from PSE (power sourcing equipment) that is compatible with 
the 802.3af and 802.3at standards. Because there is no on/off switch, these devices 
automatically power on when you connect them to power. 

ETH0 10/100/1000 
Mbps port

The 10/100/1000-Mbps RJ45 Ethernet port—ETH0—is compatible with 
10/100/1000Base-T/TX and automatically negotiates half- and full-duplex 
connections with the connecting device. This port is autosensing and adjusts to 
straight-through and crossover Ethernet cables automatically. See "Ethernet Port" on 
page 46.

Reset button The Reset button allows you to reboot the device or reset it to its factory default 
settings. See "Reset Button" on page 18.

USB port Reserved for future use.

Security tab cavity, 
security screw, and 
device lock slot

When mounting the AP on a ceiling track or flat surface, you can secure it to the 
track using the security screw that ships with the device. You can also physically 
secure the AP by attaching a lock (such as a Kensington® notebook lock) and cable 
to the device slot. See "Locking the AP" on page 49.

If you connect the AP to a power source using the power connector and the ETH0 PoE port at the 
same time, the device draws power through the power connector and automatically disables PoE.
Hardware Reference Guide 17



Chapter 1 Aerohive Access Points
If an AP is connected to an AC power source and PSE, the AC power source takes priority. If the device loses 
power from that source, it automatically switches to PoE. If the AC power comes back on line, the AP 
automatically switches back to AC.

Through the RJ45 console port, you can make a serial connection between your management system and 
the AP. The pin-to-signal mapping of the RJ45 console port is shown in "RJ45 Console Port Pin Assignments" on 
page 112. For cabling and connection details, see "Power over Ethernet Port Pin Assignments" on page 108.

The pin assignments in the Ethernet port follow the TIA/EIA-568-B standard (see "Power over Ethernet Port Pin 
Assignments" on page 108). 

Console Port
When you connect to the device using the RJ45 Console port, the management station from which you 
connect must have a VT100 emulation program, such as Tera Term Pro© (a free terminal emulator) or 
Hilgraeve Hyperterminal® (provided with Windows® operating systems from XP forward). The serial 
connection settings are: 9600 bits per second, 8 data bits, no parity, 1 stop bit, and no flow control.

For more information about the RJ45 pin assignments for the Console port, see "RJ45 Console Port Pin 
Assignments" on page 112.

Reset Button
You can reset the device or restore the factory default settings using the Reset button. Insert a paper clip or 
similar tool into the pinhole and press the Reset button. To reboot the device, hold the button down for 5 
seconds. To return the configuration to the factory default settings, hold it down for at least 10 seconds. After 
you release the button, the indicator light goes dark, and then glows steady amber while the firmware loads 
and the system performs a self-test. After the software finishes loading and the AP has connected to 
HiveManager, the status indicator glows steady white.

To disable the Reset button from resetting the configuration, enter this command: no reset-button 
reset-config-enable in the CLI.Pressing the button for 5 seconds will still reboot the AP, but pressing it for 
more than 10 seconds will not reset the configuration.

Status Indicator
The AP121 and AP141 have a triangular status indicator light on the top left corner of the chassis. The colors 
of this light indicate the following states of activity:

• Dark: There is no power or the status indicator is disabled.
• Amber (flashing): The device is performing a firmware upgrade. Do not power off the device during 

this process.
• Amber (steady): The CAPWAP connection has not been successfully established, or the device is 

booting or shutting down.
• White: The device is powered on, a successful CAPWAP connection has been made, and the 

firmware is operating normally.

Port LEDs
The ETH0 port has two status LEDs to indicate port operation (yellow for 10/100 Mbps and green for 1000 
Mbps). The meanings of the LED colors and patterns are described here:

• Dark: No link is detected for this port.
• Yellow (steady): This port has made a successful 10/100 Mbps link.
• Yellow (flashing): This port is sending and receiving traffic at 10/100 Mbps.
• Green (steady): This port has made a successful 1000 Mbps link.
• Green (flashing): This port is sending and receiving traffic at 1000 Mbps.

Each time the AP switches from one power source to another, it must reboot.
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Antennas
The antennas for the AP121 and AP141 are described below.

AP121
The AP121 has four internal single-band antennas. The 2.4 GHz antennas (IEEE 802.11b/g/n) have a 2-5 
dBi gain. The 5 GHz antennas (IEEE 802.11a/n) have a 3-6 dBi gain. All antennas are omnidirectional and 
provide fairly equal coverage in all directions.

AP141
The AP141 has four male 802.11a/b/g/n RP-SMA (reverse polarity-subminiature version A) external 
antenna connectors and four external articulated antennas (two 2.4 GHz and two 5 GHz). The external 
antennas have a 4-dBi gain, are omnidirectional, and provide fairly equal coverage in all directions in a 
toroidal (donut-shaped) pattern. The antennas and connectors are labeled for easy identification and 
connection, and swivel in all directions, as shown in Figure 8.

Figure 8 AP141 antenna articulation and labels

For optimal coverage, align the antennas as shown in Figure 9. For more information about configuring 
antennas for the best coverage, see "Configuring Antennas" on page 114.

Figure 9 Optimal antenna orientation for the AP141

Length when  
fully extended: 
5 3/4” (14.6 cm)

Length when 
hinged at 90°: 
4 7/8” (12.4 cm)

Antennas and 
connectors are 
labeled for easy 
identification.

2.4 GHz (0)

2.4 GHz (1)

5 GHz (0)

5 GHz (1)

Antennas swivel horizontally and vertically.

Ceiling mount Wall mount

90°

90°

90°

90°

45°

45°

45°

45°

Straight

Straight

Straight

Straight
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Mounting the AP121 or AP141
Use the rail mount brackets to mount the AP121 or AP141 to the tracks of a dropped ceiling grid. Use the 
mounting plate to mount the AP to any surface that can support its weight (AP121: 11.6 oz or 0.33 kg; 
AP141: 13.5 oz or 0.38 kg).

Ceiling Mount
To mount the AP121 or AP141 to a standard 15/16” (2.38 cm) track in a dropped ceiling, use the rail mount 
bracket that ships with the AP. You will need a drill and—most likely—a ladder.

Nudge the adjacent ceiling tiles slightly away from the track to clear some space and then attach the 
appropriate rail mount bracket to the track. When you have the bracket in the correct location, cut or drill a 
hole in the ceiling tile through which to pass the power and Ethernet cables, as shown in Figure 10.

Figure 10 Attaching the rail mount bracket to a ceiling track

With the AP upside down, align the two flexible V-shaped tabs and the security tab extension on the rail 
mount bracket with the two tab slots and the security screw cavity on the underside of the AP, and then 
push the AP upward until it clicks into place, as shown in Figure 11 on page 21.

Aerohive also offers rail mount kits for 9/16” (1.34 cm), and 15/16” (2.38 cm) recessed tracks for AP121, 
AP141, AP330, and AP350 models (AH-ACC-9-16-CLIP-300-100, and AH-ACC-15-16-CLIP-300-100). 

You can slide the bracket along the ceiling track if you need to adjust its location.

Press the mount bracket against the ceiling track so that the track contacts 
the two pressure tabs and pushes them flush with the rail mount.

(Bird’s eye view with the ceiling 
tiles removed and the ceiling track 
shown as transparent for clarity)

Rotate the mount bracket until the pressure 
tabs click into place, gripping the ceiling track.

2

In the open space not covered by the 
L-shaped rail mount, drill a hole in the 
ceiling tile (not shown). Then pass the 
Ethernet cable through the hole, and if you 
plan to supply power from an AC power source 
rather than through PoE, pass the power 
cable through as well. Finally, connect the 
cables to the AP.

3

1

Rail mount 
bracket

Ceiling track

CLICK!
CLICK!
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AP121 AND AP141 PLATFORMS
Figure 11 Attaching the AP to the rail mount bracket

When you are done, adjust the ceiling tiles back into their original position.

Surface Mount
You can use the flat mounting plate to attach the AP121 or AP141 to any surface that supports its weight 
(AP121: 11.6 oz or 0.33 kg; AP141: 13.5 oz or 0.38 kg), and to which you can screw or nail the plate. First, 
mount the plate to the surface, and then attach the device to the plate, as shown in Figure 12.

Figure 12 Mounting the AP on a wall

Security tab extension 

Security screw cavity

Tab slotTab slot

V-shaped tabV-shaped tab

(Side view)

Security tab slot

Security screw 
cavity

Tab slotTab slot

Security tab 
extension 

V-shaped
tab

V-shaped tab

(Bird’s eye view)

2

3

1 With the two flexible V-shaped tabs at the 
sides of the plate extending away from the 
surface, attach the mounting plate to a 
secure object such as a wall, ceiling, post, or 
beam.

Cut or drill a hole in the space not covered 
by the L-shaped mounting plate, pass the 
cables through to the AP, and connect them. 
(You can also run the cables along the wall to 
the AP instead of through a hole.)

Depending on how the AP is powered and how 
it connects to the network, connect a power 
cable and an Ethernet cables. (The cable is 
not shown in this illustration.)

Align the tabs and security tab extension on 
the mounting plate with the tab slots and 
security screw cavity on the AP.

Push the AP against the mounting plate until 
the tabs click inside the tab slots. For the 
AP141, attach and align the antennas.

4
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Locking the AP121 and AP141
To lock the AP to the rail mount bracket or wall mounting plate, use either a Kensington lock or the security 
screw that is included with the mounting kit. To use a Kensington lock, loop the cable attached to the lock 
around a secure object, insert the T-bar component of the lock into the device lock slot on the AP, and then 
turn the key to engage the lock mechanism. 

To lock the AP to the rail mounting bracket or mounting plate, you can use either the slotted screw or the 
pan-head security screw, both of which are included in the mounting kit. If you use the security screw, you 
will need a spanner insert bit for size #6 security screws and a driver handle that will accept the bit. The 
correct bits are available from Aerohive in sets of three for AP121, AP141, AP330, and AP350 models 
(AH-ACC-SEC-BIT-300-100-3PK). If you use the slotted screw, you can install it with a standard flat-blade 
screwdriver or pan-head driver bit.

1. Insert the security screw or slotted screw through the hole in the chassis. 
2. Use a driver handle with a spanner bit or a flat-blade screwdriver to tighten the screw to the security tab 

extension on the rail mount, as depicted in Figure 13, which shows the AP121.

Figure 13 Locking the AP121 to the rail mount bracket or mounting plate

Device, Power, and Environmental Specifications
Understanding the range of specifications for the AP121 and AP141 is necessary for optimal deployment 
and device operation. The following specifications describe the physical features and hardware 
components, the power adapter and PoE (Power over Ethernet) electrical requirements, and the 
temperature and humidity ranges in which the devices can operate.

Device Specifications
Chassis dimensions:

• AP121: 6.69" W x 1.63" H x 6.69" D (170 mm W x 41 mm H x 170 mm D)
• AP141: 6.69" W x 1.63" H x 7.3 (with antenna connectors) D - (170 mm W x 41 mm H x 185.6 mm D)

Weight

• AP121: 11.6 oz (0.33 kg) 
AP141: 13.5 oz (0.38 kg)

Antennas: 
• AP121: Two internal omnidirectional 802.11b/g/n antennas, and two internal omnidirectional 

802.11a/n antennas
• AP141: Two 2.4 GHz and two 5 GHz external omnidirectional 802.11b/g/n articulated antennas

Turn clockwise to tighten

USB port Security screw

Device lock slot

Rail mount bracket or 
mounting plate

Screwdriver

Security tab extension

Security tab cavity
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Console serial port: 

• RJ45 (9600 bits per second, 8 data bits, parity: none, 1 stop bits, no flow control

Ethernet port 

• Eth0: autosensing 10/100/1000 Base-T/TX Mbps, with IEEE 802.3af-compliant PoE

USB port: (reserved for future use)

Power Specifications

AC/DC power adapter:

• Input:100 – 240 VAC
• Output: 12V/1.1A

PoE nominal input voltages: 48 V

RJ45 power input pins: Wires 4, 5, 7, 8 or 1, 2, 3, 6

Environmental Specifications

Operating temperature: 32 to 104° F (0 to 40° C)

Storage temperature: -40 to 185° F (-40 to 85° C)

Relative Humidity: 5 to 95% RH (noncondensing)
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AP330 and AP350 Platforms
This section contains hardware component descriptions, mounting and installation instructions, operating 
and environmental specifications and other hardware-related information for the AP330 and AP350 wireless 
access points.

AP330 and AP350 Product Overview
The AP330 and AP350 802.11n wireless access points are designed for greater throughput and range, and 
can also be configured as routers. They provide dual concurrent 802.11b/g/n and 802.11a/n radios for 3x3:3 
MIMO antenna configurations. When you enable 802.11n high-throughput options such as wide-channel 
mode (40-MHz channels), A-MPDU and A-MSDU packet aggregation, short guard interval, and MCS23 data 
rates, these models can provide a PHY data rate of up to 450 Mbps per radio. The AP330 has internal 
antennas, and the AP350 uses detachable external antennas. Both models have dual 10/100/1000 Ethernet 
ports for link aggregation or link redundancy. They can accept power from an 802.3af or 802.3at standard 
PoE power injector or from an AC/DC power adapter connected to a 100-240 VAC input power source. 

Hardware Components
You can see the hardware components for the AP330 and AP350 models in Figure 14 and read brief 
descriptions of each component in Table 3 on page 25.

Figure 14 AP330 and AP350 hardware components

AP330 AP350

Status 
indicator

RP-SMA connectors for 2.4 and 5 
GHz antennasAP330 and AP350 underside 

(identical for both devices)

Reset

Security tab cavity

Device lock slot

Security 
screw hole

USB port10/100/1000
Mbps Ethernet ports

(PoE on ETH0)

Power 
connector

Console port

Status 
indicator
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Ethernet Ports
AP330 and AP350 devices have two RJ45 10/100/1000Base-T/TX Ethernet ports (Eth0 and Eth1) that 
automatically negotiate half- and full-duplex connections with the connecting device. The ports are 
autosensing and adjust to straight-through and crossover standard cat3, cat5, cat5e, or cat6 Ethernet 
cables automatically. Because the PoE port has autosensing capabilities, the wiring termination in the 
Ethernet cable can be either straight-through or crossover. 

The AP can receive power through an Ethernet connection to the ETH0 port from PSE (power sourcing 
equipment) that is compatible with the 802.3af and 802.3at standards. Such equipment can be embedded 
in a switch or router, or it can come from purpose-built devices that inject power into the Ethernet line en 
route to the AP.Aerohive provides several PoE (power over Ethernet) injectors as accessories that you can 
order: 

• AH-ACC-INJ-30W-EU
• AH-ACC-INJ-30W-UK

Table 3 AP330 and AP350 hardware component descriptions

Component Description

Status indicator The status indicator conveys operational states for system power, firmware 
updates, Ethernet and wireless interface activity, and major alarms. For details, see 
"Netgear 341U" on page 27.

2.4 and 5 GHz 
RP-SMA connectors 
(AP350)

You can connect up to six detachable single-band antennas to the male 
802.11a/b/g/n RP-SMA (reverse polarity-subminiature version A) connectors. For 
details, see "Antennas" on page 47.

Console port You can access the CLI by making a serial connection to the RJ45 console port. For 
details, see "Console Port" on page 26.

Power connector The 12-volt DC power connector (2.0 amps) is one of two methods through which 
you can power the AP330 or AP350. To connect the device to a 100 – 240-volt AC 
power source, use the AC/DC power adapter that is available as an extra option. 
You can also power these devices through the ETH0 port from PSE (power sourcing 
equipment) that is compatible with the 802.3af and 802.3at standards. Because 
these APs do not have an on/off switch, connecting them to a power source 
automatically powers them on. 

ETH0 PoE port
and ETH1 1 port

The two 10/100/1000-Mbps Ethernet ports—ETH0 and ETH1—receive RJ45 
connectors. For details, see "Ethernet Port" on page 46.

Reset button The Reset button allows you to reboot the device or reset it to factory default 
settings. For details, see "Reset Button" on page 26.

USB port The Type-A USB 2.0 port (backward compatible with USB1.1) allows you to connect 
a wireless 3G/4G USB modem to serve as a backup WAN connection. For locations 
where an Ethernet connection to the WAN is not possible, you can use the USB 
modem as the primary (and only) interface to the WAN.

For specific information about the modems supported for AP330 and AP350 
devices, and configuration settings, see "USB Modem Port" on page 26.

Device lock slot, 
security cavity, and 
security hole

You can physically secure the AP by attaching a lock and cable (such as a 
Kensington® notebook lock) to the device lock slot. For details, see "Locking the AP" 
on page 49
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• AH-ACC-INJ-30W-US
• AH-ACC-INJ-30W-AU
• AH-ACC-INJ-30W-IL

If an AP is connected to both an AC power source and PSE, the AC power source takes priority. If the device 
loses power from that source, it automatically switches to PoE. If the AC power comes back online, the AP 
automatically switches back to AC. The AP must reboot each time it switches between power sources.

You can configure ETH0 and ETH1 as two individual Ethernet interfaces, combine them into an aggregate 
interface to increase throughput, or combine them into a redundant interface to increase reliability. Using 
bridging, you can connect the AP330 or AP350 to a wired network or a wired device (such as a security 
camera) through these ports. They are compatible with 10/100/1000Base-T/TX and automatically negotiate 
half- and full-duplex connections with the connecting device. The ports are autosensing and adjust to 
straight-through and crossover Ethernet cables automatically. For more information, see "Aggregate and 
Redundant Interfaces" on page 110.

The pin assignments for the Ethernet ports follow the TIA/EIA-568-B standard (see Figure 3 on page 109) and 
accept standard cat3, cat5, cat5e, or cat6 Ethernet cable. Because the ports have autosensing 
capabilities, the wiring termination in the cable can be either straight-through or crossover.

Console Port
Through the RJ45 console port, you can make a serial connection between your management system and 
the AP. The management station from which you connect must have a VT100 emulation program, such as 
Tera Term Pro© (a free terminal emulator) or Hilgraeve Hyperterminal® (provided with Windows® operating 
systems). The serial connection settings are: 9600 bits per second, 8 data bits, no parity, 1 stop bit, and no 
flow control.

The pin-to-signal mapping for the RJ45 console port is described in "RJ45 Console Port Pin Assignments" on 
page 112.

Reset Button
To reset the device or return to the factory configuration, insert a paper clip or similar tool into the reset 
pinhole and press the Reset button. To reboot the device, hold the button down for 5 seconds. To return the 
configuration to the factory default settings, hold it down for at least 10 seconds. After releasing the button, 
the power LED goes dark, and then glows steady amber while the firmware loads and the system performs a 
self-test. After the software finishes loading, the power LED glows steady green.

To disable the Reset button from resetting the configuration, enter the no reset-button 
reset-config-enable command in the CLI. Pressing the button for 5 seconds will still reboot the AP, but 
pressing it for more than 10 seconds will not reset the configuration.

USB Modem Port
When configured as routers, AP330 and AP350 devices can use a wireless USB modem for a WAN 
connection. The typical use of the USB modem is to act as a backup to the ETH0/WAN interface; however, 
for locations where an Ethernet connection to the WAN is not possible, you can use the USB modem as the 
primary (and only) interface to the WAN. 

When using a wireless USB modem on an AP330 or AP350, you must connect it to an AC power source 
instead of using PoE to power the device. 
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Aerohive currently supports the following USB modems:

• AT&T Momentum Sierra Wireless Aircard 313U
• AT&T Shockwave Sierra Wireless 308U, 310U, 312U, 319U, 320U, 326U
• Verizon Pantech UML290
• Huawei E1752
• Huawei UMG366
• Verizon Novatel USB 551L
• Netgear 341U

Status Indicator
The status indicator appears in the triangular region on the top surface of the AP330 and AP350. It is 
illuminated by various colors to indicate different states of activity. The meanings of the colors are as follows:

• Dark: There is no power or the status indicator is disabled.
• Blue (solid): The device is booting up or there is no backhaul link; (flashing) the device is shutting down.
• Green: The default route is through the backhaul Ethernet interface, but not all conditions for normal 

operations (white) have been met.
• Yellow: The default route is through a backhaul Wi-Fi interface, but not all conditions for normal 

operations (white) have been met.
• White: The device is powered on and the firmware is operating normally; that is, the AP has made a 

CAPWAP connection to HiveManager.
• Purple: A new image is being loaded from HiveManager.
• Orange: An alarm indicating a firmware or hardware issue has occurred.

For locations where the status indicator might be a distraction or attract unwanted attention, you can adjust 
its brightness level from bright (the default) to soft to dim, or turn it off completely. In HiveManager, on the 
Configuration > Advanced Configuration > Management Services > Management Options page, Click the 
device name and in the Systems Settings section of the dialog box, choose the appropriate brightness level 
you want. Through the CLI, enter [ no ] system led brightness { soft | dim | off }. The brightness 
options are shown in Figure 15. (Although the AP330 is shown in the illustration, the same settings also apply to 
the AP350.)

Figure 15 Status indicator brightness levels

Antennas
The AP330 has internal antennas, and the AP350 connects to detachable antennas. These antennas are 
described below.

AP330
The AP330 has six internal single-band antennas. Three of the antennas operate in the 2.4 GHz band (IEEE 
802.11b/g/n) with a 2-5 dBi gain. The other three antennas operate in the 5 GHz band (IEEE 802.11a/n) 
with a 3-6 dBi gain. All antennas are omnidirectional and provide fairly equal coverage in all directions.

Bright Soft Dim Off
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AP350
The AP350 has six male 802.11a/b/g/n RP-SMA (reverse polarity-subminiature version A) connectors for 
attaching up to six single-band external dipole antennas. Articulated and non-articulated antennas are 
available as accessories. The articulated 2.4 GHz and 5 GHz antennas have a 4-dBi gain. The 
non-articulated 2.4 GHz and 5 GHz antennas have a 2-dBi gain. These antennas are omnidirectional, 
providing fairly equal coverage in all directions in a toroidal (donut-shaped) pattern. For greater 
coverage on a horizontal plane, it is best to orient the antennas vertically. So that you can easily do this 
whether the AP is mounted horizontally or vertically, the articulated antennas hinge and swivel. The 
non-articulated antennas are intended for wall installations and have a fixed orientation in the same 
direction as the antenna connectors. Figure 17 shows how to orient these antennas for optimal 
coverage.

Connect the 2.4 GHz and 5 GHz antennas to the connectors with the corresponding 2.4 GHz and 5 GHz 
labels. In addition to being labeled, some 5 GHz antennas have gray connector rings and the 2.4 GHz 
antennas have white connector rings (see Figure 16). 

Figure 16 AP350 antennas

Figure 17 Optimal antenna orientation for the AP350.

For more information about configuring antennas for the best coverage, see "Configuring Antennas" on 
page 114.

Nonarticulated antenna Articulated antenna

Length when  
fully extended: 
5 3/4” (14.6 cm)

Length when 
hinged at 90°: 
4 7/8” (12.4 cm)

Length:
3 1/2” (8.9 cm)

Attach the 2.4 GHz antennas (white 
connector rings) to the 2.4 GHz 
connectors.

Attach the 5 GHz antennas (gray 
connector rings) to the 5 GHz 
connectors.

Use articulated antennas when you must angle them for optimal coverage; 
for example, a ceiling mount.

Use nonarticulated antennas when you 
can position the AP to determine 
antenna orientation; for example, a 
wall mount with three antennas 
pointing up and three pointing down. 

Antennas and connectors are 
labeled and color-coded for easy 
installation.

For AP350 devices, attach the articulated antennas and arrange them so 
that the center antenna is vertical, and the side antennas are slanted 
45° away from the center antenna, as shown.

90°45°

45° 90°
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Mounting the AP330 or AP350
Using the mounting plate and track clip, you can mount the AP330 or AP350 to the tracks of a dropped 
ceiling grid. Using just the mounting plate, you can mount the AP to any surface that can support its weight 
(AP330: 1.5 lb., 0.68 kg; AP330: 2.38 lb.,1.08 kg).

Ceiling Mount
To mount the AP330 or AP350 to a track in a dropped ceiling, use one of the two rail mounts that ship with 
the product, depending on whether the ceiling track is flush with the ceiling tiles or recessed:

• 15/16” (2.38 cm) flush ceiling rail mount
• 15/16” (2.38 cm) recessed ceiling rail mount

If necessary, nudge the adjacent ceiling tiles slightly away from the track to clear some space. Attach the 
appropriate rail mount to the track, drill a hole in the ceiling tile, and then attach the power and Ethernet 
cables to the AP, as shown in Figure 18.

Figure 18 Attaching the rail mount to a ceiling track

With the AP upside down, align the two flexible V-shaped tabs and the security tab extension on the rail 
mount with the two tab slots and the security screw cavity on the underside of the AP, and then push the AP 
upward until it clicks into place as shown in Figure 19 on page 30.

Aerohive also offers a rail mount kit for 9/16” (1.34 cm) and 15/16” (2.38 cm) recessed tracks for AP330, 
AP350, AP121, and AP141 models (AH-ACC-9-16-CLIP-300-100, and AH-ACC-15-16-CLIP-300-100).

You can slide the rail mount along the ceiling track if you need to adjust its location.

Press the rail mount against the ceiling track so that the track contacts 
the two pressure tabs and pushes them flush with the rail mount.

(Bird’s eye view with the ceiling tiles 
removed and the ceiling track shown as 
transparent for clarity)

Rotate the rail mount until the two pressure tabs 
click into place, gripping the ceiling track.

2

In the open space not covered by the  rail mount, drill a hole 
in the ceiling tile. Then pass one or both Ethernet cables, and 
if you are supplying power from an AC power source, the power 
cable, through the hole. Finally, connect the cables to the AP.

3

1

Rail mount

Ceiling track

CLICK!
CLICK!
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Figure 19 Attaching the AP to the rail mount

For the AP350, attach the articulated antennas and swivel them into a vertical position pointing downward 
to provide optimal coverage. When done, replace the ceiling tiles back in their original position.

Surface Mount
You can use the flat mounting plate to attach the AP330 or AP350 to any surface that supports its weight 
(AP330: 1.5 lb or 0.68 kg; AP350: 2.375 lb or 1.08 kg), and to which you can screw or nail the plate. First, mount 
the plate to the surface, and then attach the device to the plate, as shown in Figure 20.

Figure 20 Mounting the AP on a wall

With the AP upside down, align the two V-shaped tabs and the security 
tab extension on the rail mount with the tab slots and security screw 
cavity on the AP, and press the AP upward until it snaps into place.

4

Security tab extension 

Security screw cavity

Tab slotTab slot

V-shaped tabV-shaped tab

(side view)

Security screw 
cavity

Tab slotTab slot

Security tab 
extension 

V-shaped
tab

V-shaped tab

(Bird’s eye view)

2

3

1 With the two flexible V-shaped tabs at the 
sides of the plate extending away from the 
surface, attach the mounging plate to a secure 
object such as a wall, ceiling, post, or beam.

Cut or drill a hole in the space not covered by 
the L-shaped mounting plate, pass the cables 
through to the AP, and connect them. (You can 
also run the cables along the wall to the AP 
instead of through a hole.)

Depending on how the device is powered and how 
it connects to the network, connect a power 
cable and one or two Ethernet cables. (The 
cables are not shown in this illustration.)

Align the tabs and security tab extension on 
the mounting plate with the tab slots and 
security screw cavity on the AP.

Push the AP against the mounting plate until 
the tabs click inside the tab slots.

4
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Locking the AP330 and AP350
To lock the AP to the rail mount or mounting plate, use either a Kensington lock or the security screw that is 
included with the mounting kit. To use a Kensington lock, loop the cable attached to the lock around a 
secure object, insert the T-bar component of the lock into the device lock slot on the AP, and then turn the 
key to engage the lock mechanism. 

To lock the AP to the rail mount or mounting plate or to lock the USB port cover, you can use either the 
slotted screw or the security screw, both of which are included in the mounting kit. If you use the security 
screw, you will need a spanner insert bit for size #6 security screws and a driver handle that will accept the 
bit. The correct bits are available from Aerohive in sets of three (AH-ACC-SEC-BIT-300-100-3PK). If you use the 
slotted screw, you can install it with a standard flat-blade screwdriver or driver bit.

1. If you want to hide the USB port, attach the port cover by pushing the tab on the cover into the port. 

2. Insert the security screw through the hole in the cover and the hole in the chassis. Using a driver handle 
with the security spanner bit, fasten the screw to the security tab extension on the rail mount, as shown in 
Figure 21, for the AP330. (If you want to expose the USB port, use the security screw without the cover.)

Figure 21 Locking the AP330 to the mounting plate

3. Tighten the screw to secure the device.

Device, Power, and Environmental Specifications
Understanding the range of specifications for the AP330 and AP350 is necessary for optimal deployment 
and device operation. The following specifications describe the physical features and hardware 
components, the power adapter and PoE electrical requirements, and the temperature and humidity 
ranges in which the devices can operate.

Device Specifications
Chassis dimensions: 

• AP330: 6.88 " (17.4 cm) wide x 1.63" ( 4.1 cm) high x 6.88" (17.4 cm) deep
• AP350: 7.1" (18.3 cm) wide (with antenna connectors) x 1.63" ( 4.1 cm) high x 6.88" (17.4 cm) deep

Weight
• AP330 1.5 lb. (0.68 kg)
• AP350 2.38 lb. (1.08 kg)

Antennas: 
• AP330: Three internal omnidirectional 802.11b/g/n 2.4 GHz antennas, and three internal 

omnidirectional 802.11a/n 5 GHz antenna
• AP350: Supports three 802.11b/g/n 2.4 GHz and three 802.11a/n 5 GHz external omnidirectional 

antennas

Turn clockwise to tighten

USB port

USB port cover
Security screw Device lock slot

Rail mount or 
mounting plate

Security insert bit
in driver handle

Security tab 
extension
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Console port: 

• RJ45 (bits per second: 9600, 8 data bits: no parity: 1 stop bit: no flow control)

Ethernet ports 

• Eth0: autosensing 10/100/1000Base-T/TX Mbps, with IEEE 802.3af- and 802.3at-compliant PoE
• Eth1: autosensing 10/100/1000Base-T/TX Mbps (no PoE support)

Power Specifications

AC/DC power adapter:

• Input:100 – 240 VAC
• Output: 12V/2.0.A

PoE nominal input voltages: 48 V

RJ45 power input pins: Wires 4, 5, 7, 8 or 1, 2, 3, 6

Environmental Specifications (both models)
• Operating temperature: 32 to 104 degrees F (0 to 40 degrees C)
• Storage temperature: -40 to 185 degrees F (-40 to 85 degrees C)
• Relative Humidity: Maximum 95% noncondensing
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The AP170 Platform
This section contains hardware component descriptions, mounting and installation instructions, operating 
and environmental specifications and other hardware-related information for the AP170 outdoor wireless 
access point.

AP170 Product Overview
The AP170 is a multi-channel mesh wireless access point with a watertight chassis that can be deployed in 
virtually any outdoor setting, including extreme environments. With four antennas and the ability to provide 
service concurrently on both 2.4 GHz and 5 GHz bands, the AP170 supports 802.11n and legacy 802.11a, b, 
and g clients. The device provides 2x2:2 MIMO and a single 10/100/1000 Ethernet port through which it is 
powered using PoE that follows the IEEE 802.3at standard. 

The Aerohive AP170 is specifically designed for outdoor high-bandwidth wireless deployments in harsh 
environments. The AP170 supports a variety of authentication and security protocols, including Wi-Fi 
CERTIFIED™ WPA™ and WPA2™, 802.11i, WEP, 802.1X, PSK, Aerohive’s patented PPSK, and AES:CCMP, TKIP, 
and RC4 (WEP only) encryption. 

Shipping Carton Contents
The AP170 shipping carton includes the items shown in Figure 22.

Figure 22 AP170 kit contents

Hardware Components
You can see the hardware components in Figure 23 on page 34 (antennas must be ordered separately). 
Each component is described in Table 4 on page 34.

Plane bracket (1)
AP170

Base
bracket (1)

(4) Sleeve-bolt assembly 
sleeve, 5/8” (16 mm),
bolt 1 15/16” (5 cm), 
hex nut 3/8” (10 mm), 
washer 5/8” (16 mm) 

(4) Round head screw 1/4”
     (6 mm) lock washer, 
     flat washer

(4) Hex head bolt, 3/8”x1/2” 
     (10 mm x 13 mm) 
     lock washer, flat washer 1/2” 
     (13 mm)

Hose
strap (1)

Ground cable (1)

Ethernet 
housing (1)
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Figure 23 AP170 hardware components

Table 4 AP170 hardware component descriptions

Component Description

AP170 chassis The durable, weatherproof AP170 chassis is designed for deployment in extreme 
conditions. Features include six grounding lugs, four antenna connectors, and a 
waterproof 10/100/1000 Ethernet connector. The device ships with a complete 
mounting kit (see "To install your AP170, you will need the following accessories 
(ordered separately) and tools:" on page 35.)

Outdoor antennas The AP170 supports four external antennas, two 2.4 GHz band (IEEE 802.11b/g/n) 
with a 5 dBi gain, and two 5 GHz band (IEEE 802.11a/n) with a 7 dBi gain. You 
can order antennas from Aerohive (AH-ACC-170-ANT-KIT) or you can provide 
your own antennas.

Antenna 
connectors

The AP170 chassis has four antenna connectors. Two connectors on the top 
panel support 5 GHz antennas and two connectors on the bottom panel 
support 2.4 GHz antennas. Note: You must install an antenna in every 
connector.

10/100/1000 
Ethernet port

The waterproof 10/100/1000 Ethernet port accepts standard cat5, cat5e, or 
cat6 Ethernet cable, and is powered from 802.3af-compatible power sourcing 
equipment (PSE). The pin assignments follow the TIA/EIA-568-B standard. To 
further protect your Ethernet connection from extreme weather conditions, 
install the waterproof cable housing on the Ethernet cable. See "Attaching the 
Waterproof Cable Housing" on page 41.

2.4 GHz
antenna

connector

10/100/1000
Ethernet
connector

2.4 GHz
antenna

connector

2.4 GHz 2.4 GHz 5 GHz 5 GHz

5 GHz
antenna

connector

5 GHz
antenna

connector

Outdoor antennas

2.4 GHz (2)

5 GHz (2)

(ordered separately)

5 GHz 2 4 GHz5 GHz 2 4 GHz

Bottom panel                                                       Top panel

Ground lugs

Ground lugs
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Ethernet Port
The PoE 10/100/1000Base-T/TX Ethernet port accepts standard cat5, cat5e, or cat6 Ethernet cable and is 
powered from 802.3at-compatible PSE (power sourcing equipment). PSE can be embedded in a switch or 
router, or can be a separate device that injects power into the Ethernet line en route to the AP. 

With 802.3at, the 1/2 and 3/6 wire pairs connect to DC source 1, and 4/5 and 7/8 pairs to DC source 2 in PSE. 
Although the exact polarity depends on the PSE design, the AP170 Ethernet port can support all options.

Antennas
The AP170 supports four external antennas; two 2.4 GHz band (IEEE 802.11b/g/n) with a 5 dBi gain, and two 5 
GHz band (IEEE 802.11a/n) with a 7 dBi gain. The antennas are omnidirectional, providing fairly equal 
coverage in all directions in a toroidal (donut-shaped) pattern around each antenna. For greater coverage 
on a horizontal plane, it is best to orient the device so that the antennas are vertical. 

The two 2.4 GHz antennas link to a 2.4 GHz radio for 802.11b/g/n, and the two 5 GHz antennas link to the a 5 
GHz radio for 802.11a/n. The two radios can operate concurrently.

Although hive members automatically adjust their signal strength according to their environments, you can 
manually resize the area of coverage by increasing or decreasing the signal strength. To resize the coverage 
area, enter the interface { wifi0 | wifi1 } radio power <number> command, where <number> 
can be from 1 to 20 and represents a value in dBm.

For more information about configuring antennas, see "Configuring Antennas" on page 114.

Installing the AP170
This section explains how to mount an AP170 to a pole or flat surface in virtually any outdoor setting, and 
connect it to HiveManager over the network.

To install your AP170, you will need the following accessories (ordered separately) and tools:

• (2) 2.4 GHz antennas (AH-ACC-170-ANT-2G)
• (2) 5 GHz antennas (AH-ACC-170-ANT-5G)
• A switch that provides PoE power, or a PoE provisioning device
• (1) shielded cat5 Ethernet cable rated for outdoor use; length not to exceed 328 feet (100 m)
• Crosshead screwdriver for 1/4” (6 mm) x 3/8” (10 mm) screws
• Drive sockets (nut drivers) for 3/8” (10 mm) nuts
• Flat blade screwdriver to tighten hose clamp

Safety Instructions and Site Hazard Warnings
Read and follow these safety instructions and hazard warnings before installing an AP170 outdoors.
• To comply with RF (radio frequency) exposure limits, do not place the AP170 within 8" (20 cm) of people 

when using omnidirectional antennas. If you are using a point-to-point mesh directional antenna, do not 
place the AP170 within 26" (65 cm) of people.

• If you install the AP170 in a wet, windy location, make sure to install the Ethernet cable housing for a 
complete waterproof connection.

• To protect the AP170 from lightning, do not place it at the highest point of a building or structure.
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When you mount the AP170 you can adjust the orientation to vertical for optimum radio transmission. For 
example, you can mount the AP170 on a non-penetrating roof stand or to a Winegard bracket, often used 
for mounting satellite dishes. The mounting bracket accommodates poles with a 1" to 3.5" (2.5 cm to 8.9 cm) 
diameter.

For unobstructed RF coverage, mount the AP170 in a relatively open area. At a minimum, mount it on a pole, 
mast, or flat surface so that the antennas have at least a three-foot clearance from any nearby obstructions.

After checking that you have all the materials and tools necessary, and familiarizing yourself with the safety 
and site hazard warnings, you are ready to mount the unit. You can mount the AP170 on a vertical or 
horizontal pole, or attach it to a flat surface. These options are described below. The device and mounting 
accessories required for mounting the AP170 are shown in Figure 24 on page 37.

To install the AP170, you must be a qualified installation professional, licensed or certified in 
accordance with local regulations.

Use only attachments and accessories specified by Aerohive.

During operation, the surfaces of the AP170 can become hot. Use caution when handling it.

Make sure that the AP170 is connected to a suitably installed ground conductor. Contact the 
appropriate electrical inspection authority if you are uncertain that suitable grounding is available.

Do not locate the AP170 enclosure near overhead power lines or other electric light or power circuits, 
or where it can come into contact with such circuits. During installation, exercise extreme care not to 
come into contact with these circuits, which can cause serious injury or death. For proper installation 
and grounding of the product, refer to national and local electrical codes: NFPA (National Fire 
Protection Association) 70, National Electrical Code Article 810 (U.S.); Canadian Electrical Code, Part 
I, CSA 22.1 and Section 54 (Canada); and if local or national electrical codes are not available, refer 
to IEC (International Electrotechnical Commission) 364, Part 1 through 7 (other countries).

Do not connect or disconnect antennas or cables from the AP170 during periods of lightning activity.
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Figure 24 AP170 mounted on a vertical pole with major devices and accessories called out

Vertical Pole Mount
The steps in the following illustrations explain how to mount the AP170 on a vertical pole.

1. Attach the plane bracket to the back of the unit using (4) 3/8" x 1/2" (10 mm x 13 mm) hex head bolts 
and 1/2" (13 mm) lock washers and flat washers. Tighten the bolts with a socket or nut driver.

2. Attach the base bracket to the plane bracket using (4) 1/4" (6 mm) round head screws with lock washers 
and flat washers. Tighten the screws with a crosshead screwdriver.

3. Thread the open end of the hose strap through the two tabs on the base bracket. 

For best performance, install APs at least 100’ (30.5 m) apart.

The AP170 mounted
on a grounded vertical pole. 

A shielded Ethernet cable 
provides both the network 

connection and power
through PoE. 

The AP170 ground 
wire is connected to 

the grounded pole.

AP170

(AH-AP-170-N-XX)

Shielded Ethernet cable

N-Type outdoor antennas (4)

AH-ACC-170-ANT-KIT

AH-ACC-170-ANT-2G (2)

AH-ACC-170-ANT-5G (2)

5 GHz 2 4 GHz

Ground wire connected to 
grounded pole

5 GHz 2 4 GHz

Plane bracket
Base bracket

Attach the plane bracket to the back of the unit 
using (4) 3/8” x 1/2” (10 mm x 13 mm) hex head bolts 
and 1/2” (13 mm) lock washers and flat washers. 
Tighten the bolts with a socket or nut driver.

Attach the base bracket to the plane bracket 
using (4) 1/4” (6 mm) round head screws with 
lock washers and flat washers. Tighten the 
screws with a crosshead screwdriver.
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4. Fit the hose strap around the pole and tighten the clamp with a 1/4" (2 cm) flat blade screwdriver or a 
5/16" (8 mm) socket or nut driver.

5. Connect the grounding cable to the grounding lug on the unit, as shown in Figure 26 on page 41. 
Connect the other end of the cable to an appropriate ground, such as a water pipe, gas pipe, or 
grounding rod.

Horizontal Pole Mount
The following steps explain how to mount the AP170 on a horizontal pole.
1. Attach the plane bracket to the back of the unit using (4) 3/8" x 1/2" (10 mm x 13 mm) hex head bolts and 

1/2" (13 mm) lock washers and flat washers.
2. Attach the base bracket to the plane bracket using (4) 1/4" (6 mm) round head screws with lock washers 

and flat washers.

3. Thread the open end of the hose strap through the two tabs on the base bracket.
4. Tighten the hose clamp with a 1/4” (2 cm) flat blade screwdriver or a 5/16” (8 mm) socket or nut driver.

Hose strap

Thread the open end of the hose 
strap through the two tabs on 
the base bracket.

Fit the hose strap around the pole and 
tighten the clamp with a 1/4” (2 cm) flat 
blade screwdriver or a 5/16” (8 mm) drive 
socket (or nut) driver.

Plane bracket
Base bracket

Attach the plane bracket to the back of 
the unit using (4) 3/8” x 1/2” (10 mm x 13 
mm) hex head bolts and 1/2” (13 mm) lock 
washers and flat washers.

Attach the base bracket to the 
plane bracket using (4) 1/4” (6 mm) 
round head screws with lock 
washers and flat washers.
38 Aerohive



THE AP170 PLATFORM
5. Connect the grounding cable to the grounding lug on the unit, as shown in Figure 26 on page 41. 
Connect the other end of the cable to an appropriate ground, such as a water pipe, gas pipe, or 
grounding rod.

When attaching the AP170 to a horizontal pole, such as the arm of a street light, make sure that the face of 
the device is perpendicular to the Earth for optimal RF coverage. See Figure 25.

Figure 25 Correct and incorrect orientation of the AP170 when mounted to a horizontal pole

Flat Surface Mount
The following steps explain how to mount the AP170 on a flat surface. You will need the plane bracket and 
the four sleeve-bolt assemblies.

1. Use the plane bracket as a template to mark the location of the mounting holes on the surface.
2. Drill a 5/16” (8 mm) hole to a depth of 1.5" (38 mm) into each mark. 
3. Remove the nuts and washers and hammer the unthreaded end of a sleeve-bolt assembly into each 

hole. Make sure the slotted end of the sleeve goes into the wall. Be sure to leave a minimum of 3/8” (9.5 
mm) of the threaded bolt protruding from the front of the wall.

If you are not installing the device on a concrete wall, you can use 2" (5 cm) threaded screws and 
plastic wall anchors (not supplied) to mount the device.

Hose Strap

Thread the open end of the hose 
strap through the two tabs on 
the base bracket.

Tighten the hose clamp with a 1/4” 
(2 cm) flat blade screwdriver or a 
5/16” (8 mm) socket or nut driver.

Earth

Horizontal pole

Pole bracket AP170

Not good. Angled slant of 
unit and antennas provides 
suboptimal RFcoverage.

Not good. Angled slant of 
unit and antennas 
provides suboptimal RF 
coverage.

Good! Unit is perpendicular to 
Earth and antennas are oriented 
vertically for optimal RF coverage.
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4. Place a lock washer and flat washer on each of the four hex screws and use the screws to attach the 
plane bracket to the back of the device.

5. Place the holes in the plane bracket over the mounting bolts and attach the unit using a hex nut, lock 
washer, and flat washer on each bolt to tighten the unit to the surface. As you tighten the nuts, the 
flanges on the back of the bolt sleeve expand in the hole, securing the device in place.

6. Connect the grounding cable to the grounding lug on the unit, as shown in Figure 26 on page 41. 
Connect the other end of the cable to an appropriate ground, such as a water pipe, gas pipe, or 
grounding rod.

Plane bracket

3/8” (9.5 mm)

Bolt-sleeve
assembly

Drill a 5/16” (8 mm) 
hole to a depth of 1.5” 
(38 mm) in each mark.  

Remove nuts and washers and 
hammer the unthreaded end of an 
assembly into each hole. Leave at 
least 3/8“ (9.5 mm) of the bolt 
protruding from the surface.

Use the plane bracket as a 
template to mark the location of 
the mounting holes on the surface. 

Mounting bolt

Hex nut with lock washer 
and flat washer

Place a lock washer and flat 
washer on each of the four hex 
screws and use the screws to 
attach the plane bracket to the 
back of the device.

Place the holes in the plane bracket over the 
mounting bolts and attach the unit using a hex 
nut, lock washer, and flat washer on each bolt to 
tighten the unit to the surface. As you tighten 
the nuts, the flanges on the bolt sleeve expand in 
the hole, securing the device in place.
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Figure 26 Connecting the grounding cable to the grounding lug on the unit

Attaching External Antennas
Once you have grounded your AP170, you are ready to connect the 
antennas.

The omnidirectional antennas are available from Aerohive (SKUs 
AH-ACC-170-ANT-2G, AH-ACC-170-ANT-5G). These antennas fit the 
N-type antenna connectors on the top and bottom of the AP170. The 
two connectors on the bottom of the unit are for the 2.4 GHz 
antennas, and the two on the top of the unit are for the 5 GHz 
antennas (device and antennas are labeled).

To connect the antennas, screw them onto the antenna connectors 
by hand, turning them clockwise until tight.

Attaching the Waterproof Cable Housing
The following steps explain how to ensure a weatherproof seal for the 
Ethernet cable using the waterproof housing assembly shown in Figure 27 on page 42.

1. Disassemble the waterproof housing. There are three pieces: a threaded nut, a slotted cable grip, and a 
threaded housing.

2. Slide the threaded nut over the Ethernet cable.
3. Slip the slotted cable grip onto the Ethernet cable in front of the threaded nut.

It is extremely important to properly ground your device to 
complete your installation.

You do not need to use a tool to tighten the antennas or apply 
self- amalgamating PTFE (polytetrafluoroethylene) tape around 
the threads of the connectors to create a waterproof seal.

Exposed 
wire

Grounding nut

Grounding lugs
Remove the short piece of cable sheath from the end of 
the grounding cable that does not have the connector.

Wrap the exposed wires clockwise snugly around one of 
the six grounding lugs and tighten the nut securely.

Connect the other end of the grounding cable to a 
proper ground.

5 GHz

5 GHz

24 GHz

24 GHz
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4. Slide the threaded housing onto the cable and over the cable grip (the grip fits inside the housing).
5. Screw the threaded nut onto the threaded housing.
6. Plug the Ethernet cable into the connector. Screw the housing onto the threaded connector cover.
7. Connect the other end of the Ethernet cable to a PoE injector or Ethernet protector.

Figure 27 Ethernet housing assembly

PoE and Ethernet Protection
In most cases, you can connect an Ethernet cable directly from the AP170 to a PoE-enabled switch or to a 
PoE injector (AH-ACC-INJ-30W-XX) inside the building. In some cases, you might need to install an outdoor 
waterproof PoE injector, available separately (AH-ACC-OINJ-30W).

The AP170 and outdoor PoE injectors have built-in surge protection to guard against lightning strikes. 
However, the network where the Ethernet cable enters the building requires protection as well. To prevent 
the indoor network from power surges caused by lightning, place an Ethernet protector 
(AH-ACC-1G-ETH-PROT) inline between the AP and the rest of the network as shown in Figure 28.

Figure 28 Placement of Ethernet protector in relation to the network

Slotted cable grip Threaded housingThreaded nut

Ethernet 
Protector

Ethernet 
Protector

Ethernet 
Protector

Outdoor PoE 
injector

Indoor PoE 
Injector

PoE Switch

Switch

Indoors 

* This arrangement does not require an Ethernet protector 
because it is built into the outdoor PoE injector.

AP170 outdoors= Ethernet cable
= Wireless link

To network

To network

Switch
*To network

To network

To network through an AP neighbor

In the last case, the AP is a mesh point, connecting to 
the Ethernet network through another AP.

Outdoor PoE 
Injector

Outdoor PoE 
injector
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1. Attach the Ethernet protection device to the building at the entry point of the shielded Ethernet cable 
from the AP170.

2. Make the following connections, as shown in Figure 29:
• Ground the device by running a wire from the grounding stud to a grounded object, such as a water 

pipe, gas pipe, or grounding rod.
• Connect the shielded Ethernet cable from the AP170 to the port labeled “Line Side”, and connect 

another Ethernet cable from the port labeled “Equipment Side” to the network.

Figure 29 Connecting the Ethernet protection device (AH-ACC-1G-ETH-PROT)

Accessing the Internal Reset Switch
Although not recommended, you can remove the cover the AP170 and access an internal reset switch if 
necessary. The following steps describe this process.
1. Remove the six screws that secure the top to the AP170 chassis and remove the top. 

2. Push the tip of a paper clip or similar small tool against the outside edge of the reset switch to depress 
the switch mechanism. Hold this position for a minimum of 10 seconds to reset the device.

3. Replace the top, being careful not to disturb the weatherproofing gaskets.
4. Tighten the six screws to secure the top to the chassis.

Be very careful not to disturb the black rubber and woven metal gaskets when removing or replacing 
the device top. These gaskets are essential for weatherproofing the device.

Shielded Ethernet cable

Ethernet Protection Device
(AH-ACC-1G-ETH-PROT)

Ethernet cable

Grounding wire
To the AP170 or to an 
outdoor PoE injector 
inline to the AP170

To a switch, PoE switch, 
or indoor PoE injector 
inline to the network

To a grounded object

Remove the six screws that secure the 
cover of the AP170.

Paper clip

Rubber gasket

Woven metal gasket

Reset switch
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Device, Power, and Environmental Specifications
Understanding the range of specifications for the AP170 is necessary for optimal deployment and device 
operation. The following specifications describe the hardware components, PoE electrical requirements, 
and the environmental ranges in which the device can operate.

Device and Enclosure Specifications
• Dimensions (without antennas): 9 5/8” long x 7 7/8” wide x 3" high (22.4 cm x 20 cm x 7.6 cm)
• Weight: 4.85 lb. (2.199 kg) with antennas, 6.05 lb (2.744 kg) with antennas and brackets
• Antennas: 4 N-type female connectors for external antennas
• Ethernet connector: autosensing 10/100/1000 Base-T Mbps; compliant with the IEEE 802.3at PoE standard
Power Specifications
• PoE nominal input voltages: 48 V, 30 watts
Environmental Specifications
• Operating temperature: -40 to 131 degrees F (-40 to 55 degrees C)
• Storage temperature: -40 to 176 degrees F (-40 to 80 degrees C)
• Relative humidity: Maximum 100% (noncondensing)
• Wind survivability: > 165 mph (266 kph)
• Environmental compliance: IP68
Ethernet Protector Specifications
• 10/100/1000Base-T Ethernet
• GR-1089 Intra-Building rated
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AP110 and AP120 Platforms
This section contains hardware component descriptions, mounting and installation instructions, operating 
and environmental specifications and other hardware-related information for the AP110 and AP120 wireless 
access points.

AP110 and AP120 Product Overview
The AP110 and AP120 access points are ideal for small offices, mobile employees, and telecommuters. The 
AP110 has one dual-band 802.11a/b/g/n radio, and the AP120 has two radios—one for 802.11a/n and one 
for 802.11b/g/n, which can both operate concurrently. Both platforms provide 2x2:2 MIMO and a single 
10/100/1000 Ethernet port through which they can be powered using PoE that follows the IEEE 802.3af and 
802.3at standards. Optionally, they can be powered by an AC/DC power adapter. For more information 
about MIMO, see "MIMO" on page 115.

The AP110 and AP120 are both multi-channel wireless access points. The AP110 contains a dual-band radio 
that can operate at either 2.4 GHz or 5 GHz—but not in both bands simultaneously. The AP120 contains a 2.4 
GHz radio and a 5 GHz radio that can operate concurrently through four internal antennas. These devices 
support a variety of Wi-Fi security protocols, including WPA (Wi-Fi Protected Access) and WPA2.

Hardware Components
You can see the hardware components in Figure 30. The components are described in Table 5 on page 46.

Figure 30 AP110 and AP120 hardware components

Reset pinDevice lock slot ETH0
PoE port

48 VDC

Status indicator
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Ethernet Port
The AP can receive power through an Ethernet connection to the ETH0 port from PSE (power sourcing 
equipment) that is compatible with the 802.3af and 802.3at standards. Aerohive provides suitable PoE 
injectors as an optional accessory. 

The ETH0 port is compatible with 10/100/1000Base-T/TX and automatically negotiates half- and full-duplex 
connections with the connecting device. It is autosensing and adjusts to straight-through and crossover 
Ethernet cables automatically. The port accepts standard cat3, cat5, cat5e, and cat6 Ethernet cable and 
can receive power over the Ethernet cable from power sourcing equipment (PSE) that is 
802.3af-compatible. If you use cat5, cat5e, or cat6 cables, the ETH0 port can also support 802.3at-compliant 
PSE. Such equipment can be embedded in a switch or router, or it can come from purpose-built devices 
that inject power into the Ethernet line en route to the AP. Because the PoE port has autosensing 
capabilities, the wiring termination in the Ethernet cable can be either straight-through or crossover.

The pin assignments for the PoE port follow the TIA/EIA-568-B standard (see "Power over Ethernet Port Pin 
Assignments" on page 108). 

Reset Button
You can reset the device or return it to the factory setting using the Reset button. Insert a paper clip or similar 
tool into the pinhole and press the button. To reboot the device, hold the button down between 1 and 5 
seconds. To return the configuration to the factory default settings, hold it down for at least 5 seconds. After 
releasing the button, the status indicator goes dark as the system reboots. Then it glows blue while the 
device boots and the system performs a self-test. After the firmware finishes loading and the AP is ready to 
serve clients, the status indicator glows white.
To prevent the Reset button from resetting the configuration, enter this command: no reset-button 
reset-config-enable. Pressing the button between 1 and 5 seconds will still reboot the AP, but pressing it 
for more than 5 seconds will not reset its configuration.

Table 5 AP110 and AP120 hardware component descriptions

Component Description

Status indicator The status indicator conveys operational states for system power, firmware updates, 
Ethernet and wireless interface activity, and major alarms. For details, see "Status 
Indicator" on page 47.

Device lock slot You can physically secure the AP by attaching a Kensington lock and cable to the 
device lock slot. For more information, see "Locking the AP" on page 49.

Reset button The Reset button allows you to reboot the device or reset the AP to its factory default 
settings. See "Reset Button" on page 46.

ETH0 PoE port The 10/100/1000-Mbps RJ45 Ethernet PoE port—ETH0— is compatible with 
10/100/1000Base-T/TX and automatically negotiates half- and full-duplex connections 
with the connecting device. It is autosensing and adjusts to straight-through and 
crossover Ethernet cables automatically. See "Ethernet Port" on page 46.

48VDC power 
connector

The 48-volt DC power connector (0.3 amps), with a voltage range of 36 to 57 volts 
DC, is one of two methods through which you can power the AP (the other is PoE). To 
connect it to a 100 – 240-volt AC power source, use the AC/DC power adapter 
(available as an extra accessory). Because the AP does not have an on/off switch, 
connecting it to a power source automatically powers on the device.

If you connect the AP to a power source using the power connector and the PoE port at the same time, 
the AP draws power through the power connector and automatically disables PoE.)
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Status Indicator
The status indicator has been incorporated into the Aerohive logo on the top of the AP110 and AP120. It is 
illuminated by various colors to indicate different states of activity. The meanings of the colors are as follows:

• Dark: There is no power or the status indicator is disabled.
• Blue (steady): The device is booting up or there is no backhaul link; (flashing) the device is shutting 

down.
• Green: The default route is through the backhaul Ethernet interface, but not all conditions for normal 

operations (white) have been met.
• Yellow: The default route is through a backhaul Wi-Fi interface, but not all conditions for normal 

operations (white) have been met.
• White: The device is powered on and the firmware is operating normally; that is, the AP has made a 

CAPWAP connection to either HiveManager or a management AP.
• Purple: A new image is being loaded from HiveManager or a management AP.
• Orange: An alarm indicating a firmware or hardware issue has occurred.

For locations where the status indicator might be a distraction or attract unwanted attention, you can adjust 
the brightness level from bright (the default) to soft to dim. You can even turn it off completely. In 
HiveManager, choose the brightness level that you want from the LED Brightness drop-down list on the 
Configuration > Advanced Configuration > Management Services > Management Options page. Through 
the CLI, enter [ no ] system led brightness { soft | dim | off }. The four settings are represented 
graphically in Figure 31.

Figure 31 Adjustable status indicator brightness levels

Antennas
Antennas are an integral part of both the AP110 and AP120. The AP110 has two internal dual-band 
antennas. The AP120 has four internal single-band antennas. Two of the antennas operate in the 2.4-GHz 
band (IEEE 802.11b/g/n) and have a 0-dBi gain. The other two antennas operate in the 5-GHz band (IEEE 
802.11a/n) and have a 3-dBi gain. All antennas are omnidirectional, providing fairly equal coverage in all 
directions in a cardioid (heart-shaped) pattern around each antenna (see Figure 7 on page 115).
On the AP110, the two dual-band antennas link to a dual-band radio, which operates in the 2.4-GHz band 
for 802.11b/g/n or the 5-GHz band for 802.11a/n, but not in both bands simultaneously. On the AP120, the 
two 2.4-GHz antennas link to one radio, and the two 5-GHz antennas link to the other radio, both of which 
can operate concurrently. Conceptually, the relationship of antennas and radios is shown in Figure 32.
Figure 32 Antennas and radios

Bright Soft Dim Off

5 GHz
antenna

5 GHz
antenna

2.4 GHz
antenna

2.4 GHz
antenna

2.4GHz / 5 GHz 
dual-band 
antennas

AP110 AP120

Radio
RF 802.11a/b/g/n
2.4 GHz / 5 GHz

Radio 2
RF 802.11a/n

5 GHz

Radio 1
RF 802.11b/g/n

2.4 GHz

(Cut-away views of the AP110 and AP120 showing the relationship of the internal antennas and radios)
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Mounting an AP110 or AP120
Using one of the track clips included in the box with the AP, you can mount it to a track in a dropped ceiling 
grid. To mount the AP to any flat surface that can support its weight (1.75 lb., 0.8 kg), use two #6 or #8 screws 
to mount it on a wall and three screws to mount it on a ceiling.

Ceiling Mount
To mount an AP to a track in a dropped ceiling, use the appropriate track clip for the width of the ceiling 
track. Two clips ship with the AP: one for 1" (2.54 cm) tracks and one for 1/2” (1.27 cm) tracks.

1. Nudge the ceiling tiles slightly away from the track to clear some space, and slide one tab of the track 
clip over the edge of the track.

2. With the tips of the track clip prongs positioned against the middle of the track, press up on the other tab 
until it clears the track edge. Keeping the prongs away from the track edges until both tabs grip the 
track ensures that the clip does not snap into place prematurely with only one tab in position.

3. Twist the track clip until it snaps onto the ceiling track. You can then slide the clip along the track to 
reposition it if necessary.

You can also mount the AP on a table using the four rubber feet that ship with the product. Peel the feet 
off the adhesive sheet and press one onto each underside corner of the device.

The two prongs press upward against 
the middle of the ceiling track.

Nudge the ceiling tiles slightly away 
from the track to clear some space, 
and slide one tab of the track clip 
over the edge of the track.

With the tips of the track clip prongs 
positioned against the middle of the 
track, press up on the other tab until 
it clears the track edge. 

(Worm’s eye view with ceiling tiles removed for clarity)

Twist the clip until the prongs 
snap into place and grip the 
edges of the track.

If necessary, slide the clip 
along the track to position it 
exactly where you want it to be.
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4. Holding the AP upside down, raise it until the threaded stud on the track clip enters the hole on the AP. 
Then rotate the AP until it is firmly attached to the clip. 

5. When you have the AP in the correct location, cut or drill a hole in the ceiling through which to pass the 
Ethernet and power cables. Pass the cables through the hole and attach them to the AP.

6. When you are done, adjust the ceiling tiles back into their former position.

Locking the AP
To lock the AP to a secure object, use a Kensington lock and cable. Loop the cable around a securely 
anchored object, insert the Kensington lock in the device lock slot in the AP, and engage the locking 
mechanism (Figure 33).

Figure 33 Locking the AP with a Kensington security lock

You can also mount the AP to a solid ceiling—or the underside of any horizontal object such as a cross 
beam—using three #6 or #8 screws. Position the three screws in a T-shaped layout: two screws 2" 
(5 cm) apart from each other and the third screw center-aligned between them and 4.75" (12 cm) 
away. Then attach the AP to the screws as explained in "Surface Mount" on page 50.

AP

With the AP upside down, lift it 
until the threaded stud on the 
track clip enters the hole in 
the AP. Rotate the AP until it is 
securely attached to the clip.

Device lock slot

Kensington security lock

Loop the cable around a secure object, 
such as a support beam, and then insert 
the T-bar component of the lock into the 
device lock slot on the AP and turn the 
key to engage the lock mechanism.

AP mounted to a 
ceiling track Support beam

Ceiling track 
(shown as 

transparent)
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Surface Mount
You can attach an AP110 or AP120 to any flat surface that supports its weight (1.75 lb. or 0.8 kg). First, attach 
two screws to the surface. Then, make a hole in the wall a few inches or centimeters above the screws so 
that you can pass the cables through the wall to the AP. Finally, attach the device to the screws, and 
connect the cables (see Figure 34).

Figure 34 Mounting the AP on a wall

Instead of passing the cables through a hole in the wall, you can also run them along the wall from the port 
side of the AP, which is located at the top of the device when it is mounted on a wall.

You can use a Kensington lock to secure the AP to a stationary object. For information, see "Locking the 
AP" on page 49.

Wall
1

2

3

4

Position two #6 or #8 screws 2” (5 cm) 
apart and fasten them to a secure 
object, such as a wall, post, or beam.

Cut or drill a hole in the wall 1 - 2” 
(2.5 - 5 cm) above the screws to pass the 
cables through to the AP.

Position the AP so that the screws enter 
the two upper keyhole-shaped 
slots on the underside of the AP. Then 
push the AP downward to lock it in place.

Connect the cables to the AP. Depending 
on the power source, you might connect 
just one Ethernet cable or an Etnernet 
cable and a power cord.
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Device, Power, and Environmental Specifications
Understanding the specifications for the AP110 and AP120 devices is necessary for optimal deployment and 
device operation. The following specifications describe the physical features and hardware components, 
the power adapter and PoE (Power over Ethernet) electrical requirements, and the temperature and 
humidity ranges in which the device can operate.

Device Specifications

Chassis dimensions: 

• 6.5" W x 2" H x 6.5" D (16.3 cm W x 4.6 cm H x 16.3 cm D)

Weight: 

• 1.75 lb. (0.8 kg)

Antennas: 

• AP110: Two dual-band omnidirectional 802.11a/b/g/n antennas
• AP120: Two omnidirectional 802.11b/g/n antennas, and two omnidirectional 802.11a/n antennas

Ethernet port: 

• One autosensing 10/100/1000 Base-T/TX Mbps port; compliant with the IEEE 802.3af and 802.at 
standards for PoE

Power Specifications

DC Input: 

• 36 - 57VDC (48 V/0.3A)

PoE input: 

• 802.3af and 802.3at

RJ45 power input pins: 

• Wires 4, 5, 7, 8 or 1, 2, 3, 6
Environmental Specifications

Operating temperature: 

• 32 to 104 degrees F (0 to 40 degrees C)

Storage temperature: 

• -40 to 185 degrees F (-40 to 85 degrees C)

Relative Humidity: 

• Maximum 95% (noncondensing)
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The AP320 Platform
The Aerohive AP320 is a highly reliable high-performance 802.11n wireless access point. The AP320 provides 
dual concurrent 802.11b/g/n and 802.11a/n radios for 3x3:3 MIMO and dual 10/100/1000 Ethernet ports for 
link aggregation or link redundancy. The AP320 power management system uses smart PoE (power over 
Ethernet) to adjust power consumption automatically in response to the available power in different 
environments. Smart PoE supports the IEEE 802.3af and 802.3at standards.

AP320 Product Overview
The AP320 is a multi-channel wireless access point. It is compatible with 802.11b/g/n (2.4 GHz) and 802.11a/n 
(5 GHz) standards and supports a variety of Wi-Fi security protocols, including WPA (Wi-Fi Protected Access) 
and WPA2.

You can see the hardware components in Figure 35. Each component is described in Table 6 on page 53.

Figure 35 AP320 hardware components

The AP320 supports the same 802.11n features as the AP340, including MIMO. For more information, see 
"MIMO" on page 115.

ETH0 ETH1 48VDC CONSOLE

Status LEDs
POWER
WLAN0
WLAN1
ETH0
ETH1

Mounting plate

Lock slot
Reset button
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Ethernet Ports
The AP320 has two RJ45 10/100/1000Base-T/TX Ethernet ports (Eth0 and Eth1)and one RJ45 console port. The 
Eth0 port supports smart PoE power from PSE (power sourcing equipment) that is compatible with the 802.3af 
and 802.3at standards. Aerohive provides suitable PoE injectors as an optional accessory. For more 
information, see "Smart PoE" on page 110.

You can configure ETH0 and ETH1 as two individual Ethernet interfaces, combine them into an aggregate 
interface to increase throughput, or combine them into a redundant interface to increase reliability. For 
more information, see "Aggregate Interface" on page 111 and "Redundant Interface" on page 111.

You can connect the AP320 to a wired network or to a wired device (such as a security camera) through 
these ports using bridging. They are compatible with 10/100/1000Base-T/TX and automatically negotiate 
half- and full-duplex connections with the connecting device. They are autosensing and adjust to 
straight-through and crossover Ethernet cables automatically.

The pin assignments in the PoE Ethernet ports follow the TIA/EIA-568-B standard (see "Power over Ethernet 
Port Pin Assignments" on page 108 and Figure 3 on page 109). 

Table 6 AP320 hardware component descriptions

Component Description

Status LEDs The status LEDs convey operational states for system power, firmware, 
Ethernet interfaces, and radios. See "Status Indicator" on page 47.

ETH0 PoE port and ETH1 port The AP320 has two 10/100/1000-Mbps RJ45 Ethernet ports—ETH0 and ETH1. 
See "Ethernet Port" on page 46.

48VDC power connector The 48-volt DC power connector (0.625 amps) is one of two methods 
through which you can power the AP320. To connect it to a 100 – 240-volt 
AC power source, use the AC/DC power adapter that is available as an 
extra option. Because the AP320 does not have an on/off switch, 
connecting it to a power source automatically powers on the device.

Console port You can access the CLI by making a serial connection to the RJ45 Console 
port. See "Console Port" on page 54.

Device lock slot You can physically secure the AP320 using a screw with a unique head 
design (included in the mounting kit, along with a screwdriver that fits it). 
See "Locking the AP" on page 49.

Reset button The Reset button allows you to reboot the device or reset the AP320 to its 
factory default settings. See "Reset Button" on page 54.

The rear surface of the AP320 is used for heat dissipation to reduce the internal temperature. 
Consequently, it can become hot, so use caution when handling it.

If you connect the AP320 to a power source using the power connector and the PoE port at the same 
time, the AP draws power through the power connector and automatically disables PoE.
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Console Port
Through the RJ45 console port, you can make a serial connection between your management system and 
the Aerohive device. The management station from which you make a serial connection to the AP320 must 
have a VT100 emulation program, such as Tera Term Pro© (a free terminal emulator) or Hilgraeve 
Hyperterminal® (provided with Windows® operating systems). The serial connection settings are: 9600 bits per 
second, 8 data bits, no parity, 1 stop bit, and no flow control.

For more information about the Console port, see "RJ45 Console Port Pin Assignments" on page 112.

Reset Button
To reset the device, or restore the factory configuration, insert a paper clip or similar tool into the pinhole 
and press the Reset button. To reboot the device, hold the button down between 1 and 5 seconds. To return 
the configuration to the factory default settings, hold it down for at least 5 seconds. After releasing the 
button, the Power LED goes dark as the system reboots. Then it pulses green while the firmware loads and 
the system performs a self-test. After the software finishes loading, the Power LED glows steady green.

To prevent the Reset button from resetting the configuration, enter this command: no reset-button 
reset-config-enable. Pressing the button between 1 and 5 seconds will still reboot the AP320, but 
pressing it for more than 5 seconds will not reset the configuration.

Status LEDs
The five status LEDs on the top of the AP320 indicate various states of activity through their color (dark, 
green, amber, and red) and illumination patterns (steady glow or pulsing). The meanings of the various color 
and illumination patterns for each LED are explained below.

Power

• Dark: No power
• Green (steady): Powered on and the firmware is running normally
• Green (flashing): Firmware is booting up
• Amber (steady): Firmware is being updated
• Amber (flashing): Alarm indicating a firmware issue has occurred
• Red (steady): Alarm indicating a hardware issue has occurred

ETH0 and ETH1
• Dark: Ethernet link is down or disabled
• Green (steady): 1000 Mbps Ethernet link is up but inactive
• Green (flashing): 1000 Mbps Ethernet link is up and active
• Amber (steady): 10/100 Mbps Ethernet link is up but inactive
• Amber (flashing): 10/100 Mbps Ethernet link is up and active

WIFI0 and WIFI1
• Dark: Wireless interface is disabled
• Green (steady): Wireless interface is in access mode but inactive
• Green (flashing): Wireless interface is in access mode and active
• Amber (steady): Wireless interface is in backhaul mode but inactive
• Amber (flashing): Wireless interface is in backhaul mode and is connected with other hive members
• Green and amber (alternating): Wireless interface is in backhaul mode and is searching for other 

hive members
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Antennas
Antennas are an integral part of the AP320. The AP320 has six internal single-band antennas. Three of the 
antennas operate in the 2.4-GHz band (IEEE 802.11b/g/n) and have a 2-dBi gain. The other three antennas 
operate in the 5-GHz band (IEEE 802.11a/n) and have a 3-dBi gain. All antennas are omnidirectional, 
providing fairly equal coverage in all directions in a cardioid (heart-shaped) pattern around each antenna 
(see Figure 7 on page 115).

The three 2.4-GHz antennas link to radio 1, and the three 5-GHz antennas link to radio 2. Conceptually, the 
relationship of antennas and radios is shown in Figure 36.

Figure 36 Antennas and radios

The wifi0 interface links to radio 1 (frequency range = 2.4 GHz for IEEE 802.11b/g), and the wifi1 interface links 
to radio 2 (frequency range = 5 GHz for IEEE 802.11a). These interface-to-radio relationships are permanent.

Although hive members automatically adjust their signal strength according to their environments, you can 
resize the area of coverage by increasing or decreasing the signal strength manually by entering the 
interface { wifi0 | wifi1 } radio power <number> command, where <number> can be from 1 to 
20 and represents a value in dBm.

Mounting the AP320
Using the mounting plate and track clips, you can mount the AP320 to the tracks of a dropped ceiling grid. 
Using just the mounting plate, you can mount the AP320 to any surface that supports its weight (2 lb., 0.9 kg).

Ceiling Mount
To mount the AP320 to a track in a dropped ceiling, you need the mounting plate, two track clips, and two 
Keps nuts, all of which ship with the AP320. You also need a screwdriver and—most likely—a ladder.

Nudge the ceiling tiles slightly away from the track to clear some space. Fasten the track clips to the 
mounting plate, and then attach them to the ceiling track, as shown in Figure 37 on page 56.

You can also mount the AP320 on a table using the four rubber feet that ship with the product. Peel the 
rubber feet off the adhesive sheet and press one onto each underside corner of the device.

2.4 GHz
Antennas

5 GHz
Antennas

Radio 1
RF 802.11b/g/n

2.4 GHz

Radio 2
RF 802.11a/n

5 GHz

Cut-away view of the AP to show the relationship of the 
antennas and the two internal radios
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Figure 37 Attaching the track clips and mounting plate to the ceiling track

When you have the mounting plate in the correct location, cut or drill a hole in the ceiling through which 
you can then pass the Ethernet and power cables. Pass the cables through the hole and attach them to the 
AP320, leaving some slack so that you can easily maneuver the AP into place, attaching it to the mounting 
plate as shown in Figure 38.

Figure 38 Attaching the AP320 to the mounting plate

When you are done, adjust the ceiling tiles back into their former position.

Locking the AP320
To lock the AP320 to the mounting plate, use the security screw, which is included in the mounting kit. You 
also need a Torx tri-wing torsion insert bit for size #1 tri-wing security screws and a screw driver that will 
accept the bit. The correct bits are available from Aerohive in sets of three (AH-ACC-SEC-BIT-3PK).

For clarity, the power and Ethernet cables are not shown in the illustrations.

Ceiling
track

Track clips

Mounting plate 

31 Press the clips against the ceiling 
track and swivel them until they 
snap into place, gripping the edges 
of the track.

If necessary, slide the clips and 
mounting plate along the track until 
they are in the spot you want. Then 
tighten the screws firmly.

Insert the screws through 
the mounting plate and 
thread them into the track 
clips, fastening the clips 
loosely to the plate.

2 Adjust the track clips so 
that their tabs can pass on 
either side of a ceiling 
track.

Note: The mounting plate is depicted as 
transparent to show the position of the two 
screws below the holes in the plate.

With the AP upside down, align the round tab and security screw 
hole extension on the mounting plate with the keyhole opening 
and security screw cavity on the AP, and press the AP upward.

4

5 Pushing from the LED end of the AP, slide it toward the 
bottom end of the plate until the two rippled tabs on the 
mounting plate snap over the nubs on the underside of the AP.

Snap! Snap!

Push AP
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1. Insert the security screw through the hole in the AP320 and begin to thread it into the hole in the 
mounting plate (see Figure 39).

Figure 39 Locking the AP320 to the mounting plate

2. Use a screw driver with the insert bit to tighten the screw, securing the device to the mounting plate.

Surface Mount
You can use the mounting plate to attach the AP320 to any surface that supports its weight, and to which 
you can screw or nail the plate. First, mount the plate to the surface. Then, through the large opening in the 
lower part of the plate, make a hole in the wall so that you can pass the cables through to the AP.

Finally, attach the device to the plate, and connect the cables, as shown in Figure 40.

Figure 40 Mounting the AP320 on a wall

If you do not pass the cables through a hole, you can run them along the wall between the wall and the 
mounting plate. To create space for the cables, attach the rubber feet to the mounting plate before 
attaching it to the wall. The recommended positions for the four rubber feet and the mounting instructions 
are shown in Figure 41 on page 58.

You can use the locking screw to secure the AP320 to the mounting plate. For information, see "Locking 
the AP" on page 49.

Security screw

Ceiling track

Mounting plate

AP

Note: The ceiling tiles are removed 
for clarity.

Orient the mounting plate as shown and 
attach it to a secure object such as a wall 
post or beam. Use #6 screws.

Cut or drill a hole through the large space 
near the bottom of the mounting plate to 
pass the cables through to the AP.

Insert the tabs on the mounting plate into 
the slots on the underside of the AP. Then 
push the AP downward to lock it in place.

Connect the cables to the AP. Depending on 
the deployment, you might connect one or two 
Ethernet cables and a power cable.

Wall(Side view)

1

2

3

4

Note: There are a variety of holes through which you can screw or nail the plate in place. 
Choose the two or three that best suit the object to which you are attaching it.
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Figure 41 Using the rubber feet to provide clearance for cablest

Device, Power, and Environmenal Specifications
Understanding the range of specifications for the AP320 is necessary for optimal deployment and device 
operation. The following specifications describe the physical features and hardware components, the 
power adapter and PoE electrical requirements, and the temperature and humidity ranges in which the 
device can operate.

Device Specifications
• Chassis dimensions: 8" W x 1.5" H x 8" D (20 cm W x 3.8 cm H x 20 cm D)
• Weight: 2 lb. (0.9 kg)
• Antennas: Three omnidirectional 802.11b/g/n antennas, and three omnidirectional 802.11a/n antennas
• Serial port: RJ45 (bits per second: 9600, data bits: 8, parity: none, stop bits: 1, flow control: none)
• Ethernet ports: two autosensing 10/100/1000 Base-T/TX Mbps ports; the ETH0 port is compliant with the 

IEEE 802.3af and 802.at standards for PoE (Power over Ethernet)
Power Specifications
• AC/DC power adapter:

• Input:100 – 240 VAC
• Output: 48V/0.38A

• PoE nominal input voltages: 
• 802.3af: 48 V/0.35A
• 802.3at: 48 V/0.625A 

• RJ45 power input pins: Wires 4, 5, 7, 8 or 1, 2, 3, 6
Environmental Specifications
• Operating temperature: 32 to 104 degrees F (0 to 40 degrees C)
• Storage temperature: -4 to 158 degrees F (-20 to 70 degrees C)
• Relative Humidity: Maximum 95% (noncondensing)

Mounting plate

Attach the four rubber feet. Run all the cables between the 
mounting plate and the wall before 
fastening the plate in place with the 
screws. The rubber feet provide 
clearance for the cables to pass.

Connect the cables to the ETH0 and 
ETH1 ports and power connector.

Attach the AP to the mounting plate.

A
P

Cables
1 2

3

4

(Side view)

Rubber feet S
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e 
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The AP340 Platform
The Aerohive AP340 802.11n wireless access point provides dual concurrent 802.11b/g/n and 802.11a/n 
radios for 3x3:3 MIMO and dual 10/100/1000 Ethernet ports for link aggregation or link redundancy. The 
power management system uses smart PoE (power over Ethernet) to adjust power consumption 
automatically in response to the available power in different environments. Smart PoE supports the IEEE 
802.3af and IEEE 802.3at standards.

Product Overview
The AP340 is a multi-channel wireless access point. It is compatible with IEEE 802.11b/g/n (2.4 GHz) and IEEE 
802.11a/n (5 GHz) standards and supports a variety of Wi-Fi security protocols, including WPA (Wi-Fi 
Protected Access) and WPA2.

You can see the hardware components on the AP in Figure 42. Each component is described in Table 7 .

Figure 42 AP340 hardware components

Table 7 AP340 hardware component descriptions

Component Description

Status LEDs The status LEDs convey operational states for system power, firmware, Ethernet 
interfaces, and radios. See "Status LEDs" on page 61.

Device lock slot You can physically secure the AP by attaching a lock and cable (such as a 
Kensington® notebook lock) to the device lock slot or by using the lock adapter that 
is included in the mounting kit and a padlock. See "Locking the AP340" on page 70.

5 GHz (A)5 GHz (B)5 GHz (C)

2.4 GHz (A) 2.4 GHz (B) 2.4 GHz (C)ETH0 ETH1 48V DC
(.625A)

CONSOLE RESET

Status LEDs

Device lock slot

802.11a/n RP-SMA connectors for detachable single-band

802.11b/g/n RP-SMA connectors for detachable single-band
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Ethernet Ports
The AP340 has two RJ45 10/100/1000Base-T/TX Ethernet ports. The AP can receive power through one or both 
Ethernet connections from PSE that is compatible with the 802.3af and 802.3at standards, such as one of the 
PoE injectors available as an optional accessory from Aerohive. (If you connect the AP to a power source 
through the power connector and PoE ports simultaneously, the device draws power through the power 
connector and automatically disables PoE.)

You can configure ETH0 and ETH1 as two individual Ethernet interfaces, combine them into an aggregate 
interface to increase throughput, or combine them into a redundant interface to increase reliability. You 
can connect the AP340 to a wired network or to a wired device (such as a security camera) through these 
ports using bridging. They are compatible with 10/100/1000Base-T/TX and automatically negotiate half- and 
full-duplex connections with the connecting device. They are autosensing and adjust to straight-through 
and crossover Ethernet cables automatically. 

The AP340 applies the Aerohive concept of smart PoE to adjust power consumption as necessitated by 
varying levels of available power to continue functioning even when the available power level drops. For 
more information, see "Smart PoE" on page 110. 

The pin assignments in the PoE Ethernet ports follow the TIA/EIA-568-B standard (see "Power over Ethernet 
Port Pin Assignments" on page 108 and Figure 3 on page 109). 

By default ETH0 and ETH1 act as two individual Ethernet interfaces. When both interfaces are connected to 
the network and are in backhaul mode, the AP transmits broadcast traffic only through ETH0. The AP 
transmits broadcast traffic through ETH1 only when ETH0 does not have network connectivity. When both 
Ethernet interfaces are connected to the network and are in access mode, then the AP transmits broadcast 
traffic through all the access interfaces: ETH0, ETH1, and all wireless subinterfaces in access mode. For more 
information, see "Aggregate and Redundant Interfaces" on page 110. 

802.11a/b/g/n 
RP-SMA connectors

You can connect up to six detachable single-band antennas to the male 
802.11a/b/g/n RP-SMA (reverse polarity-subminiature version A) connectors. 
Connect the longer antennas, which support 2.4 GHz frequencies (for IEEE 
802.11b/g/n), to the connectors on the side panel with the Ethernet ports. Connect 
the shorter antennas, which support 5 GHz frequencies (for IEEE 802.11a/n), to the 
connectors on the side panel with the device lock slot. See "Antennas" on page 62.

10/100/1000 Mbps 
PoE ports

The two 10/100/1000-Mbps Ethernet ports—ETH0 and ETH1—support IEEE 802.3af and 
802.3at PoE and receive RJ45 connectors. See "Ethernet Ports" on page 60.

Power connector The 48-volt DC power connector (0.625 amps) is one of two methods through which 
you can power the AP340. To connect it to a 100 – 240-volt AC power source, use 
the AC/DC power adapter that is available as an extra option. Because the AP 
does not have an on/off switch, connecting it to a power source automatically 
powers on the device.

Console port You can access the CLI by making a serial connection to the RJ45 Console port. 
See "RJ45 Console Port Pin Assignments" on page 112.

Reset button The Reset button allows you to reboot the device or reset the AP to its factory 
default settings. See "Reset Button" on page 61.

The rear surface of the AP340 is used for heat dissipation to reduce the internal temperature. 
Consequently, it can become hot, so use caution when handling it.

Table 7 AP340 hardware component descriptions (Continued)

Component Description
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Console Port
You can connect directly to the device using the RJ45 Console port. The management station from which 
you connect must have a VT100 emulation program, such as Tera Term Pro© (a free terminal emulator) or 
Hilgraeve Hyperterminal® (provided with Windows® operating systems). The serial connection settings are: 
9600 bits per second, 8 data bits, no parity, 1 stop bit, and no flow control.

The pin-to-signal mapping for the RJ45 console port is described and illustrated in "RJ45 Console Port Pin 
Assignments" on page 112.

Reset Button
To reset the device, or return it to the factory configuration, insert a paper clip, or similar tool, into the pinhole 
and press the Reset button. To reboot the device, hold the button down between 1 and 5 seconds. To return 
the configuration to the factory default settings, hold it down for at least 5 seconds. After releasing the 
button, the Power LED goes dark as the system reboots. Then it pulses green while the firmware loads and 
the system performs a self-test. After the software finishes loading, the Power LED glows steady green.

To prevent the Reset button from resetting the configuration, enter this command: no reset-button 
reset-config-enable Pressing the button between 1 and 5 seconds will still reboot the AP, but pressing it 
for more than 5 seconds will not reset the configuration.

Status LEDs
The five status LEDs on the top of the AP340 indicate various states of activity through their color (dark, 
green, amber, and red) and illumination patterns (steady glow or pulsing). The meanings of the various color 
and illumination patterns for each LED are explained below.

Power
• Dark: No power
• Green (steady): Powered on and the firmware is running normally
• Green (flashing): Firmware is booting up
• Amber (steady): Firmware is being updated
• Amber (flashing): Alarm indicating a firmware issue has occurred
• Red (steady): Alarm indicating a hardware issue has occurred

ETH0 and ETH1
• Dark: Ethernet link is down or disabled
• Green (steady): 1000 Mbps Ethernet link is up but inactive
• Green (flashing): 1000 Mbps Ethernet link is up and active
• Amber (steady): 10/100 Mbps Ethernet link is up but inactive
• Amber (flashing): 10/100 Mbps Ethernet link is up and active

WIFI0 and WIFI1
• Dark: Wireless interface is disabled
• Green (steady): Wireless interface is in access mode but inactive
• Green (flashing): Wireless interface is in access mode and active
• Amber (steady): Wireless interface is in backhaul mode but inactive
• Amber (flashing): Wireless interface is in backhaul mode and is connected with other hive members
• Green and amber (alternating): Wireless interface is in backhaul mode and is searching for other 

hive members
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Antennas
The AP340 can accept up to six detachable dipole antennas. The three shorter antennas are designed for 
the 5 GHz band and have a 2-dBi gain. The three longer antennas are designed for the 2.4 GHz band and 
have a 4.9-dBi gain. These antennas support MIMO technology (see "MIMO" on page 115.) These antennas 
are omnidirectional, providing fairly equal coverage in all directions in a toroidal (donut-shaped) pattern 
around each antenna. For greater coverage on a horizontal plane, it is best to orient the antennas 
vertically. So that you can easily do that whether the AP chassis is mounted horizontally or vertically, the 
antennas hinge and swivel (see Figure 43.)

Although hive members automatically adjust their signal strength according to their environments, you can 
resize the area of coverage by increasing or decreasing the signal strength manually by entering the 
interface { wifi0 | wifi1 } radio power <number> command, where <number> can be from 1 to 
20 and represents a value in dBm.

Figure 43 AP340 antennas

Connect the longer antennas, which support 2.4 GHz frequencies (for IEEE 802.11b/g/n), to the connectors 
on the side panel with the Ethernet ports. Connect the shorter antennas, which support 5 GHz frequencies 
(for IEEE 802.11a/n), to the connectors on the side panel with the device lock slot.

For detailed information about how to configure external antennas on AP340 devices and other Aerohive 
devices that support them, see "Configuring Antennas" on page 114.

Figure 44 on page 63 shows the relationship between he antennas and the internal radios on the AP340t.

5 GHz Antenna for IEEE 
802.11a/n

Length when fully 
extended: 5 15/16” (15 
cm)

2.4 GHz Antenna for IEEE 
802.11b/g/n

Length when fully 
extended: 7 7/8” (20 cm)

Generally, orient the antennas vertically 
for improved radio coverage, as shown.

When mounting the AP340 on a 
ceiling, orient the antennas 
downward.

When mounting the device on 
a wall or post, fully extend 
the antennas upward and 
downward.

When mounting the device 
above a ceiling or on a 
horizontal beam, orient the 
antennas upward.

The base of the antennas hinge up to 90 degrees so that you 
can orient them independently of the position of the HiveAP 
chassis. The antennas also rotate in a full circle.
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Figure 44 Antennas and radios in the AP340

The wifi0 interface links to radio 1 (frequency range = 2.4 GHz for IEEE 802.11b/g), and the wifi1 interface links 
to radio 2 (frequency range = 5 GHz for IEEE 802.11a). These interface-to-radio relationships are permanent.

When deciding how many antennas to use, consider the types of wireless clients—802.11n only, 802.11g/n, 
802.11b/g/n, or 802.11a/n—the area needing coverage, and the RF environment.

Mounting the AP340
Using the mounting plate and track clips, you can mount the AP340 to the tracks of a dropped ceiling grid. 
Using the mounting plate, you can mount the AP340 to any surface that supports its weight (3.3 lb., 1.5 kg). 
The following sections describe these mounting options.

Ceiling Mount
To mount the AP340 to a standard 1"-wide track in a dropped ceiling, you need the mounting plate, two 
track clips, and two Keps nuts that ship with the AP340. You also need a drill, a wrench, and—most likely—a 
ladder.

Nudge the ceiling tiles slightly away from the track to clear space. Attach the clips to the ceiling track, and 
fasten the mounting plate to the clips, as shown in Figure 45 on page 64. When you have the mounting plate 
in the correct location, cut or drill a hole in the ceiling through which you can then pass the Ethernet and 
power cables.

You can also mount the AP340 on a table using the four rubber feet that ship with the product. Peel the 
feet off the adhesive sheet and press a foot onto each underside corner of the device.

PW
R

ETH1

ETH0

W
IFI1

W
IFI0

Radio 1
RF 802.11b/g/n

2.4 GHz

Radio 2
RF 802.11a/n

5 GHz

2.4 GHz (A)

2.4 GHz (B)

2.4 GHz (C)

5 GHz (A)

5 GHz (B)

5 GHz (C)

RP-SMA 
connectors

RP-SMA 
connectors

Cut-away view of the AP340 to show the relationship of the 
antennas and the two internal radios
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Figure 45 Attaching the track clips and mounting plate to the ceiling track

Attach the AP340 to the mounting plate and connect the cables, as shown in Figure 46.

Figure 46 Attaching the AP340 to the mounting plate and connecting cables

When you are done, place the ceiling tiles back in their original position.

You can tie the cables to the tie points (small arched strips) on the mounting plate to prevent them 
from being pulled out of their connections accidentally.

Mounting plate

Drill a hole in the ceiling tile and feed cables 
through here.

Ceiling track
Track clips

(Worms’s eye view with ceiling tiles removed for clarity)

2 1/4 “ (7 cm)

1

2

Press the track clips against the ceiling 
track and swivel them until they snap into 
place, gripping the edges of the track.

If necessary, slide one or both of the clips 
along the track to position them at the 
proper distance (2 1/4” or 7 cm) to fit 
through the holes in the mounting plate.

Insert the mounting plate over the screws attached 
to the track clips, and use the Keps nuts to fasten 
the plate firmly to the screws on the clips.

Use a wrench to tighten the nuts firmly to the 
bolts and secure the plate to the track.

3 Through the oblong opening in the plate, drill 
a hole in the ceiling tile (not shown). Then 
pass one or both Ethernet cables through the 
hole, and if you plan to supply power from an 
AC power source rather than through PoE, 
pass the power cable through as well.

With the AP upside down, align 
its port side with the bottom 
end of the plate.

Push the AP upward, inserting 
the four tabs on the plate 
into the four slots on the AP.

Slide the AP toward the bottom 
end of the plate, locking the tabs 
inside the slots.

Attach the antennas and 
connect the cables to 
complete the installation.

4

6

7

5
Tab inside 

slot
Tab locked 
in place

Mounting plate

AP (shown as transparent for clarity)
Tab

Slot

Mounting plate

AP

Ceiling

Cables pass through the hole in 
the mounting plate and ceiling
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Plenum Mount
To mount the AP340 in the plenum space above a dropped ceiling grid, you need the mounting plate, 
hanger clip, and a standard 24"-wide hanger frame, which can be ordered separately (SKU# 
AH-ACC-BKT-PLENUM).

1. With the recessed side of the mounting plate facing downward, insert the hanger clip through the large 
hole in the center of the plate.

2. Squeeze the clip until the projecting tabs at the ends of its two feet snap into the smaller holes on either 
side of the larger hole (see Figure 47).

Figure 47 Fitting the hanger clip to the mounting plate

3. Attach the AP340 to the mounting plate, and then attach the antennas to the connectors (see 
Figure 48).

Figure 48 Attaching the AP340 to the mounting plate

4. Remove the ceiling tile next to the area where you want to mount the device.
5. Press the hanger frame downward into place on the ceiling track until the claws on each leg grips the 

track below the top ridge (see Figure 49 on page 66).

Insert the hanger clip through the large hole in 
the mounting plate.

Squeeze the hanger clip to pull the tabs on the 
feet inward until they snap upward into the two 
holes on either side of the larger hole.

1

2
Hanger clip

 

Align the V-shaped tabs on the 
mounting bracket with the tab 
slots on the bottom of the AP.

Insert the V-shaped tabs into the tab 
slots until they click into place.

Attach external antennas, if 
they are required. (The AP shown 
here uses internal antennas.)

Mounting plate

Tab slot

V-shaped tab V-shaped tab

Tab slot

Hanger clip3

4
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Figure 49 Clipping the hanger frame onto the track

6. Insert the hanger clip upward through the center slot in the hanger frame, and then twist it 
counterclockwise until the clip snaps into a locked position against the sides of the crossbar (see 
Figure 50).

Figure 50 Securing the AP340 to the hanger frame

7. Connect one or two Ethernet cables to the network, and—if not using PoE—connect the power cord to 
a power source.

8. Replace the ceiling tile to complete the installation.

Hanger frame

5

4 Remove the ceiling tile and 
enter the plenum.

Press the hanger frame onto 
the ceiling track.

(Bird’s eye view with the ceiling 
tiles and ceiling tracks removed 
for clarity)

AP attached to the mounting plate

6 Insert the hanger clip up through 
the center slot in the hanger 
frame.

Rotate the AP and the attached 
mounting plate counterclockwise 
until the clip locks in place 
against the sides of the crossbar.

Hanger frame

Hanger frame
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Suspended Mount
You can suspend the AP340 from a horizontal beam, post, strut, or girder. As well as the mounting plate, you 
need a quad-toggle, a 1.5 mm (0.059 inch) wire rope with hook, and a locking device. ERICO® supplies 
these items in its CADDY® SPEED LINK product line. The part number for the quad-toggle is SLD15QT250 and 
that for the set that includes the wire rope, hook, and locking device is SLD15L2S. These items are available 
through various suppliers.

1. With the recessed side of the mounting plate facing downward, insert the four ends of the quad-toggle 
through holes in the mounting plate.

2. Turn the AP340 face down and attach it to the mounting plate (see Figure 51).
Figure 51 Connecting the quad-toggle and AP340 to the mounting plate

3. Draw the wire rope over a support beam, fasten the hook around the wire, and pull the wire until the 
hook is snug against the underside of the beam.

4. Push the end of the wire rope without the hook through the side hole in the locking device in the 
direction indicated by the arrow on its side, and then pass it through the loop at the end of the 
quad-toggle.

5. Insert the wire rope back through the center hole in the locking device, and pull it through the locking 
device until the AP340 is suspended at the height you want (see Figure 52 on page 68).
The center tube that runs through the locking device is designed to allow you to pull the rope wire up 
through it while preventing the rope from slipping back down. If you pull too much rope through and 
need to pull it back down, use a tool such as a screwdriver to press against the inner tube in the locking 
device to release the rope. Then you can pull it back out (see "Height Correction" on page 68).

Tab slot

V-shaped tab V-shaped tab

Tab slot

To secure the four strands to the mounting plate:

1. Insert the metal cleat at the end of a strand 
through a hole in the plate.

2. Slide the oblong washer along the strand and 
pass it through the hole.

3. Pull the strand upward to lock the cleat and 
washer against the underside of the plate.

1

2

Mounting plate

The recommended holes 
for the four strands 
are shaded

Align the V-shaped tabs on 
the mounting plate with the 
tab slots on the bottom of 
the device and push on the 
tabs until they click into 
place.

Security tab

Security tab cavity

Security screw hole
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Figure 52 Suspending the AP340

6. Attach antennas to the antenna connectors on the AP340, connect one or two Ethernet cables to the 
network, and—if not using PoE—connect the power cord to a power source.

Height Correction

If you accidentally pull too much wire rope through the locking device, raising the AP340 too high, and you 
then need to lower it, do the following: Take a tool, such as a screw driver with a 1/8” flat tip, and press it 
against the lip of the inner tube in the opposite direction from the arrow on the outside of the locking device 
(see Figure 53). This releases its grip on the rope, allowing you to pull the rope out the same way it was 
inserted. While maintaining pressure on the tube, adjust the rope until the AP340 is at the height you want. 
When you are satisfied, stop pressing against the tube so that it can regain its grip on the rope.

Figure 53 Releasing the wire rope from the locking device

Clip

3 Wrap the wire rope around a beam, clip the hook to the rope, and then pull the rope 
down until it is taut against the beam.

Pull downward 
on the rope

Beam
Locking 
device

Loop at top of 
quad-toggle

Quad-toggle

Mounting plate

AP 

Locking device

4 Push the wire rope down 
through the vertical side 
hole in the locking device 
and through the loop in the 
quad-toggle. 

5 Push the wire rope up through the 
center hole in the locking device. 
Continue pulling the rope to raise 
the AP to the height you want. 

Press against the lip of the inner tube and 
hold.

While pushing the tube inward, pull the wire rope out.

Locking device

Wire rope Screwdriver
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Surface Mount
You can use the mounting plate to attach the AP340 to any surface that supports its weight (3 lb. or 1.36 kg), 
and to which you can screw or nail the plate. First, mount the plate to the surface. Then, through one of the 
two large openings in the plate, make a hole in the wall so that you can pass the cables through to the AP.

Finally, attach the device to the plate, and connect the cables, as shown in Figure 54.

Figure 54 Mounting the AP340 on a wall

You can tie the cables to the tie points on the mounting plate to prevent them from being pulled out of 
their connections accidentally.

Mounting plate

AP

Wall

Orient the mounting plate as shown and 
attach it to a secure object such as a wall 
post or beam. Use #8 screws for the oblong 
holes, or #10 screws for the larger round 
holes.

Cut or drill a hole through the large space 
near the bottom of the mounting plate to 
pass the cables through to the AP.

Insert the tabs on the mounting plate into 
the slots on the underside of the AP. Then 
push the AP downward to lock it in place.

Connect the cables to the AP.

Depending on the deployment, you might 
connect one or two Ethernet cables and a 
power cable.

Wall(Side view)
1

2

3

4

Note: There are a variety of holes through which 
you can screw or nail the plate in place. Choose the 
two or three that best suit the object to which you 
are attaching it.
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Locking the AP340
To lock the AP340 to the mounting plate, use either a Kensington lock or the lock adapter that is included 
with the mounting kit and a small padlock (not included).

To use a Kensington lock, loop the cable attached to the lock around a secure object, insert the T-bar 
component of the lock into the device lock slot on the AP, and then turn the key to engage the lock 
mechanism.

To use the lock adapter:

1. Insert the T-shaped extension on the adapter into the device lock slot, and rotate it clockwise so that the 
curved section extends through the slot in the mounting plate (see Figure 55).

Figure 55 Locking the AP340 to the mounting plate

2. Link a padlock through the opening in the adapter and engage the lock to secure the AP340 to the 
mounting plate. The opening is 1/8” (0.3 cm) in diameter at its narrowest.

5 GHz (A)5 GHz (B5 GHz (C)

Insert a lock through 
the opening

AP

Mounting plate

5 GHz5 GHz (B(B(BRotate the lock 
adapter clockwise
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Device, Power, and Environmental Specifications
Understanding the range of specifications for the AP340 is necessary for optimal deployment and device 
operation. The following specifications describe the physical features and hardware components, the 
power adapter and PoE electrical requirements, and the temperature and humidity ranges in which the 
device can operate.

Device Specifications
• Chassis dimensions: 8 1/2” W x 1 1/4” H x 8" D (21.5 cm W x 3.2 cm H x 20.3 cm D)
• Weight: 3 lb. (1.36 kg)
• Antennas: Three omnidirectional 802.11b/g/n antennas, and three omnidirectional 802.11a/n antennas
• Serial port: RJ45 (bits per second: 9600, data bits: 8, parity: none, stop bits: 1, flow control: none)
• Ethernet ports: autosensing 10/100/1000 Base-T/TX Mbps; both ports are compliant with the IEEE 802.3af 

and 802.at standards for PoE
Power Specifications
• AC/DC power adapter:

• Input:100 – 240 VAC
• Output: 48V/0.38A

• PoE nominal input voltages: 
• 802.3af: 48 V/0.35A
• 802.3at: 48 V/0.625A 

• RJ45 power input pins: Wires 4, 5, 7, 8 or 1, 2, 3, 6
Environmental Specifications
• Operating temperature: -4 to 131 degrees F (-20 to 55 degrees C)
• Storage temperature: -40 to 176 degrees F (-40 to 80 degrees C)
• Relative Humidity: Maximum 95%
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Aerohive routers combine 802.11n performance, wired/wireless connectivity and enterprise grade security.

This chapter describes the following Aerohive router models:

• "BR200 and BR200-WP Routers" on page 74
• "The BR100 Router" on page 80
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BR200 and BR200-WP Routers
The compact Aerohive BR200 series routers give branch offices and teleworkers full Layer 3 network 
capability with local DHCP and DNS services, centralized management, and firewall and IPsec VPN security. 

Product Overview
Aerohive BR200 series routers allow enterprises to provision branch office networks and teleworkers quickly 
and easily. Aerohive BR200 series routers are available in two models: the BR200-WP and the BR200. The 
BR200-WP provides LAN and WLAN connectivity and PoE (Power over Ethernet) support. The BR200 provides 
LAN and WAN connectivity. 

The BR200-WP router has a single dual band 2.4/5 GHz (802.11b/g/n) radio, three embedded antennas with 
diversity, one WAN port (ETH0), four LAN ports (ETH1 through ETH4), a Console port, and a USB port for WAN 
connection redundancy. The BR200 series routers support up to 16 SSIDs (BR200-WP only), 16 VLANs, 16 
networks, and 64 user profiles across both wired and wireless interfaces. Figure 1 shows the BR200 series 
router hardware components. Each component is described in Table 1 on page 75.

Figure 1 The BR200 series router hardware components

Device status LED

Top views

Link status 
LEDs Security 

connector

USB
port

Reset 
button

WAN
portPower 

connector

48V (1 25A) ETH1/PoE    ETH2/PoE    ETH3         ETH4      WAN/ETH0     Console
USB          Reset

10/100/1000 Base T

Console
port

48V (1 25A) ETH1          ETH2          ETH3         ETH4      WAN/ETH0    Con ole
USB          Res t

10/100/1000 Base T

BR200-WP

BR200

PoE status 
LEDs

Link status LEDs

LAN ports
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Table 1 BR200 series routers hardware components

Component Description

Device status LED The device status LED is located on the triangular wedge on the top of the device. 
This LED conveys operational states for system power, firmware upgrades, 
connectivity with HiveManager, and WAN failover states. For details, see "Status 
LEDs" on page 78.

Link status LEDs There is a link status LED at the top left corner of the WAN port and of each LAN 
port. For details see "Status LEDs" on page 78.

PoE status LEDs BR200-WP routers have a PoE status LED at the top right corner of the ETH1/PoE and 
ETH2/PoE ports. For details, see "Status LEDs" on page 78.

Power connector The AC power inlet allows you to connect the router to a 100 – 240-volt AC power 
source using the DC 48V (1.25A, 60W) power supply and power cord that ship with 
the product. Because the router does not have an on/off switch, it automatically 
powers on when you connect it to a power source.

WAN port (ETH 0) The 10/100/1000-Mbps Ethernet WAN port acts as a WAN interface, is compatible 
with 10/100/1000Base-T/TX, and automatically negotiates half-and full-duplex 
connections with the connecting device. This port is auto-sensing and adjusts to 
straight-through and crossover Ethernet cables automatically.

Use the yellow Ethernet cable that ships with the device to connect your router 
from the WAN port to a cable or DSL modem or other Internet device.

LAN ports: The four 10/100/1000-Mbps RJ45 Ethernet ports (ETH 1 through ETH 4) act as LAN 
interfaces, are compatible with 10/100/1000Base-T/TX, and automatically 
negotiate half-and full-duplex connections with the connecting device. These ports 
are auto-sensing and adjust to straight-through and crossover Ethernet cables 
automatically. See "Ethernet Ports" on page 76.

On BR200-WP models, the ETH1 and ETH2 ports also provide 802.3af and 802.3at PoE 
(power over Ethernet) support to powered devices. See "BR200-WP PoE LAN Ports" 
on page 77.

Console port You can access the CLI by making a serial connection to the RJ45 Console port. For 
details, see "Console Port" on page 77.

Reset button The reset button allows you to reboot the device or reinstate the default settings to 
a bootstrap configuration, if you have created one. See "Reset Button" on page 77.

USB modem port The Type-A USB 2.0 port (backward compatible with USB1.1) allows you to connect 
a wireless 3G/4G USB modem to serve as a backup WAN connection. For locations 
where an Ethernet connection to the WAN is not possible, you can use the USB 
modem as the primary (and only) interface to the WAN. See "USB Modem Port" on 
page 77.

Security slot You can physically secure the router by attaching a lock and cable (such as a 
Kensington® notebook lock). Wrap the cable around an immovable object like a 
table or desk, and then insert the lock into the built-in security slot in the device.
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Radio and Antennas
BR200-WP routers have a 3x3:3 dual-band 2.4/5 GHz radio that supports IEEE 802.11a/b/g/n and three 
embedded antennas with diversity. Figure 2 illustrates the relationship between the radio and antennas. For 
a detailed description of the directional patterns for the antennas, see "Configuring Antennas" on page 114.

Figure 2 BR200-WP radio and antennas

Ethernet Ports
There are four 10/100/1000-Mbps Ethernet RJ45 LAN ports (ETH 1 through ETH 4). These ports are compatible 
with 10/100/100Base-T/TX and automatically negotiate half- and full-duplex connections with the 
connecting device. These ports are auto-sensing and adjust to straight-through and crossover Ethernet 
cables automatically. 

To provide Ethernet connections to devices on the LAN side, connect the ETH 1 – ETH 4 interfaces on the 
router to a switch or host. 

The pin assignments in the Ethernet ports follow the TIA/EIA-568-B standard (see "Standard (non-PoE) Ethernet 
Port Pin Assignments" on page 108). The ports accept standard cat3, cat5, cat5e, or cat6 Ethernet cable. 
Because the ports have autosensing capabilities, the wiring termination in the Ethernet cable can be either 
straight-through or crossover.

On BR200 series routers, each of these ports represent a separate logical interface. For this reason, you can 
apply multiple LAN profiles (one for each of the four ports). In HiveManager, a LAN profile consists of a name, 
description, the ports to which it applies, and optional security and filtering rules. For information about how 
to configure a LAN profile, refer to HiveManager Help. 

For PoE ports, especially with 803.2at, Aerohive recommends using cat5 or cat 6 Ethernet cable.

2.4/5 GHz dual-band antennas

2.4/5 GHz dual-band antenna

Radio
RF 802.11a/b/g/n
2.4 GHz / 5 GHz

(Cut-away view of the BR200-WP showing the relationship of the internal antennas and radio)
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Console Port
Use the RJ45 Console port to make a serial connection between your management system and the router. 
The management station from which you connect to the device must have a VT100 emulation program, 
such as Tera Term Pro© (a free terminal emulator) or Hilgraeve Hyperterminal® (provided with Windows® 
operating systems from Windows 95 to Windows XP). The serial connection settings are: 9600 bits per second, 
8 data bits, no parity, 1 stop bit, and no flow control. See "RJ45 Console Port Pin Assignments" on page 112.

Reset Button
To reset the device or restore factory setting, insert a paper clip or similar tool into the pinhole and press the 
Reset button. To reboot the device, hold the button down between 1 and 5 seconds. To return the 
configuration to the default settings, hold the button down for at least 5 seconds. When you release the 
button, the status LED goes dark as the system reboots, then turns amber while the firmware loads and the 
system performs a self-test. After the firmware has finished loading and the router has connected to 
HiveManager, the device status LED glows steady white.

USB Modem Port
BR200 devices can use a wireless USB modem for a WAN connection. The typical use of the USB modem is to 
act as a backup to the ETH0/WAN interface; however, for locations where an Ethernet connection to the 
WAN is not possible, you can use the USB modem as the primary (and only) interface to the WAN. 

Aerohive currently supports the following USB modems:

• AT&T Shockwave and AT&T Momentum
• Sierra Wireless 308U, 310U, 312U, 313U, 319U, 320U, and 326U
• Verizon Pantech 290
• Huawei E220, E1752, and UMG366
• Novatel 551L

Before you can use a modem with an Aerohive device, you must first have the modem activated. You can 
have this done in the store where you purchased the modem, or you can install software such as the Verizon 
VZA Access Manager on your computer, connect the modem to the USB port on your computer, preferably 
at the site where you plan to deploy the router to confirm that the modem is working properly and that there 
is adequate wireless network coverage in your location. 

BR200-WP PoE LAN Ports 
On BR200-WP routers, the ETH1/PoE and ETH2/PoE ports can provide PoE (Power over Ethernet) to powered 
devices such as VoIP phones, wireless access points, and network cameras. These ports are IEEE802.3af and 
IEEE802.3at PSE (power sourcing equipment) compliant, as described here:

• 802.3af PoE provides up to 12.95 W of DC power to each device (this rate reflects normal power loss 
through the cables). 802.3af meets the power demands of PoE Class 0, 1, 2, and 3 devices. 

• 802.3at PoE provides up to 25.5 W of DC power to each device (this rate reflects normal power loss 
through the cables). 802.3at meets the power demands of PoE Class 4 devices. 

The BR200-WP router balances PoE power output automatically. For example, if a device connected to ETH1 
requires more power than the port can provide, and if ETH1 has the higher priority, ETH2 shuts down and shifts 
all remaining power to ETH1. The router generates a log for every shutdown event.

When using a wireless USB modem on a BR200 device you must connect it to an AC power source instead 
of using PoE to power the device. 
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802.3af is the default setting for both ports, but you can configure one port for 802.3at to support devices 
that require more power than 802.3af can supply. By default, the ETH1 port running 802.3af has the higher 
priority, but you can change the priority to determine which port shuts down to shift power to the other port. 
If you configure one port for 802.3at, the remaining port will continue to supply 802.3af power rates unless it 
needs to shut down and shift power. Only one PoE port can supply 802.3at power at a time.

Status LEDs
The status LED on the top corner of the router indicates states of activity by color (dark, amber, and white) 
and pattern (steady or flashing). The link status LEDs indicate port activity and speed by color (dark, green, 
or amber) and illumination pattern (steady or flashing). For BR200-WP models, the PoE status LEDs indicate 
PoE power delivery. The meanings of the various color and illumination patterns are explained below.

Device Status LED
• Dark: There is no power to the device.
• Amber (steady): The device is powered on and the firmware is running normally.
• Amber (flashing): The device is performing a firmware upgrade. Do not turn the device off while the 

LED is flashing.
• White (steady): The device has made a CAPWAP connection to HiveManager and is operating 

properly.
• White (flashing): The device is operating in a failover state using the USB modem.

Link Status LEDs
• Dark: There is no link.
• Green (steady): The Ethernet link is up but inactive at 1000 Mbps speeds.
• Green (flashing): The Ethernet link is up and active at 1000 Mbps speeds.
• Amber (steady): The Ethernet link is up but inactive at 10/100 Mbps speeds.
• Amber (flashing: The Ethernet link is up and active at 10/100 Mbps speeds.

PoE Status LEDs (BR200-WP)
• Dark: No power is being provided through the port.
• Green (steady): Port is delivering PoE normally to powered device.
• Amber (steady): The port is experiencing a power overload. 

Mounting and Installation
You can set BR200 series routers on a desktop or mount them on a wall using the wall mount keyholes on the 
bottom of the device. 

To mount the device on a wall, first install two drywall screws 5.875" (14.92 cm) apart in the wall. The heads of 
the screws must not be wider than 0.25" (0.64 cm) so that they will fit inside the openings in the keyholes. 
Place the wide section of keyholes over the screws and press the device down to secure it to the wall.

If ETH1 is running 803.2at and you want to configure ETH2 for 803.2at, you must first reset ETH1 to 803.2af, 
and then set ETH2 to 802.3at.
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Device, Power, and Environmental Specifications
Understanding the range of specifications for the BR200 series routers is necessary for optimal deployment 
and device operation. The following specifications describe the hardware components, electrical 
requirements, and the environmental ranges in which the device can operate.

Device and Enclosure Specifications

• Chassis dimensions: 7.75” W x 1.13" H x 6.13” D (19.7 cm W x 2.87 cm H x 15.57 cm D)
• Chassis weight: BR200 - 14 oz (400 g), BR200-WP - 14.7 oz (416 g)
• Antennas: Two embedded single-band omnidirectional 802.11b/g/n antennas
• Ethernet ports: 

• One IEEE 802.3 (10BASE-T), IEEE 802.3u (100BASE-TX), and IEEE 802.3ab (1000BASE-T) compliant 
10/100/1000 Mbps RJ45 Fast Ethernet WAN port

• Four IEEE 802.3, 802.3u, and 802.3ab compliant 10/100/1000 Mbps RJ45 LAN ports with autosensing 
and auto-MDI/MDI-X. IEEE 802.3x PAUSE frame flow control in full duplex. For BR200-WP models, ports 
1 and 2 provide 15.4W of PoE power.

• USB connector: One Type-A USB 2.0 port with backward compatibility with USB1.1.

Power Specifications

• AC power adapter:
• Input: 100 - 240 VAC
• Output: 12V/1A

• DC power supply: (BR200-WP) DC 48V/1.25A, 60W
• PoE: 

• 802.3at DC power up to 12.95 W
• 802.3af DC power up to 25.5 W

Environmental Specifications

• Operating temperature: 32°F to 104°F (-0 to 40°C)
• Storage temperature: -4°F to 158°F (-20 to 70°C)
• Operating humidity: 10% to 90% (noncondensing)
• Storage humidity: 5% to 95% (noncondensing)
• RoHS compliant
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The BR100 Router
Based on the Aerohive HiveOS operating system, the compact BR100 router requires virtually no intervention 
from the end user. The BR100 gives small offices and teleworkers full Layer 3 network capability with local 
DHCP and DNS services, centralized management, and firewall and VPN security. 

Product Overview
The BR100 router is ideal for the small office or teleworkers. An IT admin at corporate headquarters either 
configures the CAPWAP settings manually for each device, or enables auto provisioning, which pushes the 
configuration to each device as soon as it establishes a connection with HiveManager.

The BR100 router has a single 2.4 GHz radio (802.11b/g/n) with two embedded antennas, one WAN port 
(ETH0), four LAN ports (ETH1 through ETH4), and a USB port for WAN connection redundancy. The BR100 
router supports up to four SSIDs, four networks, 16 VLANs, and 32 user profiles across both wired and wireless 
interfaces. It ships with an AC power adapter and an Ethernet cable.

Figure 3 shows the BR100 router hardware components. Each component is described in Table 2 on 
page 81.

Figure 3 The BR100 router hardware components
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Table 2 BR100 router hardware components

Component Description

Device status LED The device status LED is located on the triangular wedge on the top of the 
device. This LED conveys operational states for system power, firmware 
upgrades, connectivity with HiveManager, and WAN failover states. There is a 
status LED on the angled top edge of the device, and a status LED next to each 
of the Ethernet ports on the rear panel. For details, see "USB Modem Port" on 
page 82.

Link status LEDs There are link status LEDs for the WAN port and LAN Ethernet ports on the rear 
panel. For details see "USB Modem Port" on page 82.

Power connector The DC 12V/1A connector port allows you to connect the router to an 
appropriate power source using the AC/DC power adapter (included). 
Because the router does not have an on/off switch, connecting it to a power 
source automatically powers on the device.

WAN port (ETH 0) Use the yellow Ethernet cable that ships with the device to connect your router 
to a cable or DSL modem or other Internet device through the WAN port.

The 10/100-Mbps Ethernet WAN port acts as a WAN interface, is compatible 
with 10/100Base-T/TX and automatically negotiates half-and full-duplex 
connections with the connecting device. The port is auto-sensing and adjusts to 
straight-through and crossover Ethernet cables automatically. 

LAN ports The four 10/100-Mbps Ethernet ports (ETH 1 through ETH 4) receive RJ45 
connectors. These ports act as LAN interfaces, are compatible with 
10/100Base-T/TX and automatically negotiate half-and full-duplex connections 
with the connecting device. These ports are auto-sensing and adjust to 
straight-through and crossover Ethernet cables automatically. 

To provide Ethernet connections to devices on the LAN side, connect the ETH 1 
– ETH 4 interfaces on the router to a switch or host. 

On the BR100 router these ports are all part of the same logical interface. For this 
reason, you can only apply one LAN profile to all four ports. In HiveManager, a 
LAN profile consists of a name, description, the ports to which it applies, and 
optional security and filtering rules. For information about how to configure a 
LAN profile, refer to HiveManager Help.

Reset button The reset button allows you to reboot the device or reinstate the default settings 
or to a bootstrap configuration, if you have configured one. Insert a paper clip, 
or similar tool, into the Reset pinhole and press the reset button. To reboot the 
device, hold the button down between 1 and 5 seconds. To return the 
configuration to the default settings, hold the button down for at least 5 
seconds. When you release the button, the status LED goes dark as the system 
reboots, then turns amber while the firmware loads and the system performs a 
self-test. After the firmware has finished loading and the router has connected 
to HiveManager, the device status LED glows steady white.
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Radio and Antennas
The BR100 contains a 1x1 single-band 2.4 GHz radio that supports IEEE 802.11b/g/n and two embedded 
antennas with diversity. Figure 4 illustrates the radio and antennas. For a detailed description of the 
directional patterns for the antennas, see "Configuring Antennas" on page 114.

Figure 4 BR100 router radio and antennas

USB Modem Port
BR100 devices can use a wireless USB modem for a WAN connection. The typical use of the USB modem is to 
act as a backup to the ETH0/WAN interface; however, for locations where an Ethernet connection to the 
WAN is not possible, you can use the USB modem as the primary (and only) interface to the WAN. 

Aerohive currently supports the following USB modems:
• AT&T Momentum Sierra Wireless Aircard 313U
• AT&T Shockwave Sierra Wireless 308U, 310U, 312U, 319U, 320U, 326U
• Verizon Pantech UML290
• Huawei E1752
• Huawei UMG366
• Verizon Novatel USB 551L
• Netgear 341U

USB modem port The Type-A USB 2.0 port (backward compatible with USB1.1) allows you to 
connect a wireless USB modem to serve as a failover WAN connection from the 
ETH 0 interface to the modem. For locations where an Ethernet connection to 
the WAN is not possible, you can use the USB modem as the primary (and only) 
interface to the WAN.

For specific information about the modems supported for the BR100 router and 
configuration settings, refer to HiveManager Help.

Security slot You can physically secure the device by attaching a lock and cable (such as a 
Kensington® notebook lock). Wrap the cable around an immovable object like 
a table or desk, and then insert the lock into the built-in security slot in the BR100.

When using a wireless USB modem on a BR100 device you must connect it to an AC power source instead 
of using PoE to power the device.

Table 2 BR100 router hardware components

Component Description
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Before you can use a modem with an Aerohive device, you must first have the modem activated. You can 
have this done in the store where you purchased the modem, or you can install software such as the Verizon 
VZA Access Manager on your computer, connect the modem to the USB port on your computer, preferably 
at the site where you plan to deploy the router to confirm that the modem is working properly and that there 
is adequate wireless network coverage in your location. 

Status LEDs
The device status LED on the angled edge of the BR100 indicates various states of activity by color (dark, 
amber, and white) and illumination pattern (steady glow or flashing). The link status LEDs indicate link activity 
for the ports by color (dark, green) and illumination pattern (steady glow or flashing). The meanings of the 
various color and illumination patterns are explained below.

Device Status LED
• Dark: No power
• Amber (steady): Powered on and the firmware is running normally. If the LED remains steady amber 

and does not turn white, there may be an issue with IP tracking, which is enabled by default. If a 
reset does not correct the problem, contact your IT administrator.

• Amber (flashing): Device is performing a firmware upgrade. Do not turn the device off while the LED 
is flashing.

• White (steady): The device has made a CAPWAP connection to HiveManager and is operating 
properly.

• White (flashing): Device is operating in a failover state using the USB modem.

Link Status LEDs
• Dark: No link
• Green (steady): The Ethernet link is up but inactive
• Green (flashing): The Ethernet link is up and active

Mounting and Installation
You can set the BR100 router on a desktop or mount it on a wall using the wall mount keyholes on the 
bottom of the device. Figure 5 shows these keyholes. 

Figure 5 Mounting the BR100 on a wall

To mount the device on a wall, first install two drywall screws 1.875" (4.76 cm) apart in a wall. The heads of 
the screws cannot be wider than 0.25" (0.64 cm) so that they will fit inside the openings in the keyholes. Place 
the device over the screws and press it down to secure it to the wall.
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Device, Power, and Environmental Specifications
Understanding the range of specifications for the BR100 is necessary for optimal deployment and device 
operation. The following specifications describe the hardware components, electrical requirements, and 
the environmental ranges in which the device can operate.

Device and Enclosure Specifications

• Chassis dimensions: 5.3” W x 1.2" H x 4.3” D (1.3 cm W x 0.3 cm H x 1.1 cm D)
• Chassis weight: 6.3 oz (178 g)
• Antennas: Two embedded single-band omnidirectional 802.11b/g/n antennas
• Ethernet ports: 

• One IEEE 802.3 (10BASE-T) and IEEE 802.3u (100BASE-TX) compliant 10/100 Mbps RJ45 Fast Ethernet 
WAN port

• Four IEEE 802.3 (10Base-T) and IEEE 802.3u (100BASE-TX) compliant 10/100 Mbps RJ45 LAN ports with 
autosensing and auto-MDI/MDI-X. IEEE 802.3x PAUSE frame flow control in full duplex.

• USB connector: One Type-A USB 2.0 port with backward compatibility with USB1.1.

Power Specifications

• AC power adapter:
• Input: 100 - 240 VAC
• Output: 12V/1A

Environmental Specifications

• Operating temperature: 32°F to 104°F (-0 to 40°C)
• Storage temperature: -4°F to 158°F (-20 to 70°C)
• Relative humidity: 5 to 95% (noncondensing)
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Aerohive SR2000 series switches combine enterprise-class access switching with cloud-enabled 
management, on-demand provisioning, and secure routing in an advanced networking feature set for your 
network edge. 

This chapter covers the following models:

• "The SR2024 and SR2024P Switches" on page 86
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The SR2024 and SR2024P Switches
Aerohive SR2024 and SR2024Pswitches combine enterprise-class access switching with cloud-enabled 
management, on-demand provisioning, and secure routing for your network edge. There are two models: 
The AH-SR2024, with PoE (power over Ethernet) on 8 Ethernet ports, and the AH-SR2024P, with PoE on all 24 
Ethernet ports. 

Safety Guidelines
Follow the guidelines in this section the ensure the safety of personnel and equipment. The following table 
explains the meaning of caution and warning icons.

The following tables list the safety precautions you should follow when installing Aerohive switches.

This device contains no customer-replaceable parts. Removing the cover or accessing any internal parts 
will void your warranty.

This icon indicates a caution. Failure to comply with a caution notification can result in damage 
to equipment.

This icon indicates a warning. Failure to comply with a warning notification can result in serious 
injury or death, and extensive damage to equipment.

Do not install the device in an environment where the operating ambient temperature 
might exceed the recommended ranges.

Make sure the air flow for rack mounted devices is not restricted.

Changes or modifications made to this device that are not expressly approved by the party 
responsible for compliance could void the user's authority to operate the equipment.

The procedures in this manual are for qualified service personnel.

All fiber optic interfaces use Class 1 lasers.

Make sure the rack or cabinet housing the device is adequately secured to prevent it from 
becoming unstable or falling over. 

Disconnect the power cord from all power sources to completely remove power from the 
device.

Do not place an RPS unit on the floor as the case is not waterproof. It is recommended that 
RPS units be installed in an equipment rack

If the installation requires a different power cord than the one supplied with the device, 
make sure you use a power cord displaying the mark of the safety agency that defines the 
regulations for power cords in your country. The mark is your assurance that the power cord 
can be used safely with the device. 
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Product Overview
Aerohive SR2024 and SR2024P switches (model numbers AH-SR2024 and AH-SR2024P) provide advanced 
network edge features including cloud-enabled management, on-demand provisioning, and secure 
branch routing. SR2024 switches offer Gigabit Ethernet switching and advanced features that include 
user-based QoS, storm control, 802.1x multiple authentication for voice and data, as well as traditional 
switching features such as LLDP, Spanning Tree, 3G/4G connectivity, and IGMP snooping. The SR2024 model 
has 24 Ethernet ports (eight of which provide PoE power), four SFP uplink ports, an RJ45 Console port, and a 
USB port for WAN connection redundancy. The SR2024P model supplies PoE power on all 24 ports. These 
switches can also operate in router mode.

Figure 1 shows the SR2024 and SR2024P hardware components. Each component is described in Table 1.

Figure 1 The SR2024 and SR2024P switch hardware components

Table 1 SR2024 switch hardware components

Component Description

Console port You can access the command line interface (CLI) for management and 
troubleshooting by making a serial connection to the RJ45 console port. See 
"Console Port" on page 90.

USB modem port The Type-A USB 2.0 port (backward compatible with USB1.1) located below the 
Console port allows you to connect a wireless 3G/4G USB modem to serve as a 
WAN connection. 

For specific information about the modems supported for the SR series switches and 
configuration settings, refer to HiveManager Help.

Power LED The Power LED is located on the left side of the front panel. This LED indicates when 
the device is powered on.

Reset button The reset button allows you to reboot the device or reinstate the default factory 
settings. See "Reset Button" on page 90.

LEDs mode button The LEDs mode button allows you to cycle through the port LED modes, (Link, 
Duplex, Speed, and PoE). To select a mode, press the LEDs button until the desired 
mode LED lights. The port LEDs then indicate the port status for that mode. 
See"Power, Ethernet Port Status, and SFP Port Status LEDs" on page 92 and Figure 2 
on page 92.
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Ethernet Ports
SR2024 and SR2024P switches have 24 10/100/1000-Mbps Ethernet RJ45 LAN ports (ETH 1 through ETH 24). 
These ports are compatible with 10/100/100Base-T/TX and negotiate half and full duplex connections with 
the connecting device. The ports are auto-sensing and adjust to straight-through and crossover Ethernet 
cables automatically. On the SR2024 model, ports 1 through 8 support PoE and PoE+. On the SR2024P model, 
all 24 ports support PoE and PoE+.

The Ethernet port pin assignments use the TIA/EIA-568-B standard (see"Ethernet Port Pin Assignments" on 
page 108 ). The ports accept standard cat3, cat5, cat5e, or cat6 Ethernet cable, and autosensing 
capabilities allow the wiring termination in the Ethernet cable to be either straight-through or crossover.

PoE and PoE+ Ports
The SR2024 offers PoE or PoE+ on ports ETH1 through Eth8 to power PDs (powered devices) such as VoIP 
phones, wireless access points, and network cameras. SR2024P models provide PoE on all 24 ports. These 
ports are IEEE802.3af and IEEE802.3at PSE (power sourcing equipment) compliant, as described here:
• 802.3af PoE provides up to 12.95 W of DC power to each device (this rate reflects normal power loss 

through the cables). 802.3af meets the power demands of PoE Class 0, 1, 2, and 3 devices. 
• 802.3at PoE (also referred to as PoE+) provides up to 25.5 W of DC power to each device (this rate 

reflects normal power loss through the cables). 802.3at meets the power demands of PoE Class 4 
devices. 

802.3af is the default setting for all ports, but you can configure up to six ports for 802.3at to support devices 
that require more power. When six ports are configured for 802.3at, the remaining two PoE ports are shut 
down to maintain the 802.3at power budget (these ports will still function as standard Ethernet ports).

Ethernet ports The 24 10/100/1000-Mbps RJ45 Ethernet ports act as LAN interfaces, are compatible 
with 10/100/1000Base-T/TX, and automatically negotiate half-and full-duplex 
connections with the connecting device. The ports are auto-sensing and adjust to 
straight-through and crossover Ethernet cables automatically. 

On the SR2024 switch, ports ETH1 through ETH8 provide 802.3af and 802.3at PoE 
support to powered devices.

On the SR2024P switch, Ports Eth1 through Eth24 provide 802.3af and 802.at PoE 
support to powered devices. See "Ethernet Ports" on page 88.

SFP uplink ports Both models have four 1-Gbps SFP (small form pluggable) uplink ports that 
accommodate fiber or copper industry-standard modules, which you can order 
from Aerohive. See "SFP Uplink Ports" on page 90.

Power cord The power cord allows you to connect the switch to a standard AC power source. 
Because the switch does not have an on/off switch, it automatically powers on 
when you connect it to a power source. A retention clip ships with the switch that 
you can use to secure the power cord to the back of the device. 

Fans The cooling fans are located on the right side panel of the device (when facing the 
front panel). You can view fan status and temperature levels, and change 
temperature thresholds in HiveManager. See "Power, Ethernet Port Status, and SFP 
Port Status LEDs" on page 92.

For PoE ports, especially with 803.2at, Aerohive recommends using cat5 or cat 6 Ethernet cable.

Table 1 SR2024 switch hardware components

Component Description
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To change the power setting, first add 803.2af and 802.3at PSE profiles to your network policy in 
HiveManager and assign them to ports as needed. You can change the profile at any time.
For more information about how to create PSE profiles, see the HiveManager Help.

Guard Band Power Reserve
SR2024 and SR2024P switches have guard band capability that reserves a specified amount of power 
out of the PSE power budget to prevent power overruns and allow for power spikes. For example, the 
maximum power budget is 195 W. If the guard band is set to 10 W, then when the consumed power level 
reaches 185 W, no additional devices can receive power.

Guard band is enabled on the switch by default, with a default power setting of 22 W.

You can view or change guard band settings in HiveManager by navigating to Monitor > Switches > 
View Device Configuration. Click the name of the switch. In the dialog box that appears, scroll down 
to the Optional Settings section, and expand PSE Settings.

You can also view and change the guard band settings using the following CLI commands:

To view current guard band status, enter:

show pse 

To change the guard band power allocation, enter:

pse guard band <number> 

To disable the guard band feature, enter:

no pse guard band

PoE Power Management
The switch supports static and dynamic PoE power management:

• Static: Using static power management, the maximum power delivered by each port is determined 
by the power threshold (802.3af or 802.3at) that is configured on that port. If more power is required 
than the ports can deliver, the switch shuts down lower priority ports and transfers their power 
allotment to higher priority ports.

• Dynamic (default): Using dynamic power management, the switch measures the power 
consumption of each port in real time. If the power requirements exceed the PSE budget, the switch 
shuts down lower priority ports and transfers the power allotments to higher priority ports until the 
budget is met.

To change the power management setting on the SR2024 or SR2024P switch in HiveManager, go to 
Monitor > Devices > Switches. Select the check box for the switch, select Dynamic or Static from the 
Power Management Type drop-down box in Optional Settings > PSE Settings, and then click Save.

Port Priority
By default, all ports have priority enabled, with a priority setting of low. There are three port priorities: low, 
high, and critical.

If there is no priority setting applied to a port or if multiple ports have the same priority, the switch gives 
the port with the lowest number the higher priority. 

Port priorities are assigned and changed using the PSE port profiles that you create in HiveManager. Add 
PSE profiles for low, high, and critical in your network policy in HiveManager. You can change the priority 
for a port by changing its PSE profile. 

The combined amount of power delivered by all ports cannot exceed the PSE power budget.
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Console Port
Use the RJ45 Console port to make a serial connection between your computer and the switch to access 
the CLI. 

The management station from which you connect to the device must have a VT100 emulation program, 
such as Tera Term Pro© (a free terminal emulator) or Hilgraeve Hyperterminal® (provided with Windows® 
operating systems from Windows 95 to Windows XP). The serial connection settings are: 9600 bits per second, 
8 data bits, no parity, 1 stop bit, and no flow control.

For Console port pin assignments see "RJ45 Console Port Pin Assignments" on page 112.

Reset Button
To reset the switch or restore factory default settings, insert a paper clip or similar tool into the pinhole and 
press the reset button. To reboot the device, hold the button down between 1 and 5 seconds. To return the 
configuration to the default settings, hold the button down for 5 seconds or longer. When you release the 
button, the status LED goes dark as the system reboots, then turns amber while the firmware loads and the 
system performs a self-test. After the firmware has finished loading and the switch has connected to 
HiveManager, the device status LED glows steady white.

USB Modem Port
SR Series switches can use a wireless USB modem for a WAN connection. The typical use of a USB modem is 
to act as a backup to the ETH0/WAN interface; however, for locations where an Ethernet connection to the 
WAN is not possible, you can use the USB modem as the primary (and only) interface to the WAN. 

Before you can use a modem with any Aerohive device, you must first have the modem activated. You can 
have this done in the store where you purchased the modem, or you can install software such as the Verizon 
VZA Access Manager on your computer, connect the modem to the USB port on your computer, preferably 
at the site where you plan to deploy the switch to confirm that the modem is working properly and that 
there is adequate wireless network coverage in your location. 

Aerohive currently supports the following USB modems:

• AT&T Momentum Sierra Wireless Aircard 313U
• AT&T Shockwave Sierra Wireless 308U, 310U, 312U, 319U, 320U, 326U
• Verizon Pantech UML290
• Huawei E1752
• Huawei UMG366
• Verizon Novatel USB 551L
• Netgear 341U

SFP Uplink Ports
Four SFP (small form pluggable) ports accommodate any combination of copper or fiber SFP modules (up to 
1 Gbps) for additional uplink capacity. SFP modules can be used to connect a broadband modem or other 
uplink device (such as a router, switch, or hub). SFP ports are typically used for capacity planning and to 
leverage the higher network bandwidth capabilities and speeds typically offered by SFP modules.

You can order SFP modules from Aerohive, or purchase your own modules. The SR2024 and SR2024P models 
support all industry-standard modules.
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Installing or Replacing an SFP Module
You can install or replace SFP modules in the switch while it is powered and running. When you are 
working with SFP modules, especially fiber modules, be aware of the following safety precautions:

Follow these steps to install or replace an SFP module.

1. Remove the module from its protective packaging.
2. While wearing an ESD wrist strap, insert the module into an uplink port until it clicks into place. Modules 

are keyed to prevent incorrect installation.
3. If you are not using the module, leave the protective cover in place. To remove a module, lift the bail 

handle on the front of the module and pull gently on the module until it disengages from the port.

Cabling an SFP Module
To connect a cable to an SFP module, perform the following steps.

1. Remove the cover from the SFP module and store it in a resealable container to prevent the transfer of 
dust to the module. Keep the resealable containers near the connectors for easy access.

2. Gently insert the cable connectors (a tab on each connector should face upward) into the module until 
the tabs lock into place.

3. Check the LEDs to determine that the connections are working properly. 

Cleaning Fiber Ports and Connectors
To avoid problems with fiber optic connections, it is important to clean both cable and port connectors 
each time you connect or disconnect them. Dust accumulates easily in connectors and can cause 
connection problems. 

Use a dry (recommended) or wet cleaning process to clean connectors using either lint-free wipes or 
lint-free swabs. Lightly wipe the connectors to clean them. Never reuse a wipe or swab. If possible, 
inspect the connectors with a fiber scope to check that they are properly clean. 

If you use a wet cleaning process, use only 99% isopropyl alcohol. Make sure that all alcohol is wiped 
away from all surfaces (do not allow it to evaporate slowly) and has not collected in crevices of cavities. 
Alcohol residue can contaminate connectors and it is difficult to remove all traces of it. For this reason, a 
dry cleaning process is preferable. 

All fiber optic interfaces contain Class 1 lasers. Invisible laser radiation can also be emitted from 
disconnected fibers. Never look into the end of a fiber, regardless of whether it is active or 
disconnected.

Keep the chassis area clean and dust-free during and after installation.

Electrostatic discharge (ESD) can damage equipment and impair electrical circuitry. ESD 
damage occurs when electronic components are improperly handled and can result in 
complete or intermittent failures. Be sure to follow ESD-prevention procedures when installing SFP 
modules. Wear an ESD wrist strap with a series 1 Megohm resistor and attach the clip end of the 
strap to a metal surface (such as an equipment rack) to act as ground.

Always leave the protective cap in place on an SFP module when you are not using it to prevent dust 
from collecting on the connectors.

Always clean cable and port connectors before cabling an SFP module. See "Cleaning Fiber Ports 
and Connectors" for information about how to clean fiber modules.
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Power, Ethernet Port Status, and SFP Port Status LEDs
The status LEDs on the switch front panel indicate activity states by color and illumination patterns. Press the 
LED mode button to cycle through Link, Stack (reserved for future use), Speed, Duplex, or PoE modes. 
Depending on which mode you have selected, the port LEDs (one per port) display information specific to 
the selected mode. Figure 2 describes the port LED color and pattern meanings for each mode. Figure 3 on 
page 93 describes the SFP/SFP+ port LEDs.

The SFP ports LEDs are not connected to the LED mode selection button. SFP port LEDs are either dark (no 
power to the port), solid green (there is an active link to the port, but no activity), or green flashing (port is 
linked and active).

Figure 2 SR2024 and SR2024P Ethernet port LED displays
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LED mode selection button

Ethernet port LEDs

With Link mode selected:
Dark: There is no power to link.
Green (solid): The port is active but inactive.
Green (flashing): The port is actively passing 
traffic.

With Speed mode selected:
Dark: There is no power to the port.
Green: The port is operating at 1000 Mbps.
Amber: The port is operating at 100 Mbps.

With Duplex mode selected:
Dark: The port is operating in half-duplex mode.
Green: The port is operating in duplex mode.

With PoE mode selected:
Dark: PoE power is not active on this port.
Amber: The port is providing 802.3at-rated PoE.
Green: The port is providing 802.3af-rated PoE.
Amber (flashing): There is a PoE error on this port.

Power LED display:
Dark: There is no power to the device.
Amber: The device is booting.
White: The device is fully operational.
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Figure 3 SFP Port LEDs

Fans
The switch has four cooling fans which, by default, are always on. You can view fan status and temperature 
levels in HiveManager. The fan speeds and temperature settings are preconfigured. Make sure the switch 
fans have enough space for proper cooling (see "Changing the Temperature and Fan Speed Alarm 
Thresholds" on page 94). 

Displaying Fan and Temperature Status using CLI Commands:
To display the current status of the fans, enter the following command:

show system fans

To display the current system temperature, enter the following command:

show system temperature

Viewing Fan and Temperature Status in HiveManager
To view fan and temperature status in HiveManager, navigate to Monitor > Devices > Switches. Click 
the name of a switch. A page appears that shows system information for the switch. Scroll down to the 
System Details section, where you will see information similar to that shown in Figure 4. The temperature 
and fan status appear at the bottom of this section.

Figure 4 Temperature and fan information display in HiveManager

25            26

27            28

The two left LEDs indicate state of 
lower port. If the outer LED is lit, 
there is power to the port. If the 
inner LED is also lit, the port is 
operating at 10 Gbps.

The two right LEDs indicate 
state of upper port. If the 
outer LED is lit, there is 
power to the port. If the 
inner LED is also lit, the 
port is operating at 10 Gbps.
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Changing the Temperature and Fan Speed Alarm Thresholds
You can change the threshold for the alarms in HiveManager. To do this, go to Configuration > 
Advanced Configuration > Management Options. To modify existing system settings, click the 
name of the management options object you want to change. In the dialog box that appears, scroll 
down to the System Settings section, where you will see the alarm fields that you can modify.

Mounting and Installation
Install SR series switches on a clean, level desktop or surface, or in a standard equipment rack using the rack 
mount kit that ships with the switch. Figure 5 shows how to mount the switch in a rack. 

Figure 5 SR2024 and SR2024P switch rack mount

Device, Power, and Environmental Specifications
Understanding the range of specifications for the SR2024 and SR2024P switches is necessary for optimal 
deployment and device operation. The following specifications describe the hardware components, 
electrical requirements, and the environmental ranges in which the device can operate.

Device and Enclosure Specifications
• Chassis dimensions: 17.25” W x 1.75" H x 15.25” D (43.82 cm W x 4.45 cm H x 38.74 cm D)
• Chassis weight: 16 lb (7.26 kg)
• Ethernet ports: 

• 24 IEEE 802.3 (10BASE-T), IEEE 802.3u (100BASE-TX), and IEEE 802.3ab (1000BASE-T) compliant 
10/100/1000 Mbps RJ45 Ethernet ports

• Four 1 Gbps SFP uplink ports
• USB connector: One Type-A 3 G/4 G USB 2.0 WAN port with backward compatibility 

Adequate ventilation is critical for switch operation. Install your devices in a properly ventilated equipment 
rack, or for tabletop installations, leave 2 inches (5 cm) of clear space at the sides of the switch so the fans 
can properly cool the chassis. 

Rack rails

Mounting ear

Washer Rack screw
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Power Specifications
• 100 - 240 Volts, 3.5 A
• PoE power 

• SR2024: 8 ports, 802.3af/802.3at PoE/PoE+ 
• SR2024P: 24 ports, 802.3af/802.3at PoE/PoE+
• 30 W maximum per port
• 195 W total power budget

Environmental Specifications
• Operating temperature: 32° to 104° F (-0 to 40° C)
• Storage temperature: -4° to 158° F (-20 to 70° C)
• Operating humidity: 5% to 95% (non-condensing)
• Altitude (operating and storage): 10,000 ft (3000 m)
• Low noise: Less than 48 dBA at full power
• Temperature-controlled fan speed
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Chapter 4  HiveManager Appliances

This chapter describes the following Aerohive HiveManager appliances:

• "The High-Capacity 1U HiveManager Appliance" on page 98
• "The HiveManager Appliance" on page 103
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Chapter 4 HiveManager Appliances
The High-Capacity 1U HiveManager Appliance
The1U High-Capacity HiveManager appliance, (AH-HM-1U), provides centralized configuration, monitoring, 
and reporting for multiple Aerohive devices. Some of the benefits that the HiveManager High-Capacity 1U 
appliance offers include:

• Simplified installation and management of up to 8000 devices
• Profile-based configurations that simplify the deployment of large numbers of devices
• Scheduled firmware upgrades on devices by location
• Detailed information about devices can be exported for reporting

Safety Guidelines
Follow the guidelines in this section the ensure the safety of personnel and equipment. The following table 
explains the meaning of caution and warning icons.

The following table lists the safety precautions you should follow when installing your HiveManager 
appliance.

This device contains no customer-replaceable parts. Removing the cover or accessing any internal parts 
will void your warranty.

This icon indicates a caution. Failure to comply with a caution notification can result in damage 
to equipment.

This icon indicates a warning. Failure to comply with a warning notification can result in serious 
injury or death, and extensive damage to equipment.

Keep the chassis area clean and dust-free during and after installation.

Electrical equipment generates heat. Ambient air temperature may not be adequate to cool 
equipment to acceptable operating temperatures without adequate circulation. Be sure that the 
room where you install your device has adequate air circulation.

Electrostatic discharge (ESD) can damage equipment and impair electrical circuitry. ESD 
damage occurs when electronic components are improperly handled and can result in 
complete or intermittent failures. Be sure to follow ESD-prevention procedures when 

Disconnect all power by turning off the power switch and unplugging the power cord before 
installing or removing a device, or working near power supplies.

Never assume that power is disconnected from a circuit; always check the circuit.

Do not perform any action that creates a potential hazard to people or equipment, or renders the 
equipment unsafe.
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THE HIGH-CAPACITY 1U HIVEMANAGER APPLIANCE
Product Overview
The High Capacity 1U HiveManager appliance is a central management system for configuring and 
monitoring devices. You can see the hardware components in Figure 1 and read a description of each 
component in Table 1 on page 100.

The High Capacity 1U HiveManager appliance ships with the following items:

• HiveManager appliance chassis
• 2 Ethernet cables (one straight-through and one crossover cable)
• One power cord
• One console cable (DB9 to RJ45)
• Two mounting brackets and mounting screws

Figure 1 High Capacity 1U HiveManager appliance hardware components

Reliable Grounding - Reliable grounding of rack-mounted equipment should be maintained. 
Particular attention should be given to supply connections other than direct connections to the 
branch circuit (e.g. use of power strips.)

Explosion risk - There is a risk of an explosion if the lithium battery (for the CMOS clock) is replaced 
with an incompatible battery type. 

Battery replacement should be performed only by a trained electrician or technician who is able 
to understand all installation and device specifications. 

Lithium battery disposal - Regulations and laws pertaining to the recycling and disposal of lithium 
ion batteries vary from country to country as well as by state and local governments. European 
governments have more strict regulations on the disposal of rechargeable batteries than the USA 
and Canada. Check the laws and regulations where you live before disposing of lithium batteries.
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Chapter 4 HiveManager Appliances
Ethernet and Console Ports
The two operational 10/100/1000-Mbps Ethernet ports use standard RJ45 connector pin assignments that 
follow the TIA/EIA-568-B standard (see Figure 3 on page 109). They accept standard types of Ethernet 
cable—cat3, cat5, cat5e, or cat6. Because the ports have autosensing capabilities, the wiring termination in 
the Ethernet cables can be either straight-through or crossover. Port 1 is reserved for management 
connections, while port 2 is reserved for LAN connections.

Through the RJ45 Console port, you can make a serial connection between your management system and 
the HiveManager appliance. The pin-to-signal mapping is described in "RJ45 Console Port Pin Assignments" 
on page 112.

The serial connection settings are: 9600 bits per second, 8 data bits, no parity, 1 stop bit, and no flow control.

The default login name is admin and the password is Aerohive . After making a connection, you can 
access the Linux operating system.

Table 1 High Capacity 1U HiveManager appliance hardware component descriptions

Component Description

Mounting brackets Mounting brackets allow you to install the chassis in a front- or mid-mount position in 
a standard 19" (48.26 cm) equipment rack. 

Reset button The Reset button allows you to reboot the device or reinstate the default factory 
settings.

Console port The RJ45 Console port allows you to make a console connection using an RS-232 (or 
“null modem”) cable. See "Ethernet and Console Ports" on page 100.

USB ports The USB ports are reserved for internal use.

Status LEDs The status LEDs convey operational states for system power, hard disk drive, and 
port connections. See "Status LEDs" on page 101.

Hard disk drive The High Capcity 1U HiveManager appliance has a 500 GB hard disk drive.

System memory The High Capacity 1U HiveManager appliance has 8 GB of installed system 
memory.

Ethernet ports The two operational Ethernet ports are compatible with 10/100/1000 Mbps 
connections. See "Ethernet and Console Ports" on page 100. 

Cooling fans  System fans and a power supply fan maintain an optimum operating temperature. 
Be sure that air flow through the fan ducts is not obstructed.

Serial number label The serial number label contains the FCC compliance stamp, model number, input 
power specifications, and serial number for the device.

AC power inlet The three-prong AC power inlet is a C14 chassis plug through which you can 
connect the device to a 100 – 240-volt AC power source using the 10-amp/125-volt 
IEC power cord that ships with the product.

On/Off switch The On ( | ) and Off (  ) switch controls the power to the HiveManager 
HiveManager appliance.
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THE HIGH-CAPACITY 1U HIVEMANAGER APPLIANCE
Status LEDs
The LEDs on the front panel of the High Capacity 1U HiveManager appliance indicate the status for power 
and hard disk drive activity through their color (dark or green) and illumination patterns (steady glow or 
blinking). The meanings of the color and patterns for these LEDs are shown in Figure 2.

Figure 2 Front panel LEDs

Rack Mounting the High Capacity 1U HiveManager 
Appliance
You can mount the appliance in a standard 19" (48 cm) equipment rack using standard rack 
screws—typically 3/4”, 1/2”, or 3/8” long with 10-32 threads—and matching washers. The appliance ships 
with two mounting brackets and six bracket attachment screws. Install the mounting brackets at either the 
front or middle of each side of the device (depending on whether you want a front-mount or mid-mount 
position, and attach the appliance in the rack using standard rack screws and washers (see Figure 3).

Figure 3 Mounting the appliance in an equipment rack

1. Position the appliance so that the holes in the mounting brackets align with two mounting holes in the 
equipment rack rails.

2. Insert a screw through a washer, a hole in the mounting bracket, and a hole in the rail (use two screws 
and washers per bracket).

3. Tighten the screw until it is secure.
4. Repeat steps 2 and 3 to secure the other side of the appliance to the rack.
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Device, Power, and Environmental Specifications
Understanding the range of specifications for the High Capacity 1U HiveManager appliance is necessary for 
optimal deployment and operation of the device. The following specifications describe the physical 
features and hardware components, the electrical requirements for the power supply and cord, and the 
temperature and humidity ranges in which the device can operate.

Device Specifications

• Form factor: 1U rack-mountable device
• Chassis dimensions: 17" W x 1 3/4” H x 16 1/3” D (43.1 cm W x 4.4 cm H x 41.5 cm D)
• Weight: 18 lb. (8.2 kg)
• Console port: RJ45 
• USB port: standard Type A USB 2.0 port
• Ethernet ports: six 10/100/1000 Mbps RJ45 LAN ports
• Cooling: Processor - 3x CPU fans with fan duct, 1 system cooling fan

Power Specifications

• ATX (Advanced Technology Extended) autoswitching power supply with PFC (power factor corrector):
• Input: 100 – 240 VAC
• Output: 250 watts

• Power supply cord: Standard three conductor SVT 18AWG cord with an NEMA5-15P three-prong male 
plug and three-pin socket
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The HiveManager Appliance
The HiveManager appliance provides centralized configuration, monitoring, and reporting for multiple 
Aerohive devices. The following are a few of the many benefits that HiveManager offers:

• Simplified installations and management of up to 500 devices
• Profile-based configurations that simplify the deployment of large numbers of devices
• Scheduled firmware upgrades on devices by location
• Exportation of detailed information on devices for reporting

Product Overview
The HiveManager appliance is a central management system for configuring and monitoring devices. You 
can see the hardware components in Figure 4 and read a description of each component in Table 2.

Figure 4 HiveManager appliance hardware components

Table 2 HiveManager appliance hardware component descriptions

Component Description

Mounting brackets The two mounting brackets allow you to mount the HiveManager appliance in a 
standard 19" (48.26 cm) equipment rack. You can also move the brackets to the 
rear of the chassis if you need to reverse mount it.

Console port The two mounting brackets allow you to mount the HiveManager appliance in a 
standard 19" (48.26 cm) equipment rack. You can also move the brackets to the 
rear of the chassis if you need to reverse mount it.

USB port The USB port is reserved for internal use.

Status LEDs The status LEDs convey operational states for the system power and hard disk drive. 
For details, see "Status LEDs" on page 105.
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Ethernet and Console Ports
The two 10/100/1000-Mbps Ethernet ports labeled MGT and LAN use standard RJ45 connector pin 
assignments that follow the TIA/EIA-568-B standard (see Figure 3 on page 109). They accept standard cat3, 
cat5, cat5e, or cat6 Ethernet cable. Because the ports have autosensing capabilities, the wiring termination 
in the Ethernet cables can be either straight-through or crossover.

The pin assignments in the male DB9 Console port follow the EIA (Electronic Industries Alliance) RS-232 
standard. To make a serial connection between your management system and the Console port on the 
HiveManager, you can use a null modem serial cable, use another serial cable that complies with the RS-232 
standard, or refer to the pin-to-signal mapping shown in "DB9 Console Port Pin Assignments" on page 113 to 
make your own serial cable. Connect one end of the cable to the Console port on the appliance and the 
other end to the serial (or COM) port on your management system. The management system must have a 
VT100 terminal emulation program, such as Tera Term Pro© (a free terminal emulator) or Hilgraeve 
Hyperterminal® (provided with Windows® operating systems).

The serial connection settings are as follows: 9600 bits per second, 8 data bits, no parity, 1 stop bit, and no 
flow control.

MGT and LAN 
Ethernet ports

The MGT and LAN Ethernet ports are compatible with 10/100/1000-Mbps 
connections, automatically negotiate half- and full-duplex mode with the 
connecting devices, and support RJ45 connectors. They are autosensing and 
automatically adjust to straight-through and crossover Ethernet cables. The two 
ports allow you to separate traffic between the HiveManager and its administrators 
from traffic between the HiveManager and the Aerohive devices it manages.

System fans The two system fans maintain an optimum operating temperature. Be sure that air 
flow through the system fan vents is not obstructed.

Serial number label The serial number label contains the FCC compliance stamp, model number, input 
power specifications, and serial number for the device.

AC power inlet The three-prong AC power inlet is a C14 chassis plug through which you can 
connect a HiveManager to a 100 – 240-volt AC power source using the 
10-amp/125-volt IEC power cord that ships with the product.

On/Off switch The on ( | ) and off (  ) switch controls the power to the HiveManager appliance.

Power fan The fan that maintains the temperature of the power supply.

The default IP address/netmask for the MGT interface is 192.168.2.10/24. For the LAN interface, the default 
IP address/netmask is 192.168.3.10/24. The IP address of the default gateway is 192.168.2.1.

Table 2 HiveManager appliance hardware component descriptions (Continued)

Component Description
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Status LEDs
The two status LEDs on the front of the appliance indicate various states of activity through color (dark, 
green, amber) and illumination patterns (steady glow or blinking). The meanings of the various color and 
illumination patterns for each LED are shown in Figure 5.

Figure 5 Status LEDs

Rack Mounting the HiveManager Appliance
You can mount the appliance in a standard 19" (48 cm) equipment rack with two rack screws—typically 
3/4”, 1/2”, or 3/8” long with 10-32 threads. The appliance ships with mounting brackets already attached to 
the left and right sides of the front panel. In this position, you can front mount the appliance as shown in 
Figure 6. Depending on the layout of your equipment rack, you might need to mount the appliance in 
reverse. To do that, move the brackets to the left and right sides near the rear before mounting.

Figure 6 Mounting the appliance in an equipment rack

1. Position the appliance so that the holes in the mounting brackets align with two mounting holes in the 
equipment rack rails.

2. Insert a screw through a washer, the hole in one of the mounting brackets, and a hole in the rail.
3. Tighten the screw until it is secure.
4. Repeat steps 2 and 3 to secure the other side of the HiveManager to the rack.

System power
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Device, Power, and Environmental Specifications
Understanding the range of specifications for the HiveManager appliance is necessary for optimal 
deployment and operation of the device. The following specifications describe the physical features and 
hardware components, the electrical requirements for the power supply and cord, and the temperature 
and humidity ranges in which the device can operate.

Device Specifications

• Form factor: 1U rack-mountable device
• Chassis dimensions: 16 13/16” W x 1 3/4” H x 15 13/16” D (42.7 cm W x 4.4 cm H x 40.2 cm D)
• Weight: 13.75 lb. (6.24 kg)
• Serial port: male DB9 RS-232 port (bits per second:9600, data bits: 8, parity: none, stop bits: 1, flow control: 

none)
• USB port: standard Type A USB 2.0 port
• Ethernet ports: MGT and LAN — autosensing 10/100/1000 Base-T Mbps

Power Specifications

• ATX (Advanced Technology Extended) autoswitching power supply with PFC (power factor corrector):
• Input: 100 – 240 VAC
• Output: 250 watts

• Power supply cord: Standard three conductor SVT 18AWG cord with an NEMA5-15P three-prong male 
plug and three-pin socket

Environmental Specifications

• Operating temperature: 32 to 140 degrees F (0 to 60 degrees C)
• Storage temperature: -4 to 176 degrees F (-20 to 80 degrees C)
• Relative Humidity: 10% – 90% (noncondensing)
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Appendix A Related Aerohive Hardware 
Information

This appendix contains descriptions of pin assignments, cabling diagrams, and antenna configuration 
information for Aerohive devices, in the following sections:

• "Power over Ethernet Port Pin Assignments" on page 108
• "Smart PoE" on page 110
• "Aggregate Interface" on page 111
• "Redundant Interface" on page 111

• "RJ45 Console Port Pin Assignments" on page 112
• "Aggregate and Redundant Interfaces" on page 110
• "DB9 Console Port Pin Assignments" on page 113
• "Configuring Antennas" on page 114

• "Single-direction Antennas" on page 114
• "Omnidirectional Antennas" on page 115

• "MIMO" on page 115
• "Using MIMO with Legacy Clients" on page 117
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Ethernet Port Pin Assignments
The following sections contain pin assignments and wiring information for standard and PoE (power over 
Ethernet) Ethernet ports for Aerohive devices.

Standard (non-PoE) Ethernet Port Pin Assignments
Standard (non-PoE) Ethernet ports in Aerohive devices follow the TIA/EIA-568-B standard. Figure 1 shows the 
pin assignments and port LEDs for a non-PoE Ethernet port.

Figure 1 Non-PoE Ethernet port LEDs and pin assignments

Power over Ethernet Port Pin Assignments
The pin assignments in the PoE (Power over Ethernet) Ethernet ports follow the TIA/EIA-568-B standard (see 
Figure 2, Table 1 on page 109, and Figure 3 on page 109). The ports accept standard types of Ethernet 
cable—cat3, cat5, cat5e, or cat6—and can receive power from power-sourcing equipment (PSE) that is 
802.3af-compatible. If you use cat5, cat5e, or cat6 cables, Aerohive PoE devices can also support 
802.3at-compliant PSE. Such equipment can be embedded in a switch or router, or it can come from 
purpose-built devices that inject power into the Ethernet line en route to the device. Because PoE ports 
have autosensing capabilities, the wiring termination in the Ethernet cable can be either straight-through or 
crossover.

Figure 2 Pin assignments for an Ethernet PoE port
T

Link rate LED
Dark: No link
Green: 100 Mbps
Amber: 1 Gbps

(An Ethernet port on a 
HiveManager Appliance)

Link activity LED
Dark: Link is down

Steady amber: Link is 
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Blinking amber: Link is 
up and active  

8 1
Pin numbers

Pin
10/100Base-T
Data Signal

1000Base-T
Data Signal

1 Transmit + BI_DA+
2 Transmit - BI_DA-
3 Receive + BI_DB+
4 (unused) BI_DC+
5 (unused) BI_DC-
6 Receive - BI_DB-
7 (unused) BI_DD+
8 (unused) BI_DD-

Legend: BI_D = bidirectional
A+/A-  B+/B-  C+/C-  D+/D- = wire pairings

ETH0
(View of the ETH0 PoE 

Port on the AP340)

8 1
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ETHERNET PORT PIN ASSIGNMENTS
PoE ports are auto-sensing and can automatically adjust to transmit and receive data over straight-through 
or crossover Ethernet connections. Likewise, they can automatically adjust to 802.3af Alternative A and B 
power delivery methods. Furthermore, when the Alternative A method is used, the ports automatically allow 
for polarity reversals depending on their role as either MDI or MDI-X. In 802.3at, the 1/2 and 3/6 wire pairs 
connect to DC source 1 and 4/5 and 7/8 pairs to DC source 2 in PSE. Although the exact polarity depends 
on the PSE design, the Ethernet ports can support all possible options.

Figure 3 T568A and T568B wiring diagram

Table 1 Ethernet PoE port pin assignments

802.3af Alternative A (data and 
power on the same wires)

802.3af Alternative B 
(data and power on 
separate wires) 802.3af wiring options

Pin Data Signal MDI*

* MDI = Medium-dependent interface for straight-through connections

MDI-X MDI or MDI-X 1 2 3 4

1 Transmit + DC+ DC- - - - DC1+ DC1- DC1+ DC1-

2 Transmit - DC+ DC- - - - DC1+ DC1- DC1+ DC1-

3 Receive + DC- DC+ - - - DC1- DC1+ DC1- DC1+

4 (unused) - - - - - - DC+ DC2+ DC2+ DC2- DC2-

5 (unused) - - - - - - DC+ DC2+ DC2+ DC2- DC2-

6 Receive - DC- DC+ - - - DC1- DC1+ DC1- DC1+

7 (unused) - - - - - - DC- DC2- DC2- DC2+ DC2+

8 (unused) - - - - - - DC- DC2- DC2- DC2+ DC2+

Pin T568A Wire Color
1 White/Green

2 Green

3 White/Orange

4 Blue

5 White/Blue

6 Orange

7 White/Brown

8 Brown

Pin T568B Wire Color
1 White/Orange

2 Orange

3 White/Green

4 Blue

5 White/Blue

6 Green

7 White/Brown

8 Brown

T568A-terminated Ethernet 
cable with an RJ45 connector

T568B-terminated Ethernet 

cable with an RJ45 connector
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T568A and T568B are two standard wiring termination schemes. The only difference between them is that the 
white/green + solid green pair of wires and the white/orange + solid orange pair of wires are reversed.

For straight-through Ethernet cables—using either the T568A or T568B standard—the eight wires terminate at 
the same pins on each end.

For crossover Ethernet cables, the wires terminate at one end according to the T568A standard and at the 
other according to the T568B standard.

Smart PoE
The AP320, AP340, BR200-WP, and SR2024 switch apply the Aerohive concept of smart PoE (power over 
Ethernet) to adjust power consumption as necessitated by varying levels of available power. The AP340 and 
BR200-WP support PoE on the ETH0 or ETH1 interfaces and can draw power through either one or through 
both simultaneously. The SR2024 switch supports PoE power on Ethernet ports 1 through 8. Based on the 
available power that the device detects, it manages internal power use by making the following 
adjustments:

• No adjustments are needed when the power level is 20 W (watts) or higher. If the available power drops 
to a range between 18 and 20 W, the device disables its ETH1 interface, assuming that it is drawing 
power through its ETH0 interface. If it is drawing power solely through its ETH1 interface, then it disables its 
ETH0 interface instead.

• If the power level drops to the 15 – 18 W range, the device then switches from 3x3 MIMO (Multiple In, 
Multiple Out) to 2x3 (see "MIMO" on page 115).

• In rare cases when the power drops between 13.6 and 15 W and further power conservation is 
necessary, the device reduces the speed on its active Ethernet interface—ETH0 or ETH1—from 
10/100/1000 Mbps to 10/100 Mbps. 

• Finally, in the event that there is a problem with the PoE switch or Ethernet cable and the power falls 
between 0 and 13.6 W, the device disables its wireless interfaces and returns its ETH0 and ETH1 interfaces 
to 10/100/1000 Mbps speeds.

Through the application of smart PoE, the device can make power usage adjustments so that it can 
continue functioning even when the available power level drops.

Aggregate and Redundant Interfaces
By default ETH0 and ETH1 act as two individual Ethernet interfaces. When both interfaces are connected to 
the network and are in backhaul mode, the AP transmits broadcast traffic only through ETH0. The AP 
transmits broadcast traffic through ETH1 only when ETH0 does not have network connectivity. When both 
Ethernet interfaces are connected to the network and are in access mode, then the AP transmits broadcast 
traffic through all the access interfaces: ETH0, ETH1, and all wireless subinterfaces in access mode.

In addition to using ETH0 and ETH1 as individual interfaces, you can combine them into an aggregate 
interface (agg0) to increase throughput, or combine them into a redundant interface (red0) to increase 
reliability. The logical red0 and agg0 interfaces support all the settings that you can configure for Ethernet 
interfaces except those pertaining to physical link characteristics such as link speed. See the sections below 
for configuration information.
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AGGREGATE AND REDUNDANT INTERFACES
Aggregate Interface
You can increase throughput onto the wired network by combining ETH0 and ETH1 into a single logically 
aggregated interface called “agg0”. The aggregate interface effectively doubles the bandwidth that 
each physical interface has when used individually. In this configuration, both Ethernet ports actively 
forward traffic, the AP applying an internal scheduling mechanism based on the source MAC address of 
each packet to send traffic through the aggregate member interfaces. To configure an aggregate 
interface, enter the following commands:

interface eth0 bind agg0

interface eth1 bind agg0

In addition to configuring the AP, you must also configure the connecting switch to support EtherChannel. 
For example, the following commands bind two physical Ethernet ports—0/1 and 0/2—to the logical 
interface port-channel group 1 on a Cisco Catalyst 2900 switch running Cisco IOS 12.2:

Switch#conf t

Switch(config)#interface port-channel 1

Switch(config-if)#switchport mode access

Switch(config-if)#spanning-tree portfast

Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/1

Switch(config-if)#switchport mode access

Switch(config-if)#channel-group 1 mode on

Switch(config-if)#spanning-tree portfast

Switch(config-if)#exit

Switch(config)#int fastEthernet 0/2

Switch(config-if)#switchport mode access

Switch(config-if)#channel-group 1 mode on

Switch(config-if)#spanning-tree portfast

Switch(config-if)#exit

Switch(config)#exit

Switch#wr mem

Finally, you must cable the Cisco switch and the AP together: Cisco 0/1 to AP eth0, and Cisco 0/2 to AP eth1.

Redundant Interface
If a single Ethernet link provides sufficient bandwidth and speed, such as a 1000 Mbps link, but you want to 
ensure link redundancy, you can connect the two Ethernet ports to the same switch—or to two different 
switches—and configure them to act as a redundant interface called “red0”. In this mode, only one 
Ethernet interface is actively forwarding traffic at any one time. If eth0 is active and eth1 is passive and eth0 
loses its connection, the AP switches over to eth1. To configure a redundant interface, enter these 
commands:

interface eth0 bind red0 primary

interface eth1 bind red0
Hardware Reference Guide 111



Appendix A 
The interface that you specify as primary is the one the AP uses when both interfaces have network 
connectivity. Because the AP uses eth0 as the primary interface by default, it is unnecessary to specify 
“primary” in the first command above. However, it is included to make the role of eth0 as the primary 
interface obvious. 

Interface Selection for the Default Route
In cases where there are multiple active interfaces in backhaul mode, the AP uses the following logic to 
choose which interface to use in its default route: 

• If there is an Ethernet interface and a wireless interface in backhaul mode, the AP uses the Ethernet 
interface in its default route.

• If there are multiple Ethernet interfaces in backhaul mode, the AP chooses which one to use in its default 
route in the following order:
• It uses red0 or agg0 if either has at least one member interface bound to it and its link state is UP.
• It uses ETH0 if neither red0 nor agg0 has any member interfaces and the link state for ETH0 is UP.
• It uses ETH1 if neither red0 nor agg0 has any member interfaces, the link state for ETH0 is DOWN, and 

the link state for ETH1 is UP.

RJ45 Console Port Pin Assignments
The pin-to-signal mapping for an RJ45 Console port is shown below.

To make a serial connection between your management system and the device, you can use the console 
cable that is available as an extra accessory. Insert the RJ45 connector into the console port, and attach 
the DB9 connector to the serial (or COM) port on your management system. The management system must 
have a VT100 terminal emulation program, such as Tera Term Pro© (a free terminal emulator) or Hilgraeve 
Hyperterminal® (provided with Windows® operating systems). If you want to make your own serial cable and 
adapter, refer to Figure 4 on page 113 and Table 2 on page 113

No extra configuration is necessary on connecting switches to support a redundant interface.

Console Port Pin Signal Direction

1 RTS (Request to Send) Output, unused

2 DTR (Data Terminal 
Ready)

Output, unused

3 TXD (Transmitted Data) Output

4 Ground Ground

5 Ground Ground

6 RXD (Received Data) Input

7 DSR (Data Set Ready) Input, unused

8 CTS (Clear to Send) Input, unused

Because this is a console port, only pins 3, 4, 5, and 6 are currently in use.

CONSOLE

8  7  6  5  4  3  2  1

RJ45 Console port
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DB9 CONSOLE PORT PIN ASSIGNMENTS
Figure 4 Wiring details for making a serial cable with an RJ45-to-Female DB9 adapter

DB9 Console Port Pin Assignments
Some Aerohive devices have a male DB9 serial Console port that allows you to make a console connection 
using an RS-232 (or “null modem”) cable. The management station from which you make a serial 
connection to the HiveManager Appliance must have a VT100 emulation program, such as Tera Term Pro© 
(a free terminal emulator) or Hilgraeve Hyperterminal® (provided with Windows® operating systems). 

The serial connection settings are: 

• Bits per second: 9600 
• Data bits: 8 
• Parity: none 
• Stop bits: 1 
• Flow control: none 

Table 2 Pin assignments for a serial cable with an RJ45-to-female DB9 adapter

Console Port (AP340)
RJ45 to RJ45 
rollover cable

RJ45 to female 
DB9 adapter Management signal

Signal Pin Pin Pin DB9 Pin Signal

RTS (Request to Send) 1 8 1 8 CTS (unused)

DTR (Data Terminal 
Ready)

2 7 2 6 DSR (unused)

TXD (Transmitted Data) 3 6 3 2 RXD

Ground 4 5 4 5 Ground

Ground 5 4 5 5 Ground

RXD (Received Data) 6 3 6 3 TXD

DSR (Data Set Ready) 7 2 7 4 DTR (unused)

CTS (Clear to Send) 8 1 8 7 RTS (unused)

- - - - 9 RI (Ring Indicator, unused)

Rollover cable with 
RJ45 connectors

RJ45-to-female 
DB9 adapter

Console port

COM port 
(on back panel)CONSOLE

Management system

AP340
Hardware Reference Guide 113



Appendix A 
The pin assignments in the male DB9 console port follow the EIA (Electronic Industries Alliance) RS-232 
standard. To make a serial connection between your management system and the console port on the 
HiveManager, you can use a null modem serial cable, use another serial cable that complies with the RS-232 
standard, or refer to the pin-to-signal mapping shown in Figure 5 to make your own serial cable. Connect 
one end of the cable to the console port on the HiveManager and the other end to the serial (or COM) port 
on your management system. The management system must have a VT100 terminal emulation program, 
such as Tera Term Pro© (a free terminal emulator) or Hilgraeve Hyperterminal® (provided with Windows® 
operating systems).

Figure 5 DB9 Console port pin assignments

These pin assignments show a DTE configuration for a DB9 connector complying with the RS-232 standard. 
Because this is a console port, only pins 2, 3, and 5 need be used.

Configuring Antennas
As anyone who has administered a WLAN system knows, configuring the antennas correctly at the outset 
can save you lots of trouble. The external antennas on many Aerohive devices are adjustable, and can be 
patch, directional (single-direction), and omnidirectional antennas. The type of antenna you use determines 
the coverage pattern. 

Single-direction Antennas
The most common external antennas are directional patch antennas that provide coverage in a single 
direction. Most commonly they have a transmission pattern similar to that shown in Figure 6 on page 115. 
Based on the gain, the signal will be wide (like the low gain antenna shown on top) or narrow and long (like 
the high gain antenna shown on the bottom). 

Aerohive devices accommodate external antennas via coaxial jacks on the chassis. These jacks are 
standard male RP-SMA connectors. 

Coverage patterns are not perfect for these antennas and they often broadcast slightly in directions other 
than the primary one. These extra “lobes” can be seen in both of the patterns shown below.

1 2 3 4 5

6 7 8 9

Male DB9 Console port

View of the console 
port on HiveManager

Pin Signal Direction

1 DCD (Data Carrier Detect) (unused)

2 RxD (Received Data) Input

3 TxD (Transmitted Data) Output

4 DTR (Data Terminal Ready) (unused)

5 Ground Ground

6 DSR (Data Set Ready) (unused)

7 RTS (Request to Send) (unused)

8 CTS (Cl  t  S ) ( )

RS-232 Standard Pin Assignments
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MIMO
Figure 6 Directional antenna patterns

Omnidirectional Antennas
You typically orient omnidirectional antennas vertically, positioning them on all devices in the same 
direction. Omnidirectional antennas create coverage areas that can be toroidal (doughnut-shaped) or 
cardioid (heart- or plum-shaped), broadcasting to the sides much more effectively than up or down (see 
Figure 7). In general, this is good for most office environments because you have large flat floors. However, it 
can be a problem in environments with high ceilings.

Figure 7 Omnidirectional antenna radiation patterns

MIMO
MIMO (Multiple In, Multiple Out) is a major WLAN advancement introduced in the IEEE 802.11n standard in 
which multiple RF links are formed on the same channel between the transmitter and receiver 
simultaneously. To accomplish this, the transmitter separates a single data stream into multiple spatial 
streams, one for each RF chain (an antenna + various digital signal processing modules linked to the 
antenna). The transmit antennas at the end of each RF chain then transmit their spatial streams. The 
recipient’s receive antennas obtain streams from all the transmit antennas. In fact, due to multipath, they 
receive multiple streams from each transmit antenna. The receive antennas pass the spatial streams to the 
digital signal processors in their RF chains, which take the best data from all the spatial streams and 
reassemble them into a single data stream once again (see Figure 8 on page 116).

Higher gain

Lower gain

(Bird’s eye view)

Patch 
antennas

Higher gain

Toroidal pattern                                                        Cardioid pattern
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Figure 8 2x2 MIMO (2 transmit antennas x 2 receive antennas)

In previous 802.11 standards, access points and clients each employed a single set of components, or RF 
chain, for transmitting or receiving. Although two antennas are often used for diversity, only the one with the 
best signal-to-noise ratio is used at any given moment, and that antenna makes use of the single RF chain 
while the other antenna remains inactive. A significant improvement that MIMO introduces is to permit each 
antenna to have its own RF chain and for all antennas to function simultaneously. For the AP340, for 
example, you can connect up to three antennas per radio and configure the radio to use two or three 
transmit chains and two or three receive chains.1 Using two or three transmit and receive chains 
simultaneously increases the amount of data that can flow across the WLAN and accelerates the 
processing of that data at each end of the wireless link.

Another major aspect of MIMO is how it turns multipath signals from a curse to a boon. As a radio signal 
moves through space, some objects reflect it, others interfere with it, and still others absorb it. The receiver 
can end up receiving multiple copies of the original signal, all kind of muddled together. However, the 
digital signal processors in the multiple receive chains are able to combine their processing efforts to sort 
through all the received data and reconstruct the original message. 

Furthermore, because the transmitter makes use of multiple RF chains, there is an even richer supply of 
signals for the receive chains to use in their processing. To set the transmit and receive RF chains for a radio 
profile, enter the following commands:

radio profile <name> transmit-chain { 2 | 3 }

radio profile <name> receive-chain { 2 | 3 }

There are two sets of antennas—three antennas per set—that operate concurrently in two different 
frequency ranges: 2.4 GHz (IEEE 802.11b/g/n) and 5 GHz (IEEE 802.11a/n). Using two different frequency 
ranges reduces the probability of interference that can occur when numerous channels operate within the 
same range. Conceptually, the relationship of antennas and radios is shown in Figure 9 on page 117.

1. The convention for presenting the configuration of transmitting and receiving MIMO RF chains is TxR. For 
example, an AP radio functioning in access mode might be configured to use two RF chains for 
transmitting and three for receiving. In that case, its configuration can be presented as "2x3". In general, 
the number of receive antennas is equal to or greater than the number of transmit antennas.

Transmit 
antennas

Digital signal 
processors

RF chains RFsignals  
(multipath object)

Receive 
antennas

Digital signal 
processors

RF chains

802.11n wireless client 
with two antennas

AP340 using two 
antennas

Data
Reassembled 

data
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MIMO
Figure 9 Antennas and radios

The wifi0 interface links to radio 1 (frequency range = 2.4 GHz for IEEE 802.11b/g), and the wifi1 interface links 
to radio 2 (frequency range = 5 GHz for IEEE 802.11a). These interface-to-radio relationships are permanent.

When deciding how many antennas to use, consider the types of wireless clients—802.11n only, 802.11g/n, 
802.11b/g/n, or 802.11a/n—the area needing coverage, and the RF environment.

Using MIMO with Legacy Clients
In addition to supporting up to 300-Mbps throughput per radio for 802.11n clients, MIMO (Multiple In, Multiple 
Out) can improve the reliability and speed of legacy 802.11a/b/g client traffic. When an 802.11a/b/g 
access point does not receive acknowledgment that a frame it sent was received, it resends that frame, 
possibly at a somewhat lower transmission rate. If the access point must continue resending frames, it will 
continue lowering its transmission rate. As a result, clients that could get 54-Mbps throughput in an 
interference-free environment might have to drop to 48- or 36-Mbps speeds due to multipath interface. 
However, because MIMO technology makes better use of multipath, an access point using MIMO can 
continue transmitting at 54 Mbps, or at least at a better rate than it would in a pure 802.11a/b/g 
environment, thus improving the reliability and speed of 802.11a/b/g client traffic.

Although 802.11a/b/g client traffic can benefit somewhat from an 802.11n access point using MIMO, 
supporting such legacy clients along with 802.11n clients can have a negative impact on 802.11n client 
traffic. Legacy clients take longer to send the same amount of data as 802.11n clients. Consequently, 
legacy clients consume more airtime than 802.11n clients do, causing greater congestion in the WLAN and 
reducing 802.11n performance. 

By default, the AP340 supports 802.11a/b/g clients. You can restrict access only to clients using the IEEE 
802.11n standard. By only allowing traffic from clients using 802.11n, you can increase the overall bandwidth 
capacity of the access point so that there will not be an impact on 802.11n clients during times of network 
congestion. To do that, enter the following command:

radio profile <string> 11n-clients-only

You can also deny access just to clients using the IEEE 802.11b standard, which has the slowest data rates of 
the three legacy standards, while continuing to support 802.11a and 802.11g clients. To do that, enter the 
following command:

no radio profile <string> allow-11b-clients

By blocking access to 802.11b clients, their slower data rates cannot clog the WLAN when the amount of 
wireless traffic increases.

PW
R

ETH1

ETH0

W
IFI1

W
IFI0

Radio 1
RF 802.11b/g/n

2.4 GHz

Radio 2
RF 802.11a/n

5 GHz

2.4 GHz (A)

2.4 GHz (B)

2.4 GHz (C)

5 GHz (A)

5 GHz (B)

5 GHz (C)

RP-SMA 
connectors

RP-SMA 
connectors

Cut-away view of the AP340 to show the relationship of the 
antennas and the two internal radios
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