
HiveOS and HiveManager 6.6r1 New Features Guide
This guide describes the new features and feature enhancements introduced in the HiveOS and 
HiveManager 6.6r1 releases. 

New Features and Feature Enhancements
Several new features and feature enhancements were introduced in these releases. You can read 
summaries of these features and enhancements below. Major features are covered in more detail in 
individual sections in this guide. For information about known and addressed issues in these releases, refer to 
the corresponding Aerohive Release Notes.

New and Enhanced HiveOS 6.6r1 Features
The following new features and feature enhancements have been added in the HiveOS 6.6r1 release.

ACSP (Advanced Channel Selection Protocol) Algorithm Enhancements: The Aerohive device channel 
selection process is now enhanced to provide better flexibility in RF (radio frequency) environments, 
such as improvements in power and channel selection. See "ACSP Algorithm Enhancements" on page 3. 

Dynamic DNS Support on BR200: This release introduces support for dynamic DNS for BR200 Series devices. 
Dynamic DNS allows devices to continue to point to a fully qualified domain name even though the IP 
address can change frequently. With dynamic DNS enabled, the router automatically updates DNS 
servers with its active WAN IP address. See "Dynamic DNS Support on BR200" on page 5. 

IPv6 Enhancements: This release adds eleven new IPv6 CLI commands to the ones first introduced in HiveOS 
6.2r1 to ease the transition from IPv4 to IPv6 networks. See "IPv6 Enhancements" on page 6. 

802.1X Concurrent Connection Limit: Aerohive devices functioning as RADIUS servers now have the ability to 
limit the number of concurrent sessions per user. For most implementations, it is necessary to make 
allowances for users with multiple devices. You can now establish a limit that best fits your needs for 
usability and security. See "802.1X Concurrent Connection Limit" on page 7. 

DHCP Reservation and DHCP Relay: In this release, you can determine how an Aerohive branch router that is 
configured as a DHCP server assigns IP addresses to clients. This feature applies to deployed Aerohive 
BR200, BR200-WP, BR200-LTE, and SR2024 (acting as a branch router) devices running HiveOS 6.6r1. This 
feature allows you to pre-allocate and bind MAC-to-IP pairs and import this mapping to HiveManager 
6.6r1. See "DHCP Reservations and DHCP Relay" on page 8.

MAC Address to PPSK Binding Enhancement: This feature eases the restrictions that existed in previous 
releases for MAC address to PPSK (Private Pre-Shared Key) bindings, and improves administration of 
PPSKs. See "MAC Address to PPSK Binding Enhancement" on page 13. 

VLAN Pooling: As people bring more wireless devices, such as wearables, to your network, you need to 
expand the number of devices that your network can support. VLAN pooling, available through the CLI, 
increases the number of VLANs that you can assign to devices (through a user profile configuration) as 
well as balances the load on your network. See "VLAN Pooling" on page 15. 
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HivePort Support on SR Series Switches: In this release, HivePort provides a mechanism to allow an Aerohive 
AP to authenticate to an Aerohive SR Series switch using standard 802.1X protocols, and to ensure that 
clients that connect to the secured switch port are validated by the AP. See "HivePort Support on SR 
Series Switches" on page 16. 

Voice Enterprise Support for AP230: The Aerohive AP230 supports Voice Enterprise (802.11k, 802.11r, and 
802.11v) and WMM-AC (Wi-Fi Multimedia Access Control). Voice Enterprise allows you to leverage the 
capabilities of 802.11k (radio resource management), 802.11r (fast BSS transition), and 802.11v (wireless 
network management) standards to optimize your wireless network performance.

Admin Control of Multicasts and Broadcasts over Wireless: This release gives administrators a way to control 
multicast and broadcast traffic over wireless networks. This ability is important in deployments such as 
warehouses, where the wireless network is used primarily for electronic scanners. In this scenario, 
multicast functionality is not needed and it can deplete the scan gun’s battery. See "Admin Control of 
Multicasts and Broadcasts over Wireless" on page 20. 

iBeacon Location Monitoring: HiveOS 6.6r1 supports iBeacon location monitoring on AP230 with CLI 
commands that enable the AP to monitor, or scan, the iBeacon coverage area for iBeacon transmitters 
and list them. Location monitoring is useful for iBeacon applications that can track and report when a 
client enters or leaves an iBeacon coverage area. See "iBeacon Location Monitoring" on page 21. 

Captive Web Portal Enhancement for Apple: An enhancement has been added to allow you to control 
whether or not the Apple CNA (Captive Network Assistant) application will request credentials when it 
detects the user is behind a Captive Web Portal. See "Captive Web Portal Enhancement for Apple" on 
page 22.

RADIUS Enhancements: Five new RADIUS commands improve the robustness of RADIUS authentication and 
session tracking mechanisms that Aerohive devices use to improve network security. See "RADIUS 
Enhancements" on page 22.

FCC DFS support for AP1130: AP1130 devices now support DFS (dynamic frequency selection), which is 
required when wireless devices are operating in the same regions as active radar systems. Because 
radar systems use part of the 5-GHz band, devices must be able to detect radar activity and select an 
unoccupied channel automatically. 

Country Code Support for AP130, AP230, and AP1130: This release adds support for the following country 
codes to Aerohive devices.

Country Code Supported on the following Aerohive devices

Europe AP130, AP230, AP1130

Brazil AP230, AP1130

Hong Kong AP1130

Japan AP130, AP1130

Mexico AP1130

Saudi Arabia AP230, AP1130

Singapore AP130, AP230, AP1130

South Korea AP130, AP230

Taiwan AP130, AP230, AP1130

UAE AP230, AP1130

Vietnam AP230
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New and Enhanced HiveManager 6.6r1 Features
The following new features and feature enhancements have been added in the HiveManager 6.6r1 release.

Licensing Enhancements: This release extends the license key validation period to 30 days, allowing a 
24-hour grace period for additional opportunities to retry the licenser server. Also, the admin now has 
access to HiveManager Settings page which enables them to make the necessary changes so that 
communication with the license server resumes. See "HiveManager Licensing Enhancements" on 
page 24.

New Applications Visibility and Control Signatures: Three new application signatures have been added to 
this release, Point Click Care, Shoretel, and TestNav, allowing you to monitor, classify, and control traffic 
from these sources. See "New Application Visibility and Control Signatures" on page 24. 

Export Data Enhancements: In this release, all exported graphical reports obtained from the dashboard 
widgets retain data values. See "Export Data Enhancements" on page 25.

HiveOS Feature Enhancements for 6.6r1

ACSP Algorithm Enhancements
Aerohive APs and routers now have enhanced power and channel control when using ACSP. ACSP is the 
protocol that capable Aerohive devices use to communicate and control the selection of channels and 
power settings among themselves by sampling the RF environment. You can tune how ACSP selects 
channels by customizing the list of channels from which the devices can choose.

Customizing the Channel Pool
By default, ACSP-capable HiveOS devices use the US three-channel arrangement, which uses channels 1, 6, 
and 11. Previously, you could choose from four preset channel pools within HiveManager, or you could 
configure the devices to choose from any of the channels based on the RF environment. With the new 
enhancements, you can specify the channel pool explicitly through the Supplemental CLI tool in 
HiveManager. Configuring a custom channel pool in this way can be beneficial in cases where there are 
known, intermittent interference sources, such as a neighboring Wi-Fi network or microwave-emitting 
device.

To configure a custom channel list in the Supplemental CLI tool, do the following:

1. Log in to HiveManager 6.6r1 using an account with super user privileges.
2. Navigate to Configuration > Advanced Configuration > Common Objects > CLI Supplement, click New, 

and then enter the following information:

Name: Enter a name for the CLI command group.

Description: Enter a brief description of this command group, such as what it changes or 
accomplishes. In this case the sequence of commands customizes the channel pool from which ACSP 
chooses channels.

3. In the CLI section, add the following command to choose a three-channel pool that includes channels 
1, 5, and 11:

radio profile <string> acsp channel-model 3-channels 01-05-11

4. Click Save.

You can define either a three-channel or four-channel pool.
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Applying the Supplemental CLI Sequence to Devices
Because supplemental CLI commands are applied to individual devices, you must choose the devices to 
which you want to apply the new channel pool. To select the devices, do the following:

1. Navigate to Configuration > Devices > All Devices, select the devices you want to use the custom 
channels, and then click Modify to display the Modify (Multiple) bulk device modification page.

2. Expand the Advanced Settings section, choose the desired name of the supplemental CLI from the 
Supplemental CLI drop-down list, and then click Save. 

3. Upload the changes to the affected devices.

Additional ACSP CLI Commands
In addition to customizing the channel pool, you can exclude channels from a pool, specify the radio power 
floor, and specify how much a radio is allowed to lower its power incrementally. These features are defined 
in the following list:

Channel Exclusion: You can exclude specific channels from a pool of available channels. If you want to 
exclude multiple channels, enter the following command for each channel on a specified radio:

interface <wifix> radio channel exclude <string>

The following link points to the AP230 CLI Reference Guide entry for this command:

http://www.aerohive.com/330000/docs/help/english/documentation/cli_guide_ap230_6-6r1.htm#cm
d458

Transmit Power Floor: You can configure the device not to transmit below a specified power on a specified 
radio. By default, the power floor on devices running HiveOS 6.6r1 is 5 dBm. To establish a transmit power 
floor, enter the following command:

interface <wifix> radio power auto floor <number>

The following link points to the AP230 CLI Reference Guide entry for this command:

http://www.aerohive.com/330000/docs/help/english/documentation/cli_guide_ap230_6-6r1.htm#cm
d461

Maximum Power Drop: When a device samples the RF environment, it can adjust its transmit power. You can 
configure a radio not to reduce its transmit power more than a specified amount at a time on a 
specified radio. By default, the maximum power drop on devices running HiveOS 6.6r1 is 9 9dBm. The 
following command can be used to prevent coverage holes caused by excessive power reductions:

interface <wifix> radio power auto maxdrop <number>

The following link points to the AP230 CLI Reference Guide entry for this command:

http://www.aerohive.com/330000/docs/help/english/documentation/cli_guide_ap230_6-6r1.htm#cm
d462

Client Transmit Power Control (TPC): Client TPC allows the AP to control the transmit power of its clients by 
sending a management frame containing a Power Constraint information element. The contents of 
information element provide supported clients with the maximum power level at which they can 
transmit. Client TPC is used to prevent co-channel interference by adjusting the transmit power of 
co-located stations. You can use the following command to set a specified maximum transmit power 
for clients of the AP:

interface <wifix> radio tx-power-control <number>

For details about how to upload a configuration to devices, see the online Help system.
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Or, you can use the following command to allow the AP to specify the client transmit power based on 
the RF environment, which is the default setting:

interface <wifix> radio tx-power-control auto

The following link points to the AP230 CLI Reference Guide entry for this command:

http://www.aerohive.com/330000/docs/help/english/documentation/cli_guide_ap230_6-6r1.htm#cm
d465

You can find additional information about these and other commands, including valid value ranges and 
default values, in the CLI Reference Guide in the online Help system by navigating to Reference Material 
> Training Videos and Documentation, expanding the CLI Reference Guides for HiveOS 6.6r1 (in HTML 
format) section, and then clicking the appropriate link for your hardware. 

Dynamic DNS Support on BR200 
Dynamic DNS allows routers to continue to point to a fully qualified domain name even though the IP 
address may change frequently. Dynamic DNS automatically updates a DNS server with the active Dynamic 
DNS host names, addresses, and other information. Dynamic DNS is disabled by default.

To configure and enable Dynamic DNS, you must first register your BR200 host name with the DNS service 
provider. For this release, Aerohive supports DynDNS and No-IP DNS services. 

Once you have registered your router’s host name, to enable Dynamic DNS globally in HiveManager, 
navigate to Home > Administration > HiveManager Services > Dynamic DNS Service Settings. Select the 
check boxes for Dynamic DNS Service Settings and Enable Dynamic DNS Service. Enter the following 
information and then click Update.

Service Provider: Select the button for the DNS service you want to use. Aerohive currently supports 
DynDNS and No-IP.
User Name: Enter the user name for the Dynamic DNS service account.
Password: Enter the password for your DNS service account.
Domain: Enter the domain for the DNS service account.

HiveManager automatically generates a DNS name using the host name and domain of the router that you 
registered in the DNS service. Then the router updates the Dynamic DNS system any time there is a change in 
the router’s WAN IP address. The Dynamic DNS service propagates this information to all DNS servers, so that 
users can continue to access their router through the host name instead of changing IP addresses. For 
example, if you registered the host name "BR-office", HiveManager generates the following DNS name: 
"BR-office.dynamicdns.com". 

You can override the global Dynamic DNS setting for individual routers. This is helpful if you need to move or 
add routers, if you are changing the naming convention for your routers, or if you do not want 
"dynalias.com" appended to the host name. 

To configure a router-specific override, navigate to Monitor > Devices > All Devices (or Monitor > Devices > 
Routers). Select the check box for the router on which you want to enable an override, and then select 
Modify. In the dialog box that appears, make the following changes and then click Update.

Override Dynamic DNS Service Settings: Select this check box to override any global Dynamic DNS 
service settings.
Enable Dynamic DNS Service: Select this check box to enable Dynamic DNS for the selected device. 
Service Provider: Select the button of the DNS service you will use, either DynDNS or No-IP.
User Name: Enter the user name that you are using for the Dynamic DNS service.
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Password: Enter the password for your DNS service account. To see the characters you are typing, clear 
the Obscure Password check box.)
Host Address: Enter the host name of the BR200 that will be using the Dynamic DNS service.

IPv6 Enhancements
This release adds eleven new IPv6 CLI commands to those first introduced in HiveOS 6.2r1 to ease the 
transition from IPv4 to IPv6 networks. These CLI commands allow you to manually configure IPv6 addresses 
and automatically assign an IPv6 address using SLACC (stateless address auto configuration). In addition, 
you can use the new IPv6 commands to configure DHCPv6 and DNS servers. 

On a device, you configure these commands by using a console interface or you enter these commands 
using the SSH option in HiveManager. In addition, the Supplemental CLI tool in HiveManager allows you to 
upload a file containing these IPv6 CLI commands to multiple Aerohive devices simultaneously.

Configure an IPv6 Address
The following commands allow you to configure an IPv6 address for an existing management interface. You 
choose the management interface and then enter the IPv6 address and subnet mask. To enter an EUI-64 
(Extended Unique Identifier) interface as the IPv6 address, you must enable the [eui-64] option at the end of 
the command string. Also, you can enter a link-local address for the IPv6 address. 

To enter the management interface name, the IPv6 address, and subnet mask using the EUI-64 interface 
identifier option, the command syntax is:

[no] interface <mgtx> ipv6 <ipv6_addr/mask> [eui-64]

To enter the management interface name and a link-local IPv6 address, the command syntax is:

[no] interface <mgtx> ipv6 <ipv6_addr> link-local 

Assign an IPv6 Address

The following commands allow you to assign IPv6 addresses to clients automatically using the SLACC auto 
configuration feature, and to display the client IPv6 addresses that are associated to a specified interface. 

To enable IPv6 auto configuration using SLACC, the command syntax is: 

[no] interface <mgtx> ipv6 autoconfig 

Display IPv6 Information

The following command allows you to display Layer 3 IPv6 interface information such as the IPv6 addresses, 
the scope of the addresses (local or global), and whether the interface is enabled, or disabled. 

To display the Layer 3 interface for each IPv6 interface, the command syntax is: 

show l3 interface ipv6 

The process of formulating an EUI-64 interface identifier consists of several steps, and is derived from a 
48-bit Ethernet MAC address. The IEEE Appendix A of RFC 4291 explains how to create the identifiers. 
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Set an IPv6 Routing Entry

The following commands allow you to set a routing entry by entering the IPv6 address, subnet mask, 
gateway IP address, and a metric which is the value that a router uses to determine the best path to an IPv6 
destination. A single IPv6 IP address can have multiple metric numbers. The default metric number is 0. The 
range is 0 to 32766.

To set up an IPv6 address, subnet mask, gateway, and metric, the command syntax is:

[no] ipv6 route <ipv6_addr/mask> gateway <ipv6_addr> metric [numbers]

To set up an IPv6 address for a specific management interface, the command syntax is: 

[no] ipv6 route <ipv6_addr/mask> <mgtx> gateway <ipv6_addr> metric [numbers]

To set up the default route and gateway for a specific interface, the command syntax is:

[no] ipv6 route default <mgtx> gateway <ipv6_addr> metric [numbers] 

Display an IPv6 Routing Table
The following command allows you to display an IPv6 routing table. Items displayed include the metric 
number, the enabled interfaces, and the destination addresses. 

To display the information, the CLI command syntax is:

show ipv6 route 

Assign IPV6 Addresses to DHCPv6 Clients

The following commands allow you to assign IPv6 addresses to clients using a DHCPv6 server. These 
commands allow you to display a specific interface, clients, and their assigned IPv6 addresses. 

To automatically provide IPv6 addresses to clients using a DHCPv6 server, the command syntax is:

[no] interface <mgtx> ipv6 dhcp client

To display client IPv6 addresses that associate to a specific interface, and provided by a DHCPv6 server, 
the command syntax is: 

show interface <mgtx> ipv6 dhcp client 

Configure a DNS Server 

The following command allows you to configure a DNS server for use in an IPv6 network. 

To configure the primary, secondary, and tertiary IPv6 addresses of a DNS server, the command syntax is:

[no] dns server-ip <ip_addr|ipv6_addr> [second|third]

802.1X Concurrent Connection Limit
Aerohive RADIUS servers can limit the number of concurrent sessions that a user can maintain. Although it is 
common for users to possess multiple network-enabled devices, it is sometimes necessary to discourage their 
concurrent use for security reasons. When you are logged in as a superuser, you can limit a user to a specific 
number of devices that can connect to the network simultaneously. 
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To configure an Aerohive RADIUS server with a device-connection limit, do the following:

1. Log in to HiveManager 6.6r1 using an account with superuser privileges.
2. Navigate to Configuration > Advanced Configuration > Authentication > Aerohive AAA Server Settings, 

click New, and then enter the following information:

Name: Enter a name for your RADIUS server object. The name can be up to 64 characters long, but 
cannot include spaces.

Description: Enter a brief description of the RADIUS server object. This is an optional field.

By default Aerohive RADIUS servers are configured to use a local database without a specific user group 
selected, although several groups might be available. To choose a local user group, expand the 
Database Settings section, ensure that the Local Database tab is selected, choose the desired local user 
group from the Available Local User Groups list, and then click the right arrow(>)to move the user group 
into the Selected Local User Groups list.

3. Expand the RADIUS Settings section, select Enable RADIUS Server > RADIUS Accounting Settings, and 
then enter the following information:

Active Session Limit: Enter the number of concurrent connections you want to allow for each user 
session. By default, this value is zero, which allows an unlimited number of concurrent user sessions. You 
can define a maximum by entering a value from one to 15.

Age Timeout for Active Session: Enter the number of seconds that you want to allow the active user 
session to remain valid. You can enter a value from 30 to 300000000 seconds (9.5 years).

DHCP Reservations and DHCP Relay
The DHCP Reservations and DHCP Relay enhancements in this release support two types of network 
deployments. With DHCP Reservations, you can control the assignment of IP addresses to specific clients 
when you are using the DHCP server feature on Aerohive BR200, BR200-WP, BR200-LTE, and SR2024 (acting as 
a branch router) devices running HiveOS 6.6r1. HiveManager 6.6r1 allows you to pre-assign MAC and client 
IP addresses that are permanently bound to each other while allowing the network to use DHCP services to 
automatically assign IP addresses to clients.

Before the DHCP Reservations enhancement, you had to manually assign static IP addresses to specific 
clients which was time consuming. If the client device, such as a printer or cash register, was moved to 
another network, it needed to be re-configured manually. With this enhancement, if client devices are 
relocated, the DHCP server in the new subnet can automatically assign pre-allocated IP addresses. Also, 
you can quickly identify new or unidentified machines by their IP address which is useful for troubleshooting. 

The DHCP Relay enhancement supports deployments when a centralized DHCP server (for example, at 
corporate headquarters) is used. When you enable DHCP Relay, then the DHCP server feature on Aerohive 
branch routers is disabled so that routers redirect DHCP service requests to the centralized DHCP server.

The following topics are described:

• "Configure DHCP Relay to Support a Centralized DHCP Server" on page 9
• "Set the Network Branch Router Subnet Address Assignment for DHCP Servers" on page 10
• "Set the Network Reservation of Client MAC and IP Addresses for DHCP Servers" on page 11
• "Display and Override Branch Router Reservation Mapping" on page 12
• "Export a Branch Router Reservation and a Client Reservation Map" on page 12
• "Display DHCP Client Allocations" on page 12

If there are no user groups configured, you must first create a user group. You can do this from the 
Aerohive AAA Server Settings page by clicking New ( + ). For more information about creating user 
groups, see the online Help system.
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Configure DHCP Relay to Support a Centralized DHCP Server 
To support a centralized DHCP server on an Aerohive branch router, you need to configure DHCP Relay. If 
you have deployed a centralized DHCP server on your network, you must first enable DHCP Relay on an 
Aerohive branch router so that the DHCP server function on the branch router is disabled, allowing the 
device to redirect client DHCP requests to a centralized DHCP server. The branch router now behaves as a 
proxy for client DHCP requests and no longer performs DHCP services.

To modify an existing network profile to enable and configure DHCP Relay, use the following procedure. 
After you have entered the required information, including the IP addresses of the primary and secondary 
centralized DHCP servers, click Save. 

To enable and configure DHCP Relay, do the following:

1. Navigate to Configuration > Networks and then click a network object name. Use the drop-down 
lists to choose the type of Web Security (such as Barracuda or WebSense) and DNS Service (use an 
existing service or add a new one), and then enter a useful description. 

2. Select the check box next to Enable DHCP relay. (When DHCP relay is enabled, HiveManager does 
not allow you to select the check box next to Enable DHCP server in the DHCP Settings section.)

3. Enter the Primary DHCP Server IP address and then enter the Secondary DHCP Server IP address in 
the associated fields.

4. From the Network Type drop-down list, choose Guest Use or Internal Use. These two selections are 
available if you are modifying a network object used in a network policy that defines a 
management network. 

The DHCP Relay and the DHCP functions are mutually exclusive. In other words, the router can behave 
either as a relay (or a proxy) and redirect DHCP broadcasts and unicast messages to a centralized 
DHCP server or, it can assign IP addresses to clients as a DHCP server. Also, there is usually only one 
DHCP Relay for one subnet and, typically, it is the branch router. 
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5. Configure the DHCP Address Pool (for use by a centralized DHCP server) of the subnet by clicking 
New, or modify an existing network object. In the dialog box that appears, use the handles on both 
ends of the slider to reserve addresses within the pool and drag the controls to configure the pool 
size. For more information, see the online Help system.

6. Perform a complete update of the network policy on the router to enable DHCP Relay functionality. 
When you perform an update, clients associated to the router are momentarily disconnected when 
the router is rebooting.

Set the Network Branch Router Subnet Address Assignment for DHCP 
Servers
Typically, the branch router deployed in a remote branch office has a specific subnet range of IP addresses 
that has been assigned to it, and a corresponding DHCP address pool consisting of a portion of IP addresses 
within the subnet range. Using a CSV-formatted file, you can map all of your deployed branch routers to 
their corresponding subnets by entering their unique MAC addresses and their subnet address (gateway IP 
address). For example, if Site 1 is the branch router for New York City, then in the CSV-formatted file, you must 
list the MAC address of the branch router used and its gateway IP address.

The gateway IP address must be within the subnet range of IP addresses for a specific site. For Aerohive 
devices, it is typically the first IP address of the subnet range. For example, a subnet that consists of IP 
addresses in the range of 10.155.20.0 to 10.155.20.51. In this example, the gateway IP address is 10.155.20.1. 
When you import the CSV-formatted file with this mapping information, HiveManager reserves this gateway 
IP address, and the related subnets for the branch router.

Before you can reserve a branch router to a specific subnet (gateway IP address), you must first select an 
existing network object and then configure the options for the subnetwork, including specifying the DHCP 
address pool. If the check box, Enable DHCP relay is selected, you must first clear it. When you are finished 
with configuring the network object, click Save. Then you can import the branch router’s reservation map by 

If you select Guest Use, you must also enter the IP address of the guest network. 

You can increase or decrease the number of IP addresses in the pool by one unit at a time by 
highlighting the square control knob, and pressing the right or left arrows on your keyboard. By 
default, no IP addresses are reserved.

There are two limitations of the DHCP Relay enhancement feature. The first limitation is that DHCP 
Relay applies only to internal and guest networks. The function does not apply to management 
networks.

The second limitation is that client DHCP requests to a centralized DHCP server function only if VPN 
tunnels are set up between the centralized DHCP server, typically deployed in corporate 
headquarters, and branch routers at all branch office locations. Client DHCP requests to a 
centralized DHCP server do not function through a service provider's WAN connection. 
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expanding the Allocate a DHCP Reservation List in CSV format section. The required CSV file (with a .csv 
extension) must include the branch router’s MAC address, and its gateway IP address (GW IP address). After 
you have prepared the CSV file, click Browse, navigate to the CSV file you created, select it, and then click 
Import. 

Here is an example using an Excel spreadsheet. The highlighted cells must be blank. Save this information as 
a .csv file when you have completed the mapping.

The CSV-formatted file used in this example also includes the MAC-to-IP binding for clients in addition to the 
branch router and gateway IP address reservation map. You can upload branch router address 
assignments and the MAC-to-IP binding in the same spreadsheet. However, you must leave the yellow 
highlighted areas that are in the same row as the gateway IP address blank. Also, a branch router’s MAC 
address must only be imported once because subsequent, duplicate, entries are ignored.

You can also upload additional MAC-to-IP bindings using a separate CSV-formatted file. You must include 
the following headings: BR MAC Address, Client Device MAC Address, Client Device IP Address. and 
Description. The Description column is mandatory; however, the actual description is optional. The next 
section describes this in greater detail.

Perform a complete update of the network policy to the router to activate the DHCP Reservations feature. 
When you perform an update, clients associated to the router are momentarily disconnected when the 
router is rebooting.

Set the Network Reservation of Client MAC and IP Addresses for DHCP 
Servers
When a client makes a request to associate to an SSID, the Aerohive DHCP server automatically assigns the 
client an IP address from the available IP addresses in the DHCP pool of the subnet assignment of the 
branch router. The DHCP server determines which IP address to assign to a client. This release gives you 
control of which IP address the DHCP server automatically assigns a specific client based on its unique MAC 
address. 

To reserve client MAC-to-IP address pairs that an Aerohive DHCP server running on a branch router can 
assign to clients, you must first select an existing network object. Then you can configure the options for the 
subnetwork. If the check box, Enable DHCP relay is selected, you must first clear it. When you are finished 
with configuring the network object profile, click Save. Then import the desired MAC-to-IP mapping by 
navigating to the Configuration > Networks > Edit page and expanding the Allocate a DHCP Reservation List 
in CSV format section. The required .csv file must include the branch router MAC address, client MAC IDs, 
and their bound IP addresses.

The steps to import pre-assigned MAC-to-IP assignments using a .csv file are the same as described in the 
previous section, with the following differences: 

• If you have previously entered the gateway IP address (under the GW IP Address heading in the .csv 
file) for the specific branch router, you do not need to enter it again. 

In the following example, only one branch router is listed. You can enter additional branch routers by 
entering their MAC addresses and their corresponding MAC-to-IP assignments in the .csv spreadsheet. 
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• Enter the branch router’s MAC address (BR MAC address in the .csv file), the Client Device MAC 
address, and the Client Device IP address. These columns specify the MAC-to-IP address binding for 
the specific branch router. The branch router’s DHCP server assigns these specific IP addresses to 
clients when they make DHCP requests. The Description column is mandatory. However, it is optional 
to include an actual description such as "LizPrinter" in the following image. 

Display and Override Branch Router Reservation Mapping
HiveManager displays the results of the most current imported CSV-formatted file for each local branch 
router. You can make changes in this section to override the imported information. To edit the information, 
navigate to Monitor > Routers. Select the router corresponding to the MAC address listed in the .csv file. On 
the page that appears, scroll down to the Client Reservation Details section.

You can use the Add, Edit, and Remove buttons to change the assignments one item at a time. When you 
make a change, it overrides the information imported to HiveManager from the .csv file. You need to enter 
an external IP address when the same local IP address range is used at each branch location or subnet.

Export a Branch Router Reservation and a Client Reservation Map
HiveManager can provide you with a list of the branch router subnet reservations and client reservations. To 
display this list in a .csv file, do the following:

1. Navigate to Configuration > Networks and select an existing network object. 
2. Clear the Enable DHCP relay check box. 
3. Expand Allocate a DHCP Reservation List in CSV format. 
4. Click Export. 
5. In the Windows dialog box that appears, select Open with Microsoft Excel or Save File.

Display DHCP Client Allocations
You can view IP addresses assigned to clients by navigating to Configuration > Routers. Select the check box 
next to the router that you want to display and then navigate to Utilities > Diagnostics > Show DHCP Client 
Allocation. 

On the Client Reservations Details section, only the Description field can be modified using the Edit 
button. To modify, select the check box in front of the item, and then make changes in the description 
field. 
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MAC Address to PPSK Binding Enhancement
In previous releases, when a PPSK (Private Pre-Shared Key) was bound to a single MAC address of a personal 
device and the device was reset to a factory defaults or a user forgot the assigned PPSK, the admin had to 
intervene. This release enables a single PPSK to bind to multiple MAC addresses, and multiple PPSK bindings 
to bind to a single MAC address. This feature enhancement allows more flexibility for the maintenance and 
management of PPSK distribution to users.

Display the SSID-to-User Assignment Bound to a MAC Address
The following command allows you to display the SSID and user assigned to a given MAC address binding 
value by providing a MAC address, user name, or both. The syntax of the command is:

show auth mac-binding <SSID-string> <mac-address> <user-name>

Examples

This example allows you to display all the SSID MAC binding information for SSID "ppsk-mac-binding":

AH-0eefc0# show auth mac-binding ppsk-mac-binding

mac-binding information for SSID: ppsk-mac-binding
No.  MAC Address  User Name  User Index
------ --------------- -------------------------------- ----------
1  0100:0001:0000  auto0001  0
2  0100:0001:0000  auto0002  1
3  0100:0001:0000  auto0003  2
4  0100:0001:0001  auto0003  2  
5  0100:0001:0011  auto0003  2
6  0100:0001:0111  auto0003  2
7  0100:0001:1111  auto0003  2
AH-0eefc0#

You need to enter the MAC-address-to -PPSK binding commands on the Aerohive device acting as a 
PPSK server.

Syntax Description

mac-binding Show the MAC address binding information

<SSID-string> Enter the name of the SSID using private PSK 
authentication (1-32 chars)

<mac-address> MAC address

<user-name> User name
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This example allows you to display the SSID MAC binding information for the user name "auto0001":

AH-0eefc0# show auth mac-binding ppsk-mac-binding auto0001

mac-binding information for SSID: ppsk-mac-binding
No.  MAC Address  User Name  User Index
------ --------------- -------------------------------- ----------
1  0100:0001:0000  auto0001  0

This example allows you to display the SSID MAC binding information for the MAC address 
"0100:0001:0011":

AH-0eefc0# show auth mac-binding ppsk-mac-binding 0100:0001:0011

mac-binding information for SSID: ppsk-mac-binding
No.  MAC Address  User Name  User Index
------ --------------- -------------------------------- ----------
1  0100:0001:0011  auto0003  2
AH-0eefc0#

Configuring the PPSK-to-MAC Binding Limitation
The following commands allow you to configure the PPSK-to-MAC address binding limitation so that either 
one MAC address is bound to multiple PPSKs or one PPSK is bound to multiple MAC addresses. 

security-object <SSID-string> security private-psk mac-binding-keys-per-mac 
<number-per-mac>

security-object <SSID-string> security private-psk mac-binding-macs-per-key 
<number-per-key >

Examples

This example binds up to two PPSKs to the same MAC address:

security-object Employee security private-psk mac-binding-keys-per-mac 2

This example binds up to five MAC addresses to a single PPSK:

security-object Employee security private-psk mac-binding-macs-per-key 5

Syntax Description

security-object Set parameters for a security object controlling 
network access through the SSIDs and Ethernet 
interfaces to which it is applied

<SSID-string> Enter the name of the SSID using private PSK 
authentication (1-32 chars)

security private-psk 
mac-binding-keys-per-mac

Set the number of PPSK s that are permitted to bind 
to the same MAC address

<number-per-mac> Enter the number of MAC addresses. The default is 
one. The range is 1-5.

security private-psk 
mac-binding-macs-per-key

Set the number of MAC addresses that are permitted 
to bind to one PPSK

<number-per-key> Enter the number of keys. The default is one. The 
range is 1-5.
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Removing the MAC Address Binding
The following commands allow you to remove the MAC address binding from a MAC address, PPSK, or both. 
Here is the syntax of these commands:

exec auth <SSID-string> ppsk-mac-unbinding mac <mac-address>

exec auth <SSID-string> ppsk-mac-unbinding ppsk <ppsk-secret-string>

exec auth <SSID-string> ppsk-mac-unbinding mac-ppsk <mac-address> <ppsk- 
secret-string>

Example

This example shows how to remove the PPSK MAC address binding called "test-ssid" from the MAC 
address 019:7712:2312:

exec auth test-ssid ppsk-mac-unbinding mac 0019:7712:2312

VLAN Pooling
With the Internet of Things, including wearables, people are bringing more devices to your network every 
day. VLAN pooling accommodates the increasing number of wireless devices by supplying a pool of VLANs 
that HiveOS automatically assigns to client devices. For both wireless and wired traffic, VLANs are assigned in 
round-robin fashion to evenly distribute the CPU load on your network and provide enhanced wireless 
performance. VLAN pooling is available for APs and branch routers via the CLI or the Supplemental CLI in 
HiveManager.

VLAN pooling allows you to span the same set of VLANs in multiple locations. This solution distributes the total 
number of users to multiple VLANs and, thereby, reduces the broadcast traffic over your network. Wireless 
broadcast traffic across clients with different VLANs can still be seen by the monitoring, Application Visibility 
and Control widgets, and reporting in HiveManager. 

After you assign a range of VLANs to a VLAN pool (or group) and then assign a group to a user profile, 
HiveOS automatically assigns individual VLANs from the VLAN pool to client devices. You can assign only 
one VLAN group to a user profile. However, you can assign the same VLAN group to multiple user profiles.

Syntax Description

exec auth Execute an authentication module command

<SSID-string> Enter the name of the SSID using private PSK authentication (1-32 
chars)

ppsk-mac-unbinding Execute a PPSK MAC address unbinding command

mac <mac-address> Remove the PPSK-MAC address binding from a MAC address

ppsk <ppsk-secretstring> Remove the PPSK-MAC address binding from a PPSK

mac-ppsk Remove the PPSK-MAC address binding from both the MAC 
address and PPSK

The VLAN pooling command is not available from the SR Series switch platforms.
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To create a VLAN pool, first create a VLAN group. The command syntax is:

vlan-group <string> <number> <number>

Then assign the VLAN group name to a user profile. The command syntax is:

user-profile <string> vlan-group <string>

Example

In the following example, the VLAN group is "InsideSales" with the VLAN ID range from "100" to "500". The user 
profile is "Sales":

vlan-group InsideSales 100 500

user-profile Sales vlan-group InsideSales

HivePort Support on SR Series Switches
Aerohive HivePort provides a mechanism to allow an Aerohive AP to authenticate to an SR Series switch 
using standard 802.1X protocols, and to prevent clients from connecting to the secured switch port without 
being validated explicitly by the AP. The following figure illustrates how HivePort secures a switch port.

During normal switch operation, the switch (when in the learning state) learns the MAC addresses of all 
devices connected to its ports, including devices that are connected to its ports through other devices. For 
example, a switch learns the MAC address of an AP connected to it, along with the MAC addresses of the 
clients connected to the AP. 

Syntax Description
vlan-group Set a VLAN group
<string> Enter the VLAN group name (1-32 characters) 
<number> Enter the first VLAN ID in the range (1-4094)
<number> Enter the last VLAN ID in the range (1-4094)

Syntax Description
user-profile Set parameters for a user profile 
<string> Enter the user profile name (1-32 characters) 
vlan-group Set a VLAN group
<name> Enter the VLAN group name (1-32 characters) 
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By contrast, enabling HivePort disables MAC learning on the relevant Aerohive switch port. Instead of 
learning MAC addresses, the Aerohive AP sends the switch the MAC addresses of the clients listed in its 
roaming cache along with the MAC address of the AP itself.

Because the Aerohive AP and switch work together as 802.1X supplicant and authenticator, respectively, 
you must configure both devices. Although it is not required, configuring the AP and the switch in the same 
network policy is recommended. Keeping devices that work together within the same configuration profile, 
eases setup and troubleshooting.

Configuring HivePort
To configure HivePort, some pre-configuration staging might be required to satisfy the HivePort operation 
requirements. For example, because the AP is acting as an 802.1X supplicant, an authentication server that 
supports 802.1X must be configured on the network with a user account for the AP in the user store, that the 
user can authenticate on a wired port, and that a valid CA certificate exists in the certificate store.

The AP must send its MAC address to the switch to be included in the set of allowed devices, otherwise the 
switch prevents the AP from connecting, which in turn prevents any clients from connecting.

HivePort supports the use of third party switches that support 802.1X authentication on a trunk port. See 
your switch documentation for details regarding the configuration of trunk ports using 802.1X 
authentication.

0100-0000-aaaa

0100-0000-0003

0100-0000-0001

0100-0000-0002

Roaming
Cache

The AP roaming 
cache contains the 
MAC addresses of 
the three clients.

0100-0000-aaaa

Roaming
Cache

0100-0000-0001
0100-0000-0002
0100-0000-0003

The AP forwards the 
contents of its 
roaming cache along 
with its own MAC 
address to the switch.

Securing a Switch Port with HivePort

Only devices that connect to 
the switch through the AP 
are allowed to access the 
trunk port.
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To configure HivePort, do the following:

1. Log in to HiveManager using an account with Configuration and Monitoring or Super User privileges.
2. Click Configuration, choose a network policy that supports switching from the dialog box, and then click 

OK to proceed to the Configuring Interfaces and User Access panel.

Configuring the Switch Port
To configure a switch port, you must create new device template or modify an existing one. In this example, 
you create a new template. To configure the switch port to authenticate HivePort-enabled APs, do the 
following:

1. Click Choose next to Device Templates, and then click New in the dialog box to create a new template.
2. Enter the following information, and then click Save:

Name: Enter a useful name for your switch port template.

Description: Enter a useful description.

Device Models: Click Device Models, choose the model on which you want to configure HivePort, and 
then click OK.

3. By default, the template you just created is highlighted. Click OK to choose it.
4. Select each port on which you want to use HivePort by clicking each port icon, and then click 

Configure.

Switch ports support either HivePort or spanning tree, but not both. As a result, if you set a switch port to 
HivePort, do not enable any spanning tree protocols on that port.

Alternatively, you can create a new network policy; however, doing so might require the additional 
tasks of creating SSIDs for wireless clients.

RADIUS 
Server

Aeroh
ive

HiveManager 
Online

RADIUS server contains 
the user account to which 
the AP authenticates.

SR Series Switch Aerohive AP

CA

Minimum HivePort
Pre-Configuration

Requirements

CAPWAP 
Connection

To function, HivePort requires an 802.1X infrastructure, and for the 
AAA server (usually a RADIUS server or Microsoft NPS) that contains 
a user account for the HivePort APs and a valid CA certificate.
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5. To create a new HivePort port type (called Secure Port), click New, enter the following information, and 
then click Save:

Name: Enter a useful name for the port type.

Description: Enter a useful description.

Port Type: Click Secure Port.

Trusted Traffic Source: (select)

6. Click OK to return to the network policy configuration page.

Configuring the AAA Client
In the following steps, you configure HiveManager to refer HivePort 802.1X requests to your RADIUS server.

1. In the Port Types section, click the <RADIUS_Settings> link for your new HivePort port type, and then click 
New in the dialog box that appears.

2. Enter the following information, and then click Apply:

RADIUS Name: Enter a useful name for this RADIUS client object. 

IP Address/Domain Name: Enter the IP address or domain name of the RADIUS server.

Server Type: Choose whether the server is an authentication server, an accounting server, or both.

Shared Secret: Enter the shared secret for the RADIUS server.

Server Role: Choose whether the server you are using is the primary server or a backup.

3. Click Save to return to the network policy configuration page.

Configuring Trunk Port VLANs
Trunk ports allow you to support a specific set of VLANs. To configure the VLANs you want to support on the 
HivePort trunk, click Add/Remove in the VLAN column of your HivePort port type, enter the following 
information, and then click OK to return to the network configuration page:

Native VLAN: Enter the VLAN ID of the native VLAN. By default, this value is 1.

Allowed VLAN: Enter the VLANs that you want to allow on this trunk port. You can separate individual 
VLANs by commas ( , ) and indicate a range of VLANs using a hyphen ( - ). To allow any VLAN traffic, 
enter the word all.

Enabling HivePort Operation on APs
Because configuring APs to authenticate to the HivePort switch port occurs at the network policy level, all 
APs in the network policy are able to function as 802.1X supplicants. If you do not want HivePort to function 
on a particular AP, then you can leave the switch port to which the AP connects unconfigured. HivePort 
functions only if both the AP and the switch port are configured for authentication, otherwise the AP 
functions normally.

To configure APs to use HivePort, click Edit next to Additional Settings, expand the Secure Port Settings 
section, select Enable Secure Port on APs, enter the following information, and then click Save:

Authentication Method: Choose the authentication protocol that you want to use. 

This configuration example uses PEAP. If you want to use TLS, you must generate client certificates. 
HiveManager does not generate client certificates.

CA Cert File: Navigate to your AAA server certificate store and choose the appropriate certificate file.
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User Name: Enter the user name that you have configured in your AAA server user store for your APs to 
use (up to 64 characters long). 

Password: Enter a strong password (up to 64 characters long).

Obscure Password: Clear this check box to review the password in plain text.

Click Continue in the Configure Interfaces and User Access panel to proceed to the Configure and Update 
Devices panel.

Uploading the Configuration
Changes in a network policy take effect after you upload the new configuration to the relevant devices. 

To upload the configuration, select the AP whose configuration you want to update, click Update > Update 
Devices, and then click OK to confirm your selections.

After the APs are updated and running the new configuration, select the switch you want to update, click 
Update > Update Devices, and then click OK to confirm your selections.

Admin Control of Multicasts and Broadcasts over Wireless
This release gives administrators a way to control both multicast and broadcast traffic over wireless networks. 
The admin control of multicasts and broadcasts over wireless feature is useful for warehouse deployments 
where the wireless network is used primarily for inventory scan guns and there is little need for multicast and 
broadcast communications which can consume significant amounts of the battery power on the scan guns. 
You can now enable or disable the forwarding of multicast and broadcast traffic from APs to wireless clients 
for a specific SSID.

To enable or disable this feature, navigate to Configuration > SSIDs > ssid_name > Optional Settings > 
Advanced Settings. In the Configuration Settings section, select the check box to disable multicast and 
broadcast traffic forwarding onto wireless, and then click Save. To enable multicast and broadcast traffic 
forwarding, clear the check box, and then click Save.

Aerohive recommends that you update the APs before you update the switch. If the switch completes the 
update process first, then this can result in the APs being locked out of their switch ports, unable to 
authenticate.

This feature works in one direction only. When you enable it, it blocks traffic from the AP to the client, but 
it continues to forward all traffic, including multicasts and broadcasts, from the client to the AP.

Select this check box to disable multicast and broadcast traffic over the 
wireless network. Clear the check box to re-enable traffic. Traffic is 
enabled by default.
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iBeacon Location Monitoring
In this release, Aerohive introduces iBeacon monitoring on AP230 devices. With iBeacon location monitoring, 
APs can monitor, or scan, the iBeacon coverage area for other iBeacon transmitters and display them in a 
list. Monitoring is used to determine when a client enters or leaves an iBeacon coverage area.

Two new CLI commands allow you to enable the iBeacon monitoring feature and display the clients within a 
coverage area. 

The command syntax is: 

interface <blex> ibeacon-monitor enable

show interface <blex> ibeacon-monitor list

To enable the iBeacon Location Monitoring feature, you configure these commands on a device by using a 
console interface or you enter these commands on a device with the SSH option in HiveManager. In 
addition, the Supplemental CLI tool in HiveManager allows you to upload a file containing these iBeacon 
commands to multiple Aerohive devices simultaneously. 

Enable iBeacon Monitoring on AP230
To set up iBeacon monitoring on specific AP230 devices, enter the following commands: 

1. Upgrade the device to HiveOS 6.6r1:

save image {...}

2. Reboot the device activate HiveOS 6.6r1 on the device:

reboot

3. Extract and upgrade the BLED112 firmware: 

save ble ibeacon firmware

4. If the AP as an iBeacon service is enabled, then disable it: 

no interface ble0 ibeacon enable

5. Enable the iBeacon location monitoring feature: 

interface ble0 ibeacon-monitor enable

6. Display the list of iBeacon transmitters in a coverage area:

show interface ble0 ibeacon-monitor list 

Enable an AP as an iBeacon and iBeacon Location Monitor
To set up the iBeacon and iBeacon Location Monitor features on an AP, the procedure is similar to the one 
described in the previous section. Follow the procedure above with the exception of step 4. Remove "no" 
from the command in step 4, so the new command is:

interface ble0 ibeacon enable

Before you issue CLI commands to enable the feature, connect the BLED112 dongle to the USB port of 
an AP230.
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Captive Web Portal Enhancement for Apple
In this release, an enhancement has been added that allows you to control whether or not the Apple CNA 
application requests credentials when it detects the user is behind a Captive Web Portal. By default, the 
Apple CNA application is not inhibited.

To configure this enhancement, navigate to Configuration > Show Nav > Advanced Configuration > 
Authentication > Captive Web Portals. Then expand the Optional Advanced Configuration section, and 
select (or clear, depending on your desire) the check box next to Prevent Apple CNA (Captive Network 
Assistant) application from requesting credentials, and then click Save. 

RADIUS Enhancements
The following sections describe the enhanced RADIUS features in the HiveOS 6.6r1 release. These commands 
improve the robustness of the RADIUS authentication and session tracking mechanisms that Aerohive 
devices use to increase network security. 

To enable the RADIUS features, you can issue commands using a console interface, use the SSH option in 
HiveManager, or configure these devices using the Supplemental CLI tool in HiveManager that allows you to 
upload a file containing CLI commands to multiple Aerohive devices simultaneously. 

The RADIUS enhancements are: 
• "RADIUS Server Retry Timeout Interval" on page 22
• "Event-timestamp" on page 23
• "RADIUS Message Authenticator" on page 23
• "Accounting-multi-session-ID" on page 23
• "MAC Authentication Security" on page 23

RADIUS Server Retry Timeout Interval
This enhancement improves the robustness of the RADIUS failover mechanism and client authentication 
process. It allows an AP to quickly identify an unresponsive RADIUS server and a failover to a backup RADIUS 
server. Network administrators can now customize the number of retries and reduce the wait timeout that 
an AP uses to determine whether to failover to a backup RADIUS server or not. Previously, in some cases, 
clients stopped waiting for a response from the AP, and issued a deauth message before the AP had 
completed the third retry attempt to connect to the primary RADIUS server and authenticate the client. The 
deauth message also terminated the failover process, and the cycle would repeat when the client issued a 
new association request to the AP.

Before the enhancement, network administrators could not change the fixed number of retries (3 times), or 
the wait timeout interval periods (1 x n, 2 x n, and 4 x n, where "n" is 3 seconds). Using the previous method 
and assigning "n" to three seconds, the maximum time wait time for a client before obtaining a response 
from an AP is 21 seconds (the sum of 3 + 6 + 12 seconds). 

The following command allows you to configure the wait timeout and the maximum number of retries 
before the AP switches from an unresponsive, primary RADIUS server to the backup RADIUS server. 

To configure the wait timeout and the maximum number of retries for a security object that is defined in 
HiveManager, the command syntax is:

security-object <string> security aaa radius-server first-retry-interval [1-5] max-retries [1-5]

The first interval timeout number can be set from 1 to 5 seconds. The default is 3 seconds. 

If you are deploying MDM (mobile device management), Aerohive recommends that you prevent the 
Apple CNA application from requesting credentials.
For more information: Aerohive Release Notes Online Docs and Videos HiveMind 22

http://www.aerohive.com/techdocs
http://www.aerohive.com/330000/docs/help/english/documentation/HiveOS-HiveManager_6-4r1_ReleaseNotes_330130-01.pdf
http://blogs.aerohive.com


HiveOS Feature Enhancements for 6.6r1 HiveOS and HiveManager 6.6r1 New Features Guide
The maximum retry number can be set from 1 to 5 times. The default is 3 times. 
For example, to configure a wait timeout of 1 second, and the maximum number of retries to 2 times, 
enter: 

security-object albert-ssid security aaa radius-server first-retry-interval 1 max-retries 2 

In the above example, the AP tries to contact the RADIUS server and waits 1 second for the first retry and 
2 x 1 second, or 2 seconds before trying a second time. After a maximum time of 3 seconds, if the 
primary RADIUS server is unresponsive, the AP switches to the backup RADIUS server. 

Event-timestamp
HiveOS 6.6r1 adds RADIUS Event-timestamp AVP (attribute value pair) support to Accounting-on, 
Accounting-off, and Accounting-start messages. In previous releases, the Event-timestamp AVP was only 
supported for Accounting-Stop and Interim Updates. The timestamp, in UTC format, is needed so the RADIUS 
accounting server can correctly identify sessions attributed to RADIUS failover, packet loss, and client 
sessions. This enhancement is also a requirement for single sign-on (SSO) applications. 

RADIUS Message Authenticator 
This release improves network security by discouraging malicious spoofing of RADIUS accept-request 
messages. It extends the RADIUS message Authenticator AVP MD5 encryption scheme to cover EAP 
(extensible authentication protocol) authentication, MAC authentication, as well as SSID access security 
methods used by captive web portal use cases. 

To enable, or disable the security feature, the command syntax is: 

[no] security-object <string> security aaa radius-server

To include the message-authenticator attribute in all RADIUS messages, the command syntax is: 

msg-auth-all-messages

By default, the attribute is only included in RADIUS messages for 802.1X/EAP authentication, but not 
when using captive web portals and MAC authentication.

Accounting-multi-session-ID
This enhancement improves client roaming by supporting RADIUS acct-multi-session id and its corresponding 
AVP on all Aerohive APs. A single acct-multi-session ID can track a specific client’s multiple SSID associations, 
and allow the AP to accept CoA (Change of Authorization) messages sent from the RADIUS server to the AP 
that are intended for the specific client. Prior to this release, the AP would ignore acct-multi-session triggered 
CoA messages. 

MAC Authentication Security
This enhancement improves network security during the RADIUS authentication process by discouraging 
offline dictionary attacks that attempt to gain access to the RADIUS protocol. When an AP (acting as a 
RADIUS authenticator) presents a client’s credentials to the RADIUS authenticator, HiveOS automatically 
uses a fixed value for the user name and password fields. Unchanged from the previous release, the AP 
continues to communicate to the RADIUS server using a Service-Type=Call-Check containing the 
Calling-Station-ID value which is set to the MAC address of the client. 

This security feature is disabled by default in HiveOS 6.6r1. You can use the CLI command to enable this 
feature on devices running earlier versions of HiveOS. 

To enable, or disable, the security feature for an existing security object that you have created in 
HiveManager, the command syntax is: 
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[no] security-object <string> security additional-auth-method mac-based-auth call-check

For example, to enable this added security feature, enter: 

security-object albert-ssid-secure security additional-auth-method mac-based-auth call-check

HiveManager Feature Enhancements for 6.6r1

HiveManager Licensing Enhancements
Previously, the licensing behavior for the HiveManager Virtual Appliance was to check the entitlement key 
against the license server every 15 days. If the HiveManager Virtual Appliance was unable to validate the 
license with the license server after that period, three additional attempts occurred, and then the 
entitlement key was removed. The notification warning to the admin was delivered in the form of a warning 
within the HiveManager user interface. Subsequently, if the admin did not log in to HiveManager to view the 
warning and failed to resolve the license server validation issue, the HiveManager Virtual Appliance 
entitlement key was removed causing a disruption in service and often requiring intervention by the 
licensing team for resolution.

This release now supports the following HiveManager enhancements:

• License key validation with the license server is extended from 15 days to 30 days
• A twenty-four hour grace period is granted after the initial 30-day period
• Three additional retry license server attempts occur during the grace period. (A total of six retry 

attempts to validate the license.)
• Along with the HiveManager UI warning, an email notification is sent to the admin about the 

upcoming entitlement key expiration date

• The entitlement key database is preserved
• The admin can now access the HiveManager Virtual Appliance network settings to change egress 

settings. Navigate to Home > Administration > HiveManager Settings, and then click Settings in the 
Current Network Settings section of the page

New Application Visibility and Control Signatures
In HiveManager 6.6r1, three new application signatures have been added to Application Visibility and 
Control as shown in the following table.

To access the new signatures within the GUI, navigate to Configuration > Show Nav > Advanced 
Configuration > Common Objects > Application Services. Then click the System Defined Applications tab. 
See the online Help system for more information about setting application signatures.

In HiveManager, navigate to Home > Administration > HiveManager Services > Email Service Settings 
to ensure that your email service settings are properly configured.

Application Name Application Group Description

POINT CLICK CARE Collaboration Monitors the Point Click Care Health Management 
System traffic

SHORETEL Streaming Media Monitors the ShoreTel Unified Communication (UC) 
business solutions

TESTNAV Web Services Monitors the TestNav test delivery platform traffic
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Export Data Enhancements
From HiveManager, you can now view data values (total number count, percentage, usage in Gbps, and 
so on) from any dashboard widget that displays data in charts and graphs when you hover your mouse over 
the chart or graph. 

In previous releases when you clicked the Settings icon (  ) (located below the Help menu), and exported 
the report to a PNG, JPG, PDF, or SVG file; the data values were not displayed in the exported image. This 
release displays data values for all exported graphical reports such as the Unique Wi-Fi Clients over Time 
report.
T
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