
HiveOS 6.2r1 and HiveManager 6.2r1a New Features Guide
This guide describes the new features and feature enhancements introduced in the HiveOS 6.2r1 and 
HiveManager 6.2r1a releases. 

New Features and Feature Enhancements
Several new features and feature enhancements have been introduced in these releases. You can read 
summaries of these features and enhancements below. Several major features are covered in more detail in 
individual sections later in this guide. For information about known and addressed issues in the HiveOS 6.2r1 
and HiveManager 6.2r1a releases, refer to the corresponding Aerohive Release Notes.

New and Enhanced HiveOS 6.2r1 Features
The following are the new features and feature enhancements in the HiveOS 6.2r1 release.

IPv6 Enhancements: This release introduces the following enhancements to provide basic IPv6 support and 
ease the transition from IPv4 to IPv6 networks (see "IPv6 Enhancements"):

• Multiple VLAN Support for SSIDs prevents IPv6 client devices from self-assigning incorrect IPv6 
addresses based on multicast RAs (router advertisements) from multiple VLANs.

• IPv4 and IPv6 Traffic Filtering by Ethertype allows you to control the type of IP traffic on your Aerohive 
devices. 

• Display Client IPv6 Addresses introduces CLI commands that display MAC and IPv6 addresses of 
associated client devices.

• DHCP6 Shield and RA Guard improve security and prevent network disruption caused by rogue or 
misconfigured IPv6 servers by blocking RAs on all access interfaces and allowing them only on 
backhaul interfaces. 

Multicast-to-Unicast Conversion Supported on AP230: Multicast-to-unicast conversion helps manage 
multicast traffic efficiently and reliably. It uses IGMP snooping to avoid sending frames destined for 
WLAN hosts to the wired distribution system and vice versa. It also forwards multicast frames to WLAN 
hosts using unicast addresses. This provides strong wireless communication because unicast frames are 
acknowledged, retried, and rate controlled dynamically. Multicast frames are sent as a series of unicast 
packets addressed individually to each multicast group member. A typical use of this feature is to 
stream video from a centralized server to multicast group members connected to the WLAN. 

sFlow for APs: This release introduces support for sFlow, an industry standard, that allows you to monitor your 
network by providing traffic information to perform traffic monitoring. It thereby enables you to detect 
security breeches, troubleshoot network issues, monitor congestion, and perform traffic profiling. In this 
release, sFlow is supported on APs and is available in HiveOS through the command line interface (CLI) 
or through the Supplemental CLI tool in HiveManager. You can view the monitor information provided 
by the sFlow commands with a third-party application such as Wireshark, SolarWinds, or sFlowTrend. See 
"sFlow for APs".
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WIPS Sensor Mode: You can now configure Aerohive APs to function as dedicated WIPS (wireless intrusion 
prevention service) or presence sensors. Whereas an AP must normally divide its time between servicing 
clients and scanning the channel, APs that operate as dedicated sensors do not service clients and 
instead spend all their time scanning for (and mitigating) rogue devices or collecting client presence 
information. See "WIPS Sensor Mode".

Enabling WIPS on Specific AP Radios: If a WIPS policy is configured in the network policy, WIPS is enabled for 
both the 2.4 GHz and 5 GHz radios by default. To override this default behavior and disable WIPS on a 
single radio even though a WIPS policy is configured in network policy, select the Disable WIPS check 
box for the corresponding radio. The WIPS policy is enabled for the radio only if the Disable WIPS check 
box is not selected, and a WIPS policy is specified in the network policy. 

Outbound SSH from HiveOS: HiveOS 6.2r1 provides SSH client connectivity capabilities to reach otherwise 
unreachable Aerohive devices on the same subnet. This is an SSH CLI-driven troubleshooting tool for 
debugging remote Aerohive devices in your wireless network. See "Outbound SSH from HiveOS".

New and Enhanced HiveManager 6.2r1a Features
The following are the new features and enhancements in the HiveManager 6.2r1a release. 

Supplemental CLI Tool Support: In this release, the Supplemental CLI tool provides an efficient way for you to 
issue and upload CLI commands to multiple devices from the HiveManager GUI simultaneously. See 
"Supplemental CLI Tool Support".

Application Visibility and Control DPI Engine Upgraded to NAVL 4.x: The DPI engine for Application Visibility 
and Control has been upgraded to NAVL 4.x, which is capable of classifying over 1200 applications that 
can be extracted from corresponding application traffic to provide deeper visibility and granularity into 
user activities. See "Application Visibility and Control Upgrade to DPI Engine NAVL 4.x".

Stateless Bonjour Gateway: The Bonjour Gateway scalability enhancement in this release allows you to 
deploy this feature without a constraint in the maximum number of advertised Bonjour services that it 
can support. In addition, the Bonjour Gateway default behavior filter rules are now configured to deny 
services. As a result, any rule you add automatically permits the specified service. See "Stateless Bonjour 
Gateway".

Multiple Spanning Tree Protocol Support: Aerohive switches now support MSTP (Multiple Spanning Tree 
Protocol), which you can enable and configure to create an independent STP (Spanning Tree Protocol) 
instance for several selected groups of VLANs on your network. MSTP provides more flexibility than 
standard STP or RSTP (Rapid Spanning Tree Protocol), and is less processor-intensive than using protocols 
that bind a separate STP process for each VLAN individually. You can choose an STP mode in the 
network policy, and then override the policy-level settings on specific devices where required. See 
"Multiple Spanning Tree Protocol Support".

HiveManager Upgrade Process Enhancements: HiveManager 6.2r1a describes the software update process 
when upgrading the HiveManager software image to a later version. During the update process, a 
separate window clearly indicates each step of the upgrade progress from uploading, verifying, and 
extracting the image as well as checking the system operation, backing up the data, rebooting the 
system, and restoring its database. See "HiveManager Upgrade Progress Enhancements".

Viewing Enrolled Clients for Social Login, ID Manager, and Client Management: On the Active Clients and 
Wireless Clients pages, new icons appear for the three Aerohive Mobility Suite applications under the 
Managed column. These icons provide you with convenient access to Social Login, ID Manager, and 
Client Management from the HiveManager GUI as well as allow you to retrieve information quickly 
about the enrolled client devices. See "Viewing Enrolled Clients for Social Login, ID Manager, and Client 
Management".

ID Manager Enhancements in HiveManager: This release adds enhancements to the ID Manager Test Tool in 
HiveManager, allowing you to sort test results. Also, the report now lists reasons for authentication 
failures, such as an incorrect password. 
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New and Enhanced HiveOS 6.2r1 Features
The following sections describe new and enhanced features in the HiveOS 6.2r1 release.

IPv6 Enhancements
Aerohive devices currently support IPv6 clients in pass-through mode. This release introduces several 
enhancements that provide basic IPv6 address support and help ease the transition from IPv4 to IPv6 
networks. With the exception of multicast-to-unicast conversion, these enhancements are administered 
through CLI commands that do not have HiveManager GUI equivalents. These enhancements ensure 
reliable VLAN separation, display IPv6 addresses, allow you to select IPv6 or IPv4 support (or both), and 
improve security against rogue or misconfigured IPv6 servers and routers. This section describes the following 
enhancements.

Multiple VLAN Support for SSIDs
Unlike IPv4, the IPv6 protocol allows more than one IP address per interface and gives clients the ability to 
assign their IPv6 addresses automatically without a DHCPv6 server. One way that IPv6 addresses are 
assigned to IPv6-capable wireless interfaces is by using SLACC (stateless address automatic configuration), 
as referenced in RFC 4862. Using SLACC, clients can combine local MAC addresses with the network prefix 
information from router advertisements (RAs) to automatically assign their own IP addresses. 

Because RAs use multicast addressing, they can be sent from multiple VLANs to clients on a single SSID. If the 
RAs all come from the same VLAN as that of the client, the client simply derives its IP address from the RA. If 
multicast RAs are received from multiple VLANs, the client device (for example, a tablet) could choose an 
incorrect IP address based on an RA prefix that is not part of the client’s VLAN. This can cause intermittent 
transmission and connectivity issues if the client then tries to communicate with other clients that are using 
the same SSID, but are on other VLANs.

To address this issue, this release provides a reliable mechanism to support multiple VLANs, and ensure VLAN 
separation by converting multicast IPv6 RAs into unicast frames, which are then routed only to clients on a 
specific VLAN. This eliminates the possibility of a client using an incorrect self-assigned IPv6 address because 
clients can only assign IPv6 addresses based on the VLAN to which they are assigned.

IPv4 and IPv6 filtering by Ethertype
This release introduces two CLI commands that allow you to control the IP combinations supported on 
Aerohive devices. You can now specify all IPv4, all IPv6, or both IPv4 and IPv6 traffic by filtering traffic by 
Ethertype. For example, you can block IPv6 traffic and support IPv4 traffic only, or you can block IPv4 traffic 
and support IPv6 traffic only. This ability can facilitate testing, by allowing you to set up an all-IPv6 network. 
The two CLI commands are described below.

The following command allows you to disable the traffic filter in the user profile, and thereby allow both 
IPv4 and IPv6 traffic on Aerohive devices. The no form of the command re-enables the traffic filter.

[no] user-profile <my-up> security deny

The following command configures the user profile to deny either IPv4 or IPv6 traffic. The default is IPv4 
support. 

user-profile <my-up> security deny [ipv4]|[ipv6]
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Display Client and MAC IPv6 Addresses
This release adds two CLI commands that allow you to display the MAC and IPv6 addresses of clients that 
are currently connected to Aerohive devices. These commands are identical to its IPv4 command 
counterparts except that they do not include details such as channel number, associated time, and other 
parameters. 

The following command displays a list of all clients associated to a device by their MAC and IPv6 
addresses and identifies whether the IPv6 address is local or global.

show station ipv6

The following command displays clients that are associated only to a specific SSID, which can greatly 
reduce the size of the display and provide more specific information. 

show ssid <ssid> station ipv6

DHCPv6 Shield and RA Guard
An IPv4 network that introduces IPv6 addressing is vulnerable to network disruption caused by 
misconfigured, or rogue, IPv6 servers or routers. This release introduces two IPv6 security enhancements, 
DHCPv6 Shield and RA Guard. 

When DHCPv6 Shield is enabled, it inspects and blocks DHCPv6 server messages sent to associated clients 
on all access interfaces, but it does not block these same messages sent on backhaul interfaces. This is the 
only type of interface that is permitted to forward DHCPv6 messages.  

The following command enables (or disables) DHCPv6 Shield:

[no] ipv6 dhcpv6-shield enable

This feature is enabled by default on access interfaces and automatically blocks DHCPv6 server messages. 
However, DHCPv6 Shield is disabled by default on backhaul interfaces. DHCPv6 is similar to DHCP snooping 
which has been widely implemented on Layer 2 devices in IPv4 networks. To learn more about the 
mechanisms for protecting devices against rogue DHCPv6 servers, see: 
http://tools.ietf.org/html/draft-ietf-opsec-dhcpv6-shield-03.

The second security enhancement is RA Guard (based on RFC 6105). It protects Aerohive devices in a Layer 
2 infrastructure against malicious attacks or improperly configured IPv6 routers. To do this, RA Guard 
examines incoming router advertisements and either forwards or blocks them depending on how the 
interface is configured. When RA Guard is enabled, only those RAs received on the backhaul interface are 
forwarded, RAs received on the access interface are blocked.

The following command enables (or disables) RA Guard:

[no] ipv6 ra-guard stateless enable

The feature is enabled by default on access interfaces, but it is disabled on backhaul interfaces. Use the no 
form of the command to disable it.

An interface can be configured as an access interface, a backhaul interface, or a dual interface. A dual 
interface consists of two interface types. One type, a sub interface, is always configured in the backhaul 
mode. The second type, an access interface, is set up automatically for each SSID that you create. For 
example, if you create three SSIDs, you will have one backhaul interface and three access interfaces.
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sFlow for APs
This release introduces support for sFlow, an industry standard for traffic monitoring, that allows you to 
monitor your network by providing traffic information to perform traffic monitoring. The information provided 
by sFlow enables you to detect security breeches, troubleshoot network issues, monitor congestion, and 
perform traffic profiling.

• Perform Traffic Monitoring: For compliance or network planning, sFlow provides information such as the 
source and destination of traffic. Currently, the Application Visibility and Control feature can provide the 
type of application in use, such as HTTP video, but it cannot provide the URL of the video site. With sFlow, 
you can obtain the URL to determine if it is in compliance with company policy.

• Troubleshooting network issues and congestion control: Network problems are usually associated with 
certain traffic patterns such as a surge in traffic, especially a particular type of traffic. This information 
can help you drill down to the root cause of a surge. Also using sFlow, you can identify congested WLAN 
connections and associated network conversations. 

• Network planning: By examining historical traffic patterns and trends, you can plan your network 
infrastructure. In addition, sFlow contains routing information so you can use it to analyze routes and 
consequently realign your network more effectively.

• Security: You can use sFlow to detect security attacks that are usually indicated by unique traffic 
patterns such as a spike in DNS requests.

In this release, sFlow is available from the command line interface for APs as well as from the Supplementary 
CLI tool in HiveManager. See "Supplemental CLI Tool Support".

The basic component of sFlow is an sFlow instance which consists of sample packet header information, a 
packet sampling rate, and counter polling intervals that are associated with an sFlow data source. By 
sampling the traffic to capture header information of some of the packets, sFlow can reveal useful 
information, such as the source and destination of traffic data. In the 6.2r1 release, the data source, or sFlow 
agent, is a located on an AP radio or Ethernet port. Two instances are supported simultaneously and each 
instance operates independently. For example, you can assign one instance to a physical radio on an AP 
and the second instance to the second radio on the same AP. In addition to an sFlow agent, every sFlow 
implementation requires an sFlow application, which collects, analyzes, and displays the sFlow data. Since 
sFlow is an industry-standard, it is supported by third-party applications, such as Wireshark 
(www.wireshark.com), SolarWinds (www.solarwinds.com), or sFlowTrend (www.inmon.com). See "Displaying 
sFlow Application Settings" for information about the sFlow sample types that are provided by the third-party 
applications.

Enabling, Configuring, and Displaying sFlow 
When you enable an sFlow instance on an interface, it samples traffic from ingress, egress, or both directions. 
You can specify the direction of the traffic that you want to monitor. The default setting monitors both 
ingress and egress traffic.

The sampling rate refers to how frequently the packet headers are sampled that is defined as one in x 
packets (where x defines the number of packets). The sFlow agent copies header information for every x 
packets. While a lower sample rate improves the accuracy of the sampling rate, it also consumes more 
resources. You need to strike a balance between the sampling rate and resource consumption. In this 
release, sFlow monitors links of speeds up to 10 Gbps without impacting network performance.

You determine the sampling rate based on the interface speed and traffic level on your network as 
displayed in the following table.

sFlow is not supported on the following devices: AP110, AP120, AP121, AP141.
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Three new commands have been added for the sFlow feature that allow you to enable, configure, and 
display sFlow status in HiveOS. After you enable and configure the sFlow commands, use a third-party 
application, such as Wireshark or sFlow Trend, to view the sFlow traffic data. (By default, sFlow is disabled.) 

To enable sFlow on an AP, enter the following command:

sflow enable

To configure sFlow, enter the following command:

sflow instance <inst_name> interface <ifname> collector-addr <cip> collector-port 
[numbers] sampling-rate [numbers] polling-interval [polling_rate] direction 
[options]

Table 1: Interface Speed, Traffic Level, and Sampling Rate

Interface speed Low Traffic Medium Traffic Medium Traffic

10 Mbps 1 in 64 packets 1 in 128 packets 1 in 256 packets
100 Mbps 1 in 128 packets 1 in 256 packets 1 in 512 packets
1 Gbps 1 in 256 packets 1 in 512 packets 1 in 1024 packets

Table 2: sFlow Instance Configuration Command

Syntax Description

sflow Set sFlow related parameters
instance Set the sFlow instance name
<inst_name> Enter the instance name (1-32 chars; Note: To delete the instance, precede the 

instance name with "no". This is an optional setting.)
interface Set the interface that monitors sFlow
<ifname> Enter the Ethernet port number or Wi-Fi radio interface number, where ifname = 

eth0 or eth1 or wifi0 or wifi1
collector-addr Set the IP address of the sFlow collector
<cip> Enter the IP address of the sFlow collector
collector-port Set the port number of the sFlow collector
[numbers] Enter the port number of the sFlow collector (Range: 1-65535; Default: 6343; Note: 

This is an optional setting.)
sampling-rate Set the sFlow statistical sampling rate so that when set to 100, each packet has a 

1% chance of being sampled by the packet forwarding engine (PFE)
[numbers] Enter the sFlow sampling rate (Range: 50-5000; Default: 256; Note: This is an 

optional setting.)
polling-interval Set the sFlow polling interval of the sFlow counters and the polling direction
[polling_rate] Enter the sFlow polling interval in seconds (Range: 5-3600; Default: 20; Note: This is 

an optional setting.)
direction Set the direction that packets are sampled
[options] Enter the direction that packets are sampled (ingress|egress|both; Default: both; 

Note: This is an optional parameter.)
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Examples
To set the sFlow instance to monitor both ingress and egress traffic on Ethernet port 0 with an sFlow 
collector (or application) IP address of 172.100.20.3, an sFlow collector port of 6553, a sampling rate of 
100, with a polling interval of 30 seconds, enter the following command:

sflow instance Eth0_ingress_egress_traffic interface eth0 collector-addr 
172.100.20.3 collector-port 6553 sampling-rate 100 polling-interval 30 

To set the sFlow instance to monitor ingress traffic on Ethernet port 1 with an sFlow collector (or 
application) IP address of 172.100.20.5, a sampling rate of 200, and an sFlow collector port of 6555 with a 
polling interval of 20 seconds (the default setting), enter the following command:

sflow instance Eth1_ingress_traffic interface eth1 collector-addr 172.100.20.5 
sampling-rate 200 collector-port 6555 direction ingress

To set the sFlow instance to monitor egress traffic on Wi-Fi interface 0 with an sFlow collector (or 
application) IP address of 172.100.20.7, a sampling rate of 100, and an sFlow collector port of 6557 with a 
polling interval of 60 seconds, enter the following command:

sflow instance Wifi0_egress_traffic interface wifi0 collector-addr 172.100.20.7 
sampling-rate 100 collector-port 6557 polling-interval 60 direction egress

Displaying sFlow CLI Settings
You display the sFlow CLI settings with the show sflow instance <string> command.

For example, to display the current sFlow settings on an instance named "wifi0_egress_traffic", enter:

show sflow instance wifi0_egress_traffic

Table 3: Show sFlow Instance

Syntax Description

show Show settings, parameters or dynamically generated information

sflow Set sFlow related parameters

instance Set the sFlow instance name

<string> Enter the instance name (1-32 chars)
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Displaying sFlow Application Settings
The following tables describe the HiveOS sFlow Sample Types that are available from a third-party sFlow 
application. For more information, see RFC 2233.

Table 4: Ethernet Packet Sample

sFlow Sample Type
Sample 
Attribute 
Name

Sample 
Attribute 
Data Type

Description

name = Ethernet Packet Sam-
ple; enterprise = 0; format = 2

length uint32 The length of the MAC packet 
received on the network, including 
FCS octets and excluding the 
lower-layer encapsulations and 
framing bits 

src_mac 6 bytes Source MAC address
dst_mac 6 bytes Destination MAC address
type uint32 Ethernet packet type

Table 5: IPv4 Packet Sample

sFlow Sample Type
Sample 
Attribute 
Name

Sample 
Attribute 
Data Type

Description

name = IPv4 Packet Sample; enter-
prise = 0; format = 3

length uint32 The length of the IP packet, 
excluding lower-layer encapsu-
lation

protocol uint32 IP Protocol type (for example, 
TCP = 6, UDP = 17)

src_ip uint32 Source IP address
dst_ip uint32 Destination IP address
src_port uint32 TCP or UDP source port number
dst_port uint32 TCP or UDP destination port 

number
tcp_flags uint32 TCP flags
tos uint32 IP types of service
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Table 6: Generic Interface Counters

sFlow Sample Type
Sample 
Attribute 
Name

Sample 
Attribute 
Data Type

Description

name = Generic Interface 
Counters; enterprise = 0; 
format = 1

ifindex uint32 Interface index
ifType uint32 Interface type
ifSpeed uint64 Interface speed
ifDirection uint32 0 = unknown, 1 = full duplex, 2 = half 

duplex, 3 = in, 4 = out
ifStatus uint32 Bit field with the following bits assigned, bit 

0 = ifAdminStatus (0 = down, 1 = up), bit 1 
= ifOperStatus (0 = down, 1 = up)

iflnOctets uint64 Number of incoming bytes
iflnUcastPkts uint32 Number of incoming unicast packets
iflnMulticastPkts uint32 Number of incoming multicast packets
iflnBroadcastP-
kts

uint32 Number of incoming broadcast packets

iflnDiscards uint32 Number of incoming packets discarded
iflnErrors uint32 Number of incoming packets deemed as 

errors and dropped
iflnUnknown-
Protos

uint32 Number of incoming packets with 
unknown protocols

ifOutOctets uint64 Number of outgoing bytes
ifOutUcastPkts uint32 Number of outgoing unicast packets
ifOutMultiUcast-
Pkts

uint32 Number of outgoing multicast packets

ifOutBroadcast-
Pkts

uint32 Number of outgoing broadcast packets

ifOutDiscards uint32 Number of outgoing packets discarded
ifOutErrors uint32 Number of outgoing packets deemed as 

erroneous and dropped
ifPromiscuous-
Mode

uint32 When station accepts all packets trans-
mitted = 1; or when station does not 
accept all packets transmitted = 0 
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Table 7: Host Description Counter Sample sFlow

sFlow Sample Type
Sample 
Attribute 
Name

Sample 
Attribute 
Data Type

Description

name = Host Description 
Counter Sample; enter-
prise = 0; format = 2000

hostname <string_64> Host name
uuid 16 bytes Binary UUID
machine_type uint32 Enum machine_type (unknown = 0, other 

= 1, x86 = 2, x86_64 = 3, ia64 = 4, sparc = 5, 
alpha = 6, powerpc = 7, m68k = 8, mips = 
9, arm = 10, hppa = 11, s390 = 12

os_name uint32 linux = 3
os_release <string_32> For example, 2.6.9-42.ELsmp,xp-sp3, 

empty if unknown

Table 8: Host CPU Counter Sample  

sFlow Sample Type
Sample 
Attribute 
Name

Sample 
Attribute 
Data Type

Description

name = Host CPU Counter 
Sample; enterprise = 0; 
format = 2003

load_one float 1 minute load average
load_five float 5 minute load average
load_fifteen float 15 minute load average
proc_run uint32 Total number of running processes
proc_total uint32 Total number of processes
cpu_num uint32 Number of CPUs
cpu_speed uint32 (not 

supported)
CPU Speed in MHz 

uptime uint32 Number of seconds since last reboot
cpu_user uint32 User time in milliseconds
cpu_nice uint32 Nice time in milliseconds
cpu_system uint32 System time in milliseconds
cpu_idle uint32 Idle time in milliseconds
cpu_wio uint32 Time waiting for I/O to complete in millisec-

onds
cpu_intr uint32 Time servicing interrupts in milliseconds
cpu_sintr uint32 Time servicing soft interrupts in milliseconds
interrupts uint32 Interrupt counts
context uint32 Context switch count
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WIPS Sensor Mode
When an AP that services clients also acts as a sensor, it must do so opportunistically. That is, the AP must 
suspend its client data handling activity when the traffic conditions permit so that it can perform 
background scanning. For networks with light traffic, suspending client data handling activity is relatively 
simple and the AP can spend considerable time scanning for rogue devices. However, if the network is 
heavily trafficked, then background scanning opportunities become increasingly rare. Unfortunately, it is 
during the times when traffic is higher or when the APs services many clients that scanning becomes most 
urgent.

Table 9: Host Memory Counter Sample

sFlow Sample Type Sample 
Attribute Name

Sample 
Attribute 
Data Type

Description

Host Memory Counter 
Sample; enterprise = 0; 
format = 2004

mem_total uint64 Number of total bytes
mem_free uint64 Number of free bytes
mem_shared uint64 Number of shared bytes
mem_buffers uint64 Number of buffer bytes
mem_cached uint64 Number of cached bytes
swap_total uint64 Number of total swap bytes
swap_free uint64 Number of swap free bytes
page_in uint32 Page incoming count
page_out uint32 Page outgoing count
swap_in uint32 Swap incoming count
swap_out uint32 Swap outgoing count

Table 10: Host Network I/O Counter Sample

sFlow Sample Type
Sample 
Attribute 
Name

Sample 
Attribute Data 
Type

Description

name = Host Network I/O 
Counter Samples

bytes_in uint64 Total number of incoming bytes 
pkts_in uint32 Total number of incoming packets 
errs_in uint32 Total number of incoming errors 
drops_in uint32 Total number of incoming drops 
bytes_out uint64 Total number of outgoing bytes 
packets_out uint32 Total number of outgoing packets 
errs_out uint32 Total number of outgoing errors 
drops_out uint32 Total number of outgoing drops 
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You can configure Aerohive APs to act a dedicated sensors that can scan or monitor traffic constantly while 
the rest of your network handles client traffic. To make background scanning more flexible, you can 
configure Aerohive APs to operate in one of three modes: WIPS only, Presence only, or WIPS and Presence.

WIPS Only Mode: In WIPS Only mode, the AP scans the channels and collects data that it then uses to 
identify and mitigate rogues devices.

Presence Only Mode: In Presence Only mode, the AP collects, aggregates, and analyzes client data so that 
it can be used to customize interactions between the network and the client. In retail environments, the AP 
can track how long customers spend in various departments so that the network can provide them 
coupons, a guest login, or other offers. 

WIPS and Presence Mode: When the AP operates in this mode, it both collects presence data and monitors 
the network for rogue activity.

The mode in which you want the AP to operate is determined in large part by the overall utilization of the 
network by the clients. Careful consideration is required to strike an optimal balance between servicing 
clients, monitoring for rogue activity, and tracking presence and dwell times.

You can configure the AP sensor mode behavior in the radio profile. To configure and enable presence 
capabilities, click Configure > Radio Profiles > New, enter the following information (leave other settings at 
their default values), and then click Save:

Profile Name: Enter a name for your radio profile. You choose this name within the device configuration 
pages to assign the radio profile to a specified device.

Radio Mode: Choose the radio mode that you want to use when operating as a sensor.

Optional Advanced Settings

If WIPS is enabled in the network policy, it is automatically enabled by default on both the 2.4 GHz 
and 5 GHz radios. You can override the WIPs policy and disable WIPs for a specific radio profile using 
the Disable WIPS check box below.

In the Presence Server Settings section, select Enable Presence Analytics, and then enter the following 
information:

Trap Interval: Set the number of seconds the Presence sensor reports sensor data to 
HiveManager. By default, the trap interval is set to 120 seconds. You can enter an interval 
between 15 and 600 seconds (10 minutes) to accommodate slow WAN connections.

Aging Time: Enter the amount of time that you want the AP to retain collected data. After being 
detected for the first time, the client is reported at every interval until the same client is no longer 
detected within the duration of the aging time value. If the same client is detected again later, it 
is reported as detected for the first time. By default, the aging time is set to 120 seconds.

Aggregate Interval: Set the interval that client data is collected in a single data sample and 
reported to HiveManager. It is preferable to set the aggregate interval to the same value as the 
reporting interval. By default, the aggregate interval is 120 seconds. You can enter an 
aggregate interval between 15 and 600 seconds (10 minutes) to accommodate slow WAN 
connections.

In the Sensor Mode Scan Settings, enter the Dwell Time. The dwell time is the time you want the sensor 
to remain on any channel before moving to another channel to continue the scan.

By default, Aerohive APs configured to act as sensors operate as a combination WIPS and presence 
sensor.

You must configure a WIPS policy and apply it to the radio profile. You can find information regarding
WIPS policy configuration in the online Help system.
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After the radio profile configuration is complete, apply the profile to any device you want to configure as a 
dedicated sensor by clicking Configuration > All Devices > device_name, choosing the new radio profile 
from the Radio Profile drop-down list, and then clicking Save.

Outbound SSH from HiveOS
This release of HiveOS makes available the outbound SSH client feature, which provides SSH client 
connectivity capabilities to reach otherwise unreachable Aerohive devices that are on the same subnet. 

For example, as an admin with read/write or root permissions, you can troubleshoot an AP that is not directly 
connected to HiveManager Online. First, use HiveManager Online to access a device that is reachable, and 
then use the outbound SSH client commands to connect to any faulty device within the same subnet that 
would otherwise be unreachable. After accessing it, you can use its CLI functionality to further test and 
troubleshoot the AP.

The outbound SSH client command is:

exec ssh-client server <domain_name or IP address> <optional: port number> user <user_name>

For example, to enter an SSH client command from AP AH-8b4940 to reach a faulty Aerohive AP 
AH-09be40 with IP address 10.16.0.217, enter the following command and include the SSH host name or 
IP address, user name, and password:

Last login: Mon Jul 28 12:53:57 2014 from localhost
Aerohive Networks Inc.
Copyright (C) 2006-2014
AH-8b4940#exec ssh-client server 10.16.0.217 user admin

admin@10.16.0.217's password: 

Aerohive Networks Inc.
Copyright (C) 2006-2014
AH-09be40#

You now have access to the CLI of the AP that is one hop away. For example, you can ping from the 
faulty AP at IP address 10.16.0.217 to another device at IP address 10.16.0.213 to test its connectivity to 
the other device:

AH-09be40#ping 10.16.0.213

PING 10.16.0.213 (10.16.0.213) 56(84) bytes of data.
64 bytes from 10.16.0.213: icmp_seq=1 ttl=64 time=0.375 ms
64 bytes from 10.16.0.213: icmp_seq=2 ttl=64 time=0.328 ms
64 bytes from 10.16.0.213: icmp_seq=3 ttl=64 time=0.321 ms
64 bytes from 10.16.0.213: icmp_seq=4 ttl=64 time=0.286 ms
64 bytes from 10.16.0.213: icmp_seq=5 ttl=64 time=0.299 ms
--- 10.16.0.213 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.286/0.321/0.375/0.038 ms
AH-09be40#

The outbound SSH client clear command is:

clear ssh known_host <domain_name or IP address>

After any change to a device setting, profile, or policy, you must upload the changes to the devices. For 
information on uploading and updating configurations, see the Help system.
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For example, to clear the previous SSH client command, enter the following:

AH-09be40#clear ssh known_host 10.16.0.217

SSH known_hosts updated.

New and Enhanced HiveManager 6.2r1a Features
The following sections describe new and enhanced features in the HiveManager 6.2r1a release. 

Supplemental CLI Tool Support
The Supplemental CLI tool provides an efficient way for you to issue and upload CLI commands to multiple 
devices from the HiveManager GUI. You can upload a CLI profile that contains a list of CLI commands on 
multiple devices simultaneously. This is in contrast to the time-consuming method of using a console 
interface to enter CLI commands one at a time for each device or using the SSH Client option in 
HiveManager. To enter CLI commands using the Supplemental CLI tool, you enter (or copy and paste) them 
in sequence, one command per line, up to a maximum of 2048 characters in a CLI profile. Then you save the 
CLI profile and perform a complete configuration update on your selected devices. The commands 
contained in the CLI profile are incorporated into the new running configuration on the selected devices. 
The CLI Supplement tool is backward compatible with previous releases of HiveManager. 

To enable the Supplemental CLI tool, select the check box next to Enable Supplemental CLI on the bottom 
of the Home > Administration > HiveManager Settings page, and then save this setting. (The Supplemental 
CLI tool is disabled by default.) After this feature is enabled, you can enter CLI commands on the CLI entry 
page by clicking Configuration > Advanced Configuration > Common Objects. Click CLI Supplement (below 
the Bonjour Gateway Settings) and then click New on the page that appears. After you finish entering CLI 
commands on this page, save the CLI profile with a file name by clicking Save.

One advantage of being able to save a CLI profile is that you can add new CLI commands to a CLI profile 
at a later date. Also, you can keep a precise record, or an audit trail, of the commands that you want to run 
on specific devices, allowing you to use a CLI profile for a specific group of devices. This practice facilitates 
troubleshooting by allowing you to run comparison testing between two sets of device configurations more 
easily. With the CLI Supplemental tool disabled, HiveManager does not backup CLI commands and clears 
all the commands you have previously entered each time that you perform a complete configuration 
upgrade. 

To select from among the CLI profiles created and assign them to a device, click the device name on the All 
Devices page. Then on the All Devices > device_name page that appears, click Advanced Settings at the 
bottom of the page. You can select a CLI profile from the drop-down list next to Supplemental CLI and then 
click Save. 

The Supplemental CLI tool does not support double quotations (“) or question marks (?) within commands. 
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If you want to erase the existing CLI profile commands from the selected devices during the next complete 
configuration update, choose the blank option on the Supplemental CLI drop-down list. However, selecting 
the blank option does not remove the CLI profile from the list of profiles in HiveManager. It is available to 
select at a later time.

To see a list of all the devices and their assigned CLI profiles, click the Edit Table icon on the top-right of the 
All Devices page, click Supplemental CLI in the Available Columns section on the panel that appears, and 
then click the right arrow ( > ) to move it to the Selected Columns section. When you select Save, 
Supplemental CLI is displayed as a column name.
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To display the View Configuration page that lists the CLI commands that you have previously activated, the 
configuration running on a device, and the CLI commands that you intend to upload, select the checkbox 
next to the device name on the All Devices page. Then click Update > Advanced > Upload and Activate 
Configuration. From this page, click on the host name of the device and select View Configuration. 

You need to perform a complete configuration update each time you use a new CLI profile to ensure that it 
is activated correctly. To verify that a command is contained within the profile, click Settings a the top right 
of this panel, and on the page that appears, select Complete Upload.
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In the following example, the View Configuration page “new cli test for delay alarm” command is saved in a 
CLI profile. When you select View Configuration, it is displayed at the end of the generated CLI list. After you 
perform the next complete configuration update, all of the CLI commands in this file are activated and 
become part of the running configuration of the device. The difference between a CLI profile and the View 
Configuration page is that the CLI profile contains a list of CLI commands you want to activate on a device, 
and the View Configuration page lists the CLI commands already activated as well as the CLI commands 
saved in a profile. 

Some Precautions
Aerohive has designed the CLI Supplemental tool for network administrators that have experience with using 
CLI commands to improve productivity. If you are not completely familiar with the CLI commands that you 
intend to upload, Aerohive recommends that you become familiar with this tool on a test network before using 
it on a large scale production network, because the tool can update multiple CLI commands in sequence to 
many devices simultaneously. If you inadvertently enter a CLI command incorrectly and then upload the 
configuration onto your devices, you can affect network connectivity severely. 

Application Visibility and Control Upgrade to DPI Engine NAVL 4.x
In HiveManager 6.2r1a, the DPI engine that supports Application Visibility and Control has been updated to 
NAVL 4.x and now supports more than 1200 application signatures, notably the three additional Microsoft 
Lync applications:

• LYNCCTRL: Monitors Lync protocol, login, and presence messages
• LYNCMDIAL: Monitors Lync media, that is, voice and video calls, between clients
• LYNCSHRE: Monitors Lync file and desktop sharing 

The Supplemental CLI tool does not notify you of syntax errors when you enter the commands into a CLI 
profile or when you do a complete upload on to your devices. As a result, you must make sure that you 
enter commands using the correct syntax, in the proper order, and that you understand any 
dependencies before doing a complete update on devices.
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In addition, Google Hangouts, Instagram, Snapchat, Spotify, and WeChat traffic applications are supported 
in this release. Support was also added for the Freegate, JonDo, and Ultrasurf Internet proxy services. The 
new DPI engine provides faster data extraction and improved efficiency.

The DPI Engine NAVL 4.x is backward compatible with previous releases. As a result, if you have configured 
applications, including custom applications, these configurations are saved when you upgrade HiveOS on 
your devices to version 6.2r1 with a complete image upgrade. 

If you configured Microsoft Lync in a previous release, there was only one Microsoft Lync application, LYNC, 
to choose from, enabling you to monitor all Lync traffic. Consequently, you might want to update your 
configuration to include the new Microsoft Lync applications mentioned above. The DPI engine extends 
application awareness to QoS and IP firewall and the additional Microsoft Lync applications provide you 
with more control.

Stateless Bonjour Gateway
Prior to HiveManager 6.2r1a and HiveOS 6.2r1 release, Aerohive Bonjour Gateway supported a maximum of 
1,000 advertised Bonjour services in a multi-VLAN network. This constraint can be exceeded if your network, 
for example, has ten VLANs supporting up to one hundred advertised services each. 

In this release, Bonjour Gateway scalability enhancement allows you to deploy Bonjour Gateway without 
the previous constraint in the maximum number of advertised Bonjour services. The enhancement uses a 
stateless architecture to bypass the constraint of local device memory size, allowing you to deploy this 
feature in the largest educational institutions or enterprises.

An additional enhancement improves the way the Bonjour Gateway default filter rules are initially 
configured. In previous releases, the Bonjour Gateway filter rules required you to set an action to deny or 
permit services from one VLAN group to another. In this release, you no longer need to set deny or permit 
actions. Instead, the default behavior is to deny services and any rule you add automatically permits the 
specified service. 

To display the Bonjour Gateway filter enhancement, click Configuration > Advanced Configuration > 
Common Objects > Bonjour Gateway Settings. Click New to create a new Bonjour Gateway Settings page. 
This menu is the same as previous releases except that the default action “Deny” column for All Services has 
been removed. In the example below, Apple TV Services are permitted from VLAN1 group to VLAN2 group 
over two wireless hops.

Multiple Spanning Tree Protocol Support
MSTP (Multiple Spanning Tree Protocol) allows you more flexibility when designing your VLANs. Because 
standard 802.1D and 802.1t Spanning Tree Protocols operate without regard to VLAN topology and vendor 
solutions that allow a separate instance of STP on a per-VLAN basis consume a large amount of CPU 
resources, each solution is efficient only in a few specific cases. In contrast, MSTP allows you to configure 
multiple spanning trees based on how you provision your VLANs without binding a single spanning tree 
instance to a single VLAN on a one-to-one basis. Instead, each MST instance can contain multiple VLANs. 
This adds flexibility to standard STP, while reducing the CPU overhead of single-VLAN spanning tree instance.

A key element of network design is the inclusion of multiple paths for load balancing. When using STP and 
RSTP, load balancing is only possible using Etherchannels, and all the VLANs supported on that trunk must use 
the Etherchannel. STP and RSTP do not support load balancing VLANs because to do so would require 
redundant paths whose ports are in the forwarding state—the very thing STP and RSTP are meant to prevent. 
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Instead, all VLANs must share the same tree topology and are governed by the same STP instance. As an 
alternative, some vendors offer protocols that allow you to bind each VLAN to a separate STP instance. 
Although this solution provides flexibility and allows you to easily balance your VLAN load, there is no way to 
include multiple VLANs within a single STP instance. As a result, the more VLANs you have, the more heavily 
loaded your CPU becomes. The CPU must process each of the STP instances that, in turn, will result in more 
management traffic.

MSTP is the solution to this problem. With MSTP enabled, but left unconfigured, the switch uses what the 
standard refers to as an IST (Internal Spanning Tree). The IST behaves as if it were a standard RSTP instance 
that works on all switches. By using an IST model, MSTP is backward compatible with RSTP (which, in turn, is 
backward compatible with legacy STP). MSTP, like per-VLAN STP solutions, supports the configuration of 
multiple MSTIs. Unlike per-VLAN STP solutions. However, you can combine multiple VLANs within a single MSTI, 
creating a gross topology that is easier to design, configure, and manage.

Each MSTI is defined and configured only on the switches that participate in the particular instance. The 
following illustration shows that you can load balance VLANs easily by allocating VLANs among the MSTIs.

In addition, the illustration also shows that BPDUs (Bridge Protocol Data Units) that carry switch configuration 
and identification information move within each MSTI independently. To maintain ease of configuration and 
to keep the CPU utilization down, MSTI BDPUs do not list their supported VLANs explicitly. Instead, the 
information is hashed and then included in the BPDU as a digest. When another switch receives the BPDU, it 
compares the digest in the BPDU to the digest it computed using its own supported VLAN information. If the 
computations match, then the supported VLANs are known implicitly and the information within the BPDU 
can be used.
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Using digests that contain only VLAN information, however, can result in switches that cannot decode the 
BPDUs of their neighbors that support some, but not all of the same VLANs (resulting in a different hash 
value). To combat this problem, the standard uses the idea of MST regions. An MST region is a logical, explicit 
group of switches. You configure the region in the network policy, so switches that are governed by the 
setting in any particular network policy are, by default, part of the same region.

Each region can have multiple MSTIs. For example, the switches in Region A can support multiple MSTIs within 
it, each MSTI supporting its own set of VLANs. Most organizations consist of a single region; however, larger 
organizations (or organizations with particular topological needs) can establish multiple regions. Each region 
operates independently with respect to MSTIs because the VLAN information within the BPDUs of a particular 
region are not decipherable by switches of another region. The IST is essentially an RSTP instance; therefore, 
it ignores region boundaries and regional BPDUs. This means that the IST instance allows the entire 
contiguous Layer 2 network to converge so that VLAN traffic that is not allocated to an MSTI (for example, 
the native VLAN) can still traverse the entire network.
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To configure the switches in your network policy to use MSTP, perform the following steps:

1. Click Configure, choose the network policy on which you want to use MSTP, and then click OK.
2. In the Configure Interfaces & User Access panel, click Edit in the Additional Settings section.
3. In the Additional Settings dialog box, click Switch Settings > STP Settings > MSTP, choose a region from the 

drop-down list, and then click Save. If no regions are available, click the New ( + ) icon, enter the 
following information, click Save to commit the changes, and then click Save to continue to the exit the 
Additional Settings dialog box:

Region Name: Enter a name for the logical group of switches you want to contain your MSTIs.

Description: Enter a helpful description of the MSTP region.

Revision: Enter the revision number. This is a bookkeeping value and does not change the behavior of 
the spanning tree protocols.

Max Hops: 

In the MSTI Table, click New ( + ), enter the following, and then click Save (disk icon):

Instance (1-63): Enter the MSTI number. The MSTIs do not need to be sequential or contiguous.

Priority (0-61440): Choose the priority from the drop-down list.

VLANs (1-4094): Enter the VLAN numbers that you want to use with this MSTI. Any VLAN that you do not 
include in any MSTI is handled by the IST.

4. Click Continue to go on to the Configure and Update Devices panel (this step also saves the network 
policy changes), choose the devices you want to apply the new network policy changes to, and then 
click Update.

HiveManager Upgrade Progress Enhancements
In this release of HiveManager software, the step-by-step upgrade progress is indicated on the Update 
Software page through a separate Upgrading HiveManager Software progress window when you upgrade 
HiveManager to a later software version. This feature applies to both HiveManager Express and Enterprise 
modes. The six hexagon icons change in color from gray to green as the upgrade progresses from 
uploading the image, verifying the image, extracting the image from the compressed file, checking the 
system operation, backing up the data, and finally rebooting the system and restoring its database.

This configuration assumes that you have an existing network policy that contains switches.

The region name, version, and the MSTI VLAN arrangement are used to generate the digest used by 
the BPDUs. All of these values must be identical to be decipherable by neighboring switches.
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If the HiveManager upgrade process is successful, the normal Dashboard start page is displayed. If the 
HiveManager upgrade process fails, the appropriate error messages are saved and stored in the database. 
Upgrade errors that occurred during the upgrade process are displayed in the Update Log page after the 
admin, who has the proper credentials to initiate an upgrade, logs in to HiveManager. The example below 
displays an insufficient free disk space error message.
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The same error message appears at the top of the Update Software page when attempting to initiate 
another upgrade. To dismiss the error message displayed in the example below, or any error messages that 
appear, click X in the upper right corner of the message box.

The following is a list of the types of potential errors and brief, self-explanatory descriptions of the causes of 
software upgrade failure that might be displayed: 

• HiveManager failed to retrieve the image file.
• Image file is not a valid Aerohive file. This file might be damaged or might not be an officially released 

Aerohive file.
• Unable to upgrade HiveManager due to insufficient memory. Increase memory to at least 3 GB for a 

32-bit or 8 GB for a 64-bit processor, and try again. 
• Image file software bit code (32-bit or 64-bit) does not match that required by HiveManager. (Note: The 

"1U" in the image file name means the file is a 32-bit code file, and "2U" means it is a 64-bit code file.)
• Free disk space on your HiveManager is insufficient:

Required free disk space: 1200 MB

Actual free disk space: 300 MB
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Viewing Enrolled Clients for Social Login, ID Manager, and 
Client Management
In HiveManager Online and HiveManager on-premises 6.2r1a, new icons appear for the three Aerohive 
Mobility Suite applications under the Managed column on the Active Clients and the Wireless Clients pages. 
The location of these icons provides you with convenient access to the Social Login, ID Manager, and Client 
Management applications and allows you to quickly retrieve information from enrolled client devices. Click 
the appropriate icon to display the corresponding application page from HiveManager and view enrolled 
client-related details. The icons are automatically enabled and become visible in HiveManager only when 
enabled Social Login, ID Manager, and Client Management applications contain detailed information 
about the enrolled clients. (For information about how to enable the Mobility Suite applications in an 
on-premises HiveManager account, see the online Help.)

These icons appear under the Managed heading on the Monitor > Clients > Active Clients or Monitor > 
Clients > Wireless Clients page. If the Managed heading does not appear, click the Edit Table icon at the 
top of the page, select Managed as a column heading in the Available Columns panel, and move it to the 
Selected Columns panel. When you click Save, the Managed column appears.

© 2014 Aerohive Networks, Inc.
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