CASE STUDY: FIRST INDUSTRIAL REALTY TRUST

Secure and Affordable Wireless Networking for Headquarters and Branch
Offices with Cooperative Control Wireless LAN Equipment from Aerohive

THE NATION’S LARGEST PROVIDER OF DIVERSIFIED
INDUSTRIAL REAL ESTATE, First Industrial Realty Trust, Inc.
(NYSE: FR), chose Aerohive’s “cooperative control” wireless LAN
equipment because of its lower cost, enterprise-grade security,
voice over wireless LAN support, and seamless upgrade path to
next-generation 802.11n technology.

The company has 520 employees in more than 40 offices and is
in the business of leasing, developing, redeveloping, buying,
selling, and managing industrial properties, such as R&D/flex,
manufacturing, light industrial, regional warehouse, and bulk
warehouse facilities.

The Challenge

First Industrial desired a wireless LAN to provide the company
with conference room Internet access, guest Internet access, and
wireless mobility, both in its Chicago headquarters and in its
branch offices throughout the United States and around the
world. The company desired support for all its standard applica-
tions, including print serving, file serving, Microsoft Exchange-
based corporate email, Citrixpowered internal Web-based
applications, Internet access, and more. As an ancillary benefit,
First Industrial looked forward to a reduction in the volume of
cumbersome Ethernet cabling it required.

Looking for Something More

First Industrial engaged in a rigorous wireless LAN selection
process that spanned more than two years. During that time, the
company evaluated and rejected several vendors’ offerings. For
example, Cisco Airespace “fat” access points did not provide
connected mobility and were also found to be too cumbersome to
manage, as each access point required manual monitoring and
maintenance through a command-line interface. The security of
these first-generation access points was also a concern.

First Industrial also evaluated wireless LAN solutions that used
centralized controllers to provide the management, mobility, and
security missing from fat access points. The company also
rejected these solutions. The cost of a controller (or redundant
controllers) in each of the company’s many branch offices,
especially when considered alongside the controllers’ cooling
and electrical requirements, was simply prohibitive.

In addition, First Industrial desired a solution that could be easily
upgraded to 802.11n and that could support demanding
applications, such as voice over wireless LAN (VoWLAN). A
controller-based architecture is not ideal for either of these,
because of the bandwidth bottlenecks, latency, and jitter that
result when traffic is backhauled through a controller.

@
““‘
Aerohiver

The Solution:

Cooperative Control Architecture from Aerohive
Ultimately, First Industrial selected Aerohive’s award-winning
cooperative control wireless LAN equipment. Aerohive coopera-
tive control access points (“HiveAPs”) require no network
controllers or overlay networks. Instead, software in the HiveAPs
enables them to self-organize into groups called “hives” and to
share network control information. The result is enterprise-class
management, mobility, and security without the cost, capacity,
performance, and availability issues associated with controller
deployments.

Substantially Reduced Cost of Deployment

First Industrial estimates that deploying the Aerohive cooperative
control wireless LAN solution rather than a controller-based
alternative saved the company 48%, freeing a substantial portion
of the IT budget for other important initiatives. Controller-based
alternatives would have required First Industrial to purchase an
expensive wireless LAN controller for each of its branch offices,
even for offices having only one or a couple of access points.
Aerohive’s cooperative control architecture completely eliminates
controllers from the network, resulting in significant cost savings.

Rock-Solid Wireless Security

Security was a key concern for First Industrial in its wireless LAN
deployment. The company wanted to completely eliminate
“drive-by” access to its network, including by neighboring tenants
in its high-rise headquarters. In addition, the company wanted
isolation of guest network users and strong authentication of
devices connected to the network.

“OUR CHALLENGE WAS TO DEPLOY A COST-EFFECTIVE,
SECURE WIRELESS CONVENIENCE NETWORK THAT HAS
THE PERFORMANCE, RELIABILITY, AND SCALABILITY TO
SUPPORT BOTH OUR CURRENT APPLICATIONS AS WELL AS
OUR FUTURE NEEDS, SUCH AS VOICE OVER WIRELESS
LAN... WE CHOSE AEROHIVE'S CONTROLLER-LESS
COOPERATIVE CONTROL WIRELESS LAN SOLUTION OVER
CONTROLLER-BASED SOLUTIONS BECAUSE IT EASILY MET
OUR REQUIREMENTS TODAY AND GAVE US THE
CONFIDENCE THAT IT COULD ECONOMICALLY SCALE IN
THE FUTURE.”

Nick Colakovic
Director of IT

First Industrial Realty Trust



Aerohive’s cooperative control architecture and the HiveAPs
provide the security First Industrial requires with features including
802.11i (WPA2), wireless IDS, 802.1X authentication, rogue AP
detection, and guest access control. HiveAPs also integrate
easily with third-party solutions, such as Microsoft NAP- and
TNC-based systems, that enforce endpoint compliance checking.

An integrated firewall in every HiveAP also ensures immediate
response to security threats. The firewall has a multi-level
response mechanism that can log, block, disassociate, or
disassociate-and-ban wireless clients in response to particular
attacks. In addition, in-line Layer 2, Layer 3, and Layer 4
denial-of-service (DoS) protection ensures that wireless clients do
not consume too much wireless bandwidth or overload buffers,
helping to prevent DoS.

Remote Network Management

The Aerohive Networks HiveManager Network Management
System (NMS) provides a single centralized management
instance for the entire wireless network. A HiveManager is not a
network controller and is not required to operate a hive of
HiveAPs. When used, HiveManagers simplify provisioning for
global policy management and provide centralized configuration
and monitoring. First Industrial manages its entire Aerohive
network from a single HiveManager located in a branch office
datacenter, substantially easing the company’s network manage-
ment burden.

KEY FACTS:

e FIRST INDUSTRIAL REALTY TRUST, INC. IS THE NATION'S
LARGEST PROVIDER OF DIVERSIFIED INDUSTRIAL REAL
ESTATE.

e FIRST INDUSTRIAL DESIRED CONFERENCE ROOM
INTERNET ACCESS, GUEST INTERNET ACCESS, AND
WIRELESS MOBILITY IN TS HEADQUARTERS AND
BRANCH OFFICES AROUND THE WORLD.

e FIRST INDUSTRIAL'S COST TO DEPLOY THE AEROHIVE
CONTROLLER-LESS WIRELESS LAN SOLUTION WAS 48%
LESS THAN COMPETING CONTROLLER-BASED ALTER-
NATIVES.

e THE AEROHIVE COOPERATIVE CONTROL ARCHITEC-
TURE WILL ALLOW FIRST INDUSTRIAL TO SEAMLESSLY
UPGRADE TO 802.1 1N AND TO DEPLOY DEMANDING,
MISSION-CRITICAL APPLICATIONS, SUCH AS VOICE
OVER WIRELESS LAN.
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Unparalleled Flexibility with Mesh Networking

First Industrial also benefited from the HiveAPs’ ability to connect
with one another wirelessly via mesh networking. When the
company began holding all-hands meetings on an unoccupied
adjacent floor of its office building, a HiveAP was deployed there
to provide shortterm Internet connectivity. Aerohive’s enterprise
mesh capability enabled First Industrial to connect the access
point to the First Industrial network without running wires, saving
effort and expense.

In addition to providing deployment flexibility, the mesh network-
ing capability increases the resiliency of Aerohive networks.
Aerohive’s dynamic mesh failover enables network traffic to be
routed around failures in the wired network by dynamically and
gracefully establishing a wireless mesh connection between
neighboring HiveAPs. As a result, First Industrial can confidently
deploy Aerohive wireless LANs for mission-critical applications.

Rapid, Easy Deployment

First Industrial is deploying its Aerohive wireless LAN with the
help of Aerohive partner Synapse. To date, the Aerohive
equipment has been installed at the headquarters and in two
branch offices and is performing flawlessly. Because Aerohive
wireless LANs require no controllers or overlay networks, the
upgrade to wireless connectivity has been simple and fast. First
Industrial’s IT organization has already enjoyed positive feedback
from the wireless LAN users. The company estimates that the
enterprise-wide deployment will be completed in the second or
third quarter of 2008.

What’s Next for First Industrial and Aerohive

First Industrial expects to deploy 802.11n access points in the
future. The Aerohive cooperative control architecture will make it
easy for First Industrial to upgrade its access points to 802.11n
on an as-needed basis, because Aerohive 802.11n HiveAPs may
be seamlessly deployed in a hive along with 802.11a/b/g
HiveAPs.

First Industrial may also deploy Wi-Fi handsets and support voice
over wireless LAN (VoWLAN), in part because of the poor
cellular phone signal in the company’s high-rise headquarters.
Successfully deploying this application requires the underlying
infrastructure to be highly available, to exhibit low latency, and to
have sophisticated quality of service (QoS) capabilities. Whole
enterprise coverage is also required to ensure that there are not
dead spots that would force calls to be dropped or to be
switched to expensive carrier connections. Aerohive’s highly
resilient networks, which feature sophisticated QoS at the network
edge, no added jitter or latency, and mesh extensibility, will be
ideal for First Industrial’s VOWLAN deployment.

Contact Aerohive today to learn how your organization can
benefit from a cooperative control wireless LAN architecture.
Informative whitepapers, product datasheets, and other materials
are also available at www.aerohive.com.
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